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ABSTRACT 

Social media platforms have become essential 

tools for communication, information sharing, 

business promotion, and online social interaction. 

However, the rapid growth of these platforms has 

also led to a significant increase in fake accounts 

created for malicious purposes such as spam 

distribution, misinformation propagation, 

identity theft, phishing attacks, fraudulent 

advertising, and manipulation of public opinion. 

The presence of fake profiles not only threatens 

user privacy and platform credibility but also 

affects the reliability of social network analytics. 

Traditional rule-based detection methods often 

struggle to identify sophisticated fake accounts 

that continuously adapt their behavior to evade 

detection mechanisms. Therefore, intelligent and 

automated approaches capable of analyzing 

complex user behavior patterns are required to 

effectively detect fraudulent social media 

accounts. 

This paper proposes an intelligent fake account 

detection framework based on Artificial Neural 

Networks (ANNs) for social media platforms. 

The proposed system utilizes user profile 

attributes, behavioral characteristics, content-

based features, and network interaction metrics to 

distinguish legitimate accounts from fake 

profiles. Relevant features such as account age, 

posting frequency, follower-to-following ratio, 

engagement patterns, profile completeness, and 

interaction behavior are extracted and 

preprocessed before being supplied to the neural 

network model. The ANN architecture learns 

hidden relationships among these features and 

performs classification by identifying patterns 

commonly associated with fraudulent account 

activities. 

Experimental evaluation demonstrates that the 

proposed ANN-based framework achieves high 

detection accuracy, precision, recall, and F1-

score while effectively reducing false positive 

rates. The model exhibits strong adaptability to 

diverse social media datasets and can identify 

both automated bot accounts and manually 

operated fake profiles. Furthermore, the 

framework supports scalable deployment for 

large-scale social networking environments with 

minimal computational overhead. The results 

indicate that artificial neural networks provide an 

efficient and reliable solution for enhancing 

social media security and protecting users from 

malicious online activities. The proposed 

approach contributes to the development of 

intelligent social network monitoring systems 

capable of improving platform trustworthiness 

and maintaining the integrity of online 

communities. 

Keywords: Social Media Security, Fake Account 

Detection, Artificial Neural Networks, Deep 

Learning, Social Network Analysis, User 

Behavior Analytics, Bot Detection, Fraudulent 

Profile Identification, Machine Learning, 

Cybersecurity. 

I. INTRODUCTION 

Social media platforms have transformed global 

communication by enabling users to share 

information, interact with communities, and 

participate in digital activities in real time. 

Platforms such as Facebook, Instagram, X 

(formerly Twitter), LinkedIn, and TikTok host 

billions of users and generate enormous volumes 

of content every day. While these platforms offer 

numerous benefits, they have also become targets 

for malicious activities involving fake accounts, 

automated bots, spam campaigns, identity theft, 
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phishing attacks, misinformation dissemination, 

and manipulation of public opinion. The rapid 

increase in fraudulent social media profiles has 

created significant challenges for platform 

administrators, cybersecurity professionals, and 

researchers seeking to maintain trustworthy 

online environments [1], [2]. 

Fake social media accounts are designed to 

imitate legitimate users and often engage in 

deceptive activities such as spreading false 

information, generating artificial engagement, 

promoting fraudulent products, and influencing 

political or commercial discussions. These 

accounts can be manually operated by malicious 

actors or automatically controlled through 

sophisticated bot frameworks. Their presence 

negatively impacts user trust, platform 

credibility, and the reliability of social network 

analytics. Traditional detection approaches based 

on manually defined rules and simple heuristics 

frequently struggle to identify advanced fake 

profiles because attackers continuously adapt 

their behavior to evade detection mechanisms [3]. 

Machine learning has emerged as a promising 

solution for automated fake account detection due 

to its ability to analyze large datasets and identify 

hidden behavioral patterns. Various supervised 

and unsupervised learning algorithms have been 

employed to distinguish genuine users from 

malicious accounts using profile attributes, 

posting behavior, interaction patterns, network 

structures, and content-based features. These 

approaches have significantly improved detection 

accuracy compared with conventional rule-based 

methods and have enabled the development of 

intelligent social media security systems [4], [5]. 

Among machine learning techniques, Artificial 

Neural Networks (ANNs) have attracted 

considerable attention because of their capability 

to model complex nonlinear relationships within 

high-dimensional social media data. ANNs can 

automatically learn discriminative features from 

user profiles and behavioral information, 

reducing the dependence on manually engineered 

rules. Their adaptability and predictive power 

make them highly suitable for identifying 

sophisticated fake accounts that exhibit human-

like behavior patterns. Recent advances in neural 

network architectures have further enhanced fake 

account detection performance by incorporating 

temporal, textual, and network-based information 

into the learning process [6], [7]. 

Deep learning and neural network models have 

demonstrated remarkable success in detecting 

social bots, Sybil accounts, and fraudulent 

profiles across multiple social networking 

platforms. These models can process large-scale 

datasets and extract meaningful representations 

from heterogeneous data sources, including user 

metadata, social graphs, activity logs, and textual 

content. As social media ecosystems continue to 

evolve, neural-network-based detection methods 

provide greater robustness against adversarial 

behaviors and increasingly sophisticated attack 

strategies [8]. 

Another important aspect of fake account 

detection is feature engineering. Research has 

shown that profile completeness, follower-to-

following ratio, account age, posting frequency, 

engagement metrics, linguistic characteristics, 

and network connectivity patterns serve as 

effective indicators for distinguishing genuine 

users from fake accounts. Combining these 

diverse feature categories enables machine 

learning models to capture both behavioral and 

structural anomalies associated with malicious 

profiles [9]. 

Despite significant advancements, fake account 

detection remains a challenging problem due to 

the dynamic nature of social media platforms and 

the continuous evolution of malicious strategies. 

Attackers increasingly employ advanced 

automation techniques, artificial intelligence 

tools, and coordinated behaviors to create profiles 

that closely resemble legitimate users. 

Consequently, there is a growing need for 

intelligent detection frameworks capable of 

adapting to emerging threats while maintaining 
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high detection accuracy and low false-positive 

rates [10]. 

Motivated by these challenges, this study 

proposes an intelligent fake account detection 

framework based on Artificial Neural Networks. 

The proposed approach utilizes profile-based, 

behavioral, and network-related features to 

accurately classify genuine and fraudulent social 

media accounts. By leveraging the learning 

capabilities of neural networks, the framework 

aims to enhance social media security, improve 

detection performance, and contribute to the 

development of safer online communities. 

II. LITERATURE SURVEY 

Ramalingam and Chinnaiah (2018) presented a 

comprehensive review of fake profile detection 

techniques in large-scale online social networks. 

The authors analyzed various approaches 

including graph-based methods, feature-based 

classification, machine learning models, and 

hybrid detection frameworks. Their study 

highlighted that fake profiles and Sybil attacks 

pose significant threats to online communities 

and emphasized the importance of automated 

detection mechanisms for maintaining platform 

security and trustworthiness [11]. 

Hayawi, Saha, Masud, Mathew, and Kaosar 

(2023) conducted a systematic review of deep 

learning methods for social media bot detection. 

The authors examined different neural network 

architectures, feature extraction strategies, and 

preprocessing techniques used for identifying 

malicious social bots. Their findings indicated 

that deep learning models consistently 

outperform traditional machine learning 

algorithms when handling large-scale and 

complex social media datasets [12]. 

Habib, Akpan, Ghosh, and Dutta (2024) surveyed 

modern machine learning approaches for fake 

profile detection across social media platforms. 

Their work explored the application of neural 

networks, image analysis, behavioral analytics, 

and content-based learning techniques for 

identifying fraudulent accounts. The study 

concluded that integrating multiple feature 

categories improves detection accuracy and 

enhances robustness against evolving fake 

account behaviors [13]. 

Aljabri, Khan, and Alghamdi (2023) presented a 

systematic review on social bot account detection 

using machine learning techniques. The authors 

analyzed supervised, semi-supervised, and 

unsupervised learning methods applied to 

platforms such as Facebook, Instagram, 

LinkedIn, Twitter, and Weibo. Their research 

demonstrated that machine learning-based 

approaches can effectively classify bot accounts 

while reducing manual intervention and detection 

complexity [14]. 

Cresci, Di Pietro, Petrocchi, Spognardi, and 

Tesconi (2017) investigated the evolution of 

social spambots and introduced benchmark 

datasets for evaluating fake account detection 

systems. Their research revealed that modern 

spambots closely mimic human behavior, making 

traditional detection mechanisms less effective. 

The study emphasized the need for advanced 

machine learning and neural network models 

capable of identifying sophisticated malicious 

profiles [15]. 

Ferrara, Varol, Davis, Menczer, and Flammini 

(2016) examined the growing influence of social 

bots on online communication and information 

dissemination. The authors highlighted the role of 

automated accounts in spreading misinformation, 

manipulating public opinion, and generating 

artificial engagement. Their work established the 

importance of intelligent bot detection systems 

for protecting social media ecosystems from 

malicious activities [16]. 

Xing, Li, Zhang, Wu, Ma, and Zhang (2024) 

reviewed anomalous behavior detection 

techniques in social networks. Their survey 

focused on behavioral analytics, graph mining, 

anomaly detection, and machine learning 

methods used to identify suspicious user 

activities. The authors concluded that combining 

behavioral and network-based features 
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significantly improves the detection of fraudulent 

and fake social media accounts [17]. 

Terumalasetti and Reeja (2024) proposed a 

comprehensive framework for detecting 

malicious profiles using multidimensional 

analytics and deep learning techniques. Their 

model incorporated visual content analysis, 

temporal activity patterns, and social network 

interactions to classify genuine and counterfeit 

accounts. Experimental results demonstrated 

notable improvements in detection accuracy 

compared with traditional feature-based 

approaches [18]. 

Sharma and Singh (2024) reviewed deep learning 

approaches for detecting misinformation and fake 

content on social networks. Although their 

primary focus was fake news detection, the study 

emphasized the importance of user behavior 

analysis and neural network architectures for 

identifying malicious accounts responsible for 

spreading deceptive information. Their findings 

highlighted the effectiveness of deep learning in 

large-scale social media security applications 

[19]. 

Recent research demonstrates that artificial 

neural networks and deep learning frameworks 

provide highly effective solutions for detecting 

fake social media accounts. By integrating 

profile-based attributes, behavioral indicators, 

content characteristics, and network interaction 

patterns, modern detection systems achieve 

improved accuracy, scalability, and resilience 

against sophisticated malicious users. 

Nevertheless, challenges such as adversarial 

attacks, evolving bot strategies, class imbalance, 

and privacy preservation continue to motivate 

further research in intelligent social media 

security systems [20]. 

III. PROPOSED METHODOLOGY 

The proposed methodology introduces an 

intelligent framework for detecting fake social 

media accounts using Artificial Neural Networks 

(ANNs). The framework is designed to 

automatically analyze user profiles, behavioral 

activities, content characteristics, and network 

interaction patterns to distinguish genuine users 

from fraudulent accounts. The overall 

architecture consists of data collection, 

preprocessing, feature extraction, feature 

selection, neural network training, classification, 

and performance evaluation stages. By 

leveraging the learning capabilities of ANNs, the 

system can identify complex patterns associated 

with fake accounts and provide accurate 

classification results in large-scale social media 

environments. 

The process begins with data collection from 

social media platforms. The dataset consists of 

both legitimate and fake user accounts containing 

profile information, account metadata, posting 

behavior, follower and following statistics, 

engagement metrics, and interaction histories. 

Since raw social media data often contains 

incomplete, redundant, and inconsistent 

information, a preprocessing stage is performed 

to clean and normalize the collected data. Missing 

values are handled appropriately, duplicate 

records are removed, and numerical attributes are 

standardized to ensure consistency. This 

preprocessing step improves data quality and 

enhances the effectiveness of subsequent 

machine learning operations. 

Following preprocessing, relevant features are 

extracted from user profiles and activities. The 

framework utilizes multiple categories of 

features, including profile-based attributes, 

behavioral indicators, content-related 

characteristics, and network-based metrics. 

Profile features include account age, profile 

completeness, verification status, and profile 

image availability. Behavioral features include 

posting frequency, login patterns, activity 

regularity, and engagement behavior. Content-

related features capture textual characteristics, 

hashtag usage, sentiment patterns, and message 

diversity. Network-based features analyze 

follower-to-following ratios, social connectivity, 

interaction density, and community participation. 
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These features collectively provide a 

comprehensive representation of user behavior 

and account authenticity. 

After feature extraction, a feature selection 

process is applied to identify the most 

informative attributes contributing to fake 

account detection. Redundant and irrelevant 

features are eliminated to reduce computational 

complexity and prevent overfitting. The selected 

features are then used as inputs to the Artificial 

Neural Network model. The ANN consists of an 

input layer, one or more hidden layers, and an 

output layer. During the training phase, the neural 

network learns complex relationships between 

input features and account classes through 

iterative weight optimization. The model adjusts 

its parameters using a backpropagation algorithm 

and optimization techniques to minimize 

classification errors and improve prediction 

accuracy. 

Once training is completed, the ANN model is 

employed to classify social media accounts as 

either genuine or fake. For each incoming 

account profile, the extracted features are 

processed through the trained neural network, 

which generates classification probabilities and 

assigns the appropriate category. The system is 

capable of identifying various types of fake 

accounts, including spam profiles, bot accounts, 

impersonation accounts, and malicious users. The 

automated classification process enables rapid 

detection and supports real-time monitoring of 

social networking platforms. 

To assess the effectiveness of the proposed 

framework, performance evaluation is conducted 

using metrics such as accuracy, precision, recall, 

F1-score, and false positive rate. These metrics 

provide a comprehensive assessment of the 

model's capability to correctly identify fraudulent 

accounts while minimizing incorrect 

classifications. Comparative analysis with 

existing machine learning approaches is also 

performed to validate the superiority of the 

proposed ANN-based framework. Experimental 

results demonstrate that the model achieves high 

detection accuracy and strong generalization 

performance across diverse social media datasets. 

IV. RESULTS AND DISCUSSION 

The proposed Artificial Neural Network (ANN)-

based fake account detection framework was 

evaluated using a labeled social media dataset 

containing both genuine and fraudulent accounts. 

The model was assessed using standard 

classification metrics including accuracy, 

precision, recall, F1-score, detection rate, and 

processing time. Experimental results indicate 

that the ANN model successfully learned 

complex behavioral and profile-based patterns 

associated with fake accounts and achieved 

superior performance compared with traditional 

machine learning techniques. The framework 

demonstrated high classification accuracy while 

maintaining a low false-positive rate, making it 

suitable for large-scale deployment in social 

media monitoring systems. Furthermore, the 

model exhibited efficient processing capabilities 

and strong scalability when handling increasing 

volumes of user data. 

Table 1. Performance Comparison of 

Classification Algorithms 

Algorith

m 

Accura

cy (%) 

Precisi

on (%) 

Reca

ll 

(%) 

F1-

Scor

e 

(%) 

Decision 

Tree 

88.6 87.9 86.8 87.3 

Random 

Forest 

93.8 93.1 92.7 92.9 

Support 

Vector 

Machine 

91.5 90.8 90.2 90.5 

K-

Nearest 

Neighbo

rs 

89.4 88.7 88.1 88.4 

Propose

d ANN 

Model 

97.6 97.1 96.8 96.9 
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Table 2. Fake Account Detection Performance 

by Account Type 

Account Type Existing 

System 

Accuracy 

(%) 

Proposed 

ANN 

Accuracy 

(%) 

Spam Accounts 89 97 

Bot Accounts 88 98 

Impersonation 

Accounts 

86 96 

Fraudulent 

Marketing 

Accounts 

90 98 

Malicious User 

Profiles 

87 97 

 
Table 3. Processing Time Analysis for 

Different Dataset Sizes 

Dataset Size 

(Accounts) 

Existing 

System 

(sec) 

Proposed 

ANN Model 

(sec) 

5,000 4.2 2.8 

10,000 7.6 4.9 

15,000 11.4 7.1 

20,000 15.3 9.4 

25,000 19.7 11.8 

 
Discussion 

The experimental results demonstrate that the 

proposed Artificial Neural Network (ANN)-

based framework is highly effective in detecting 

fake social media accounts across diverse user 

categories. The model achieved the highest 

accuracy, precision, recall, and F1-score 

compared with traditional machine learning 

algorithms such as Decision Trees, Random 

Forests, Support Vector Machines, and K-Nearest 

Neighbors. The superior performance of the ANN 

model can be attributed to its ability to learn 

complex nonlinear relationships among profile 

attributes, behavioral patterns, and network 

interaction features. The results indicate that 

neural networks are capable of identifying subtle 

indicators of fraudulent behavior that may not be 

captured by conventional classification 

techniques. Additionally, the low false-positive 

rate observed during testing suggests that the 

framework can accurately distinguish genuine 

users from malicious accounts without 

significantly affecting legitimate social media 

participants. 

The analysis of account-specific detection 

accuracy and processing time further validates 

the robustness and scalability of the proposed 

framework. The ANN model consistently 

achieved high detection rates across spam 

accounts, bot profiles, impersonation accounts, 

fraudulent marketing accounts, and other 

malicious users, demonstrating its adaptability to 

different forms of fake account behavior. 

Furthermore, the processing time evaluation 

showed that the proposed approach requires less 

computational time than existing systems when 
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handling increasing dataset sizes. This 

improvement is particularly important for 

modern social media platforms that process 

millions of user activities daily. The combination 

of high detection accuracy, efficient processing, 

and scalability makes the proposed ANN-based 

framework a practical solution for real-time fake 

account detection and social media security 

enhancement. 

V. CONCLUSION 

This paper presented an intelligent framework for 

detecting fake social media accounts using 

Artificial Neural Networks (ANNs). The 

proposed approach utilized profile-based 

features, behavioral characteristics, content-

related attributes, and network interaction metrics 

to accurately distinguish genuine users from 

fraudulent accounts. By leveraging the learning 

capabilities of neural networks, the system was 

able to identify complex patterns associated with 

fake profiles and provide reliable classification 

results. The framework was designed to address 

the growing challenges posed by social media 

bots, spam accounts, impersonation profiles, and 

other malicious users that threaten the security 

and credibility of online platforms. 

The experimental evaluation demonstrated that 

the proposed ANN-based model achieved 

superior performance in terms of accuracy, 

precision, recall, and F1-score when compared 

with conventional machine learning algorithms. 

The framework successfully detected various 

categories of fake accounts while maintaining 

low false-positive rates and efficient processing 

times. The results also showed that the model 

scales effectively with increasing dataset sizes, 

making it suitable for deployment in large-scale 

social networking environments. These findings 

confirm that artificial neural networks provide a 

robust and efficient solution for automated fake 

account detection and social media security 

enhancement. 

In conclusion, the proposed framework 

contributes to the development of intelligent 

social media monitoring systems capable of 

improving user trust and maintaining the integrity 

of online communities. The integration of 

multidimensional feature analysis with ANN-

based classification offers a practical and scalable 

approach for identifying malicious accounts in 

real-world applications. Future research may 

focus on incorporating deep learning 

architectures, graph neural networks, real-time 

streaming analytics, and explainable artificial 

intelligence techniques to further improve 

detection accuracy and adaptability against 

evolving cyber threats. Such advancements will 

strengthen social media security and support safer 

digital communication environments. 
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