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ABSTRACT:

The concept of meritocracy is threatened by the pervasive falsification of educational credentials, which
compromises the integrity of both academic institutions and employment markets. Fraud detection and
prevention are challenging due to the fragmented, unsecure, and ineffective nature of traditional certificate
verification techniques. With its built-in characteristics of immutability, decentralization, and tamper resistance,
blockchain technology offers a viable answer to these problems. However, the scope of current blockchain-
based systems is constrained; they usually only cover particular educational levels or institutions and lack full
capability. In this paper, we present ElimuChain, a unified blockchain-based system for managing and verifying
academic credentials across all educational levels and establishments in a nation. Employers and educational
institutions may authenticate all of an individual's certifications from a single platform thanks to the system's
centralized verification portal. ElimuChain is a decentralized application (DApp) built on the Binance Smart
Chain (BSC) that uses IPFS for safe document storage and smart contracts for automatic certificate issuance.
The implementation shows that the suggested method is affordable, scalable, and able to expedite the
certification and verification procedure. When compared to current systems, performance evaluations show
improved efficiency in terms of transaction throughput and latency. With an emphasis on its applicability in the
Tanzanian context, this study confirms the potential of blockchain in creating a strong, transparent, and

trustworthy educational credentialing environment
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1. INTRODUCTION

The concept of meritocracy is threatened by the
pervasive falsification of educational credentials,
which compromises the integrity of both academic
institutions and employment markets. Fraud
detection and prevention are challenging due to the
fragmented, unsecure, and ineffective nature of
traditional certificate verification techniques. With its
built-in characteristics of immutability,
decentralization, and tamper resistance, blockchain
technology offers a viable answer to these problems.
However, the scope of current blockchain-based
systems is constrained; they usually only cover
particular educational levels or institutions and lack
full capability. In this paper, we present ElimuChain,
a unified blockchain-based system for managing and
verifying academic credentials across all educational
levels and establishments in a nation. Employers and
educational institutions may authenticate all of an
individual's certifications from a single platform
thanks to the system's centralized verification portal.
ElimuChain is a decentralized application (DApp)
built on the Binance Smart Chain (BSC) that uses
IPFS for safe document storage and smart contracts
for automatic certificate issuance. The
implementation shows that the suggested method is
affordable, scalable, and able to expedite the
certification and verification procedure. When
compared to current systems, performance
evaluations show improved efficiency in terms of
transaction throughput and latency. With an emphasis
on its applicability in the Tanzanian context, this
study confirms blockchain's potential to create a
strong, transparent, and trustworthy educational

credentialing environment. Recently, blockchain
technology has come to light as a possible remedy
for issues with counterfeiting, certification, and
verification. It has revolutionized a number of
industries by utilizing its special qualities, which
include decentralization, distribution, immutability,
tamper-proofness, anonymity, transparency, and
trustlessness. Applications and adoption in various
fields, including healthcare supply chain, weather,
transportation, agriculture, e-government, and
education, have increased dramatically since
cryptocurrency's breakthrough. Additionally, it is
upending established computer domains like cloud
computing, [oT, and Al. Scholars and practitioners
agree that, due to its unique qualities and capabilities,
it can improve the issue and verification of
certificates and effectively combat. It is said to
provide efficiency, dependability, security,
transparency, and many other advantages in the areas
of certification, verification, and forgery prevention.
A certificate's immutability ensures its legitimacy
since once it is issued on the blockchain, it cannot be
changed or falsified. Blockchain ensures that access
is restricted to authorized parties, prevents
manipulation, and offers verifiable verification of the
certificate’'s provenance through digital signatures
and cryptographic hashes.

2.STIMULATING

This study suggests a comprehensive blockchain-
based approach to solve certification, verification,
and forging difficulties in light of the aforementioned
problems. It is intended to act as a one-stop shop
where certifications from different educational levels
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across the nation can be issued, and employers and
other verifiers can confirm every certificate an
applicant possesses. It is specifically designed to deal
with these issues in the Tanzanian setting. As a result,
it is created in accordance with the Tanzanian
educational qualifications framework and
verification ecosystem by incorporating all relevant
parties, governmental bodies, and rules related to the
nation's certification procedure. To prove the
feasibility of the approach, a DApp named
ElimuChain is created and implemented as a proof of
concept. To get over the blockchain's storage and
processing constraints, it makes use of smart
contracts for functional logic and the IPFS as an off-
chain solution for big data. To test and assess its
viability, it was implemented on the BSC blockchain.

3. OBJECTIVE

This study suggests a comprehensive blockchain-
based approach to solve certification, verification,
and forging difficulties in light of the aforementioned
problems. It is intended to act as a one-stop shop
where certifications from different educational levels
across the nation can be issued, and employers and
other verifiers can confirm every certificate an
applicant possesses. It is specifically designed to deal
with these issues in the Tanzanian setting. As a result,
it is created in accordance with the Tanzanian
educational qualifications framework and
verification ecosystem by incorporating all relevant
parties, governmental bodies, and rules related to the
nation's certification procedure. To prove the
feasibility of the approach, a DApp named
ElimuChain is created and implemented as a proof of
concept.

3.1 WHAT THE PROJECT IS ABOUT

The goal of this project is to create a Blockchain-
Powered Platform for Secure Management and
Verification of Educational Credentials that makes
certificate verification easier and helps stop
fraudulent certificates. Digital certificates can be
issued by educational institutions, and each one is
protected by SHA-256 hashing and kept on the
blockchain, rendering it unchangeable and
impenetrable. Smart contracts are used by the system
to automate access control, verification, and
certificate issuing. Certificates may be safely stored
and shared by students, and employers can quickly
confirm their legitimacy without having to get in
touch with schools directly. Additionally, IPFS (Inter
Planetary File System) is integrated into the platform
for decentralized certificate storage. The system may
be easily accessed by administrators, institutes,
students, and employers through a JSP-based web
dashboard. Transparency, security, and an ongoing
audit trail of every certificate transaction are
guaranteed by the blockchain. The technology
decreases fraud, gets rid of manual verification
delays, and boosts confidence in academic

qualifications. All things considered, the project
offers a decentralized, scalable, and safe way to
manage and validate academic credentials.

4. EXISTING SYSTEM:
The current educational credential management and
verification systems are mostly fragmented,
institution-specific, and centralized. Certificates are
normally issued and stored individually by each
educational institution, frequently in physical form or
in isolated digital systems with little to no
interchange. Verification procedures, which mostly
rely on institutional communication, physical
document inspection, or third-party verification
services, are laborious, error-prone, and manual. Due
to the absence of a cohesive and secure framework,
these techniques are susceptible to data manipulation,
delays, and falsification. Additionally, there isn't a
single platform that allows verifiers—Ilike employers
or educational institutions—to quickly access and
confirm a candidate's whole academic history across
all institutions and educational levels. The trust,
openness, and scalability of educational credential
verification are severely hampered by this disjointed
and ineffective paradigm. This procedure is
laborious, uneven amongst institutions, and
extremely prone to mistakes and forgeries,
particularly when credentials are shown in easily
manipulable digital or printed formats. Additionally,
the approach is unstable and inefficient for large-
scale or national-level verification demands because
there is no shared ledger or centralized system that
enables verifiers to verify credentials across several
organizations.
4.1 Existing System Disadvantages:
» Manual verification is ineffective and time-
consuming.
» It is simple to falsify or modify certificates
without anyone noticing.

4.2 THE SUGGESTED SYSTEM

» The suggested system combines a number of
fundamental technologies and algorithms to
provide safe and effective certificate
management and verification.

» Transparency and tamper-proof data storage are
ensured by the blockchain technology, which is
implemented on the Binance Smart Chain (BSC)
and functions as an immutable, decentralized
ledger that records all certificate transactions.
Solidity-written smart contracts automate crucial
procedures including verification, role-based
access control, and certificate issuance.

» These agreements guarantee that credentials can
only be issued by approved educational
institutions and that verifiers can verify them
independently of middlemen.

» The system employs the SHA-256 hashing
method, which creates a distinct, fixed-size hash
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for every certificate file, to ensure data integrity
and prevent document forgeries.

» During the verification process, this hash is kept
on the blockchain and compared to make sure
the certificate hasn't been tampered with.
Furthermore, the Interplanetary File System
(IPFS), a decentralized storage network that
creates a content-addressed hash (CID) for
retrieval, is where the original certificate files
are kept. When combined, these algorithms
provide a safe, scalable, and affordable defence
against academic credential fraud.

4.2.1 Proposed System Advantage

» Uses blockchain technology to provide
unchangeable and tamper-proof certificate
records.

» Removes single points of failure, strengthening
security.

5. METHODOLOGIES

1. Design of User Interfaces

The user must enter their username and password in
order to connect to the server. The user can log in to
the server directly if they have previously left;
otherwise, they must register their information,
including their username, password, email address,
city, and country. To manage upload and download
rates, the database will create an account for every
user. The user ID will be used as the name. To access
a certain page, you typically need to log in. The
query will be searched and displayed. 2.Institue
Educational institutions can register and receive
administrative permission through the Institute
module. Through the website, students can receive
diplomas from accredited institutions. Information
about certificates is safely kept and connected to
blockchain records. This module guarantees that
academic credentials can only be produced by
reputable institutions. It is essential to preserving the
legitimacy of certificates.

3. Student

Students can register and enroll in an authorized
institution through the Student module. Students can
examine and track the status of their awarded
certificates by logging in. For the purpose of
verification, they can safely give employers access to
the Certificate ID (CID). Students will have simple
access to their validated academic qualifications
thanks to this module. Additionally, it makes
certificate ownership and sharing transparent.

4. Admin

All system users must be managed and approved by
the Admin module. Requests for registration from
employers, institutions, and students are validated
and approved by the administrator. It guarantees that
the platform is only accessible by authorized users.
The module regulates access rights and protects
system integrity. Additionally, the administrator
keeps an eye on user management and system
activity.

5. Employee

Employers can check student certificates through the
Employee module. Students provide their Certificate
ID (CID) to employers, who utilize it for verification.
The system compares the certificate details with
blockchain data and stored records. This makes it
easier for companies to distinguish between authentic
and fraudulent credentials. It does away with the
requirement for manual institutional verification.

6. TECHNIQUE ALGORITHM USED

6.1 Proposed Algorithm

Blockchain, Smart Contract, SHA-256

The suggested solution combines a number of
fundamental technologies and algorithms to provide
effective and safe certificate management and
verification. Transparency and tamper-proof data
storage are ensured by the blockchain technology,
which is implemented on the Binance Smart Chain
(BSC) and acts as a decentralized, immutable ledger
that documents all certificate transactions. Solidity-
written smart contracts automate crucial procedures
including verification, role-based access control, and
certificate issuance. These agreements guarantee that
credentials can only be issued by approved
educational institutions and that verifiers can verify
them independently of middlemen. The system
employs the SHA-256 hashing method, which
creates a distinct, fixed-size hash for every certificate
file, to ensure data integrity and prevent document
forgeries. During the verification process, this hash is
kept on the blockchain and compared to make sure
the certificate hasn't been tampered with.
Furthermore, the Interplanetary File System (IPFS), a
decentralized storage network that creates a content-
addressed hash (CID) for retrieval, is where the
original certificate files are kept. When combined,
these algorithms provide a safe, scalable, and
affordable defense against academic credential fraud.

6.2 EXISTING SYSTEM

Traditional System

The verification of educational certificates using the
Traditional System method is a manual, institution-
dependent procedure devoid of automation, security,
and transparency. This method requires the verifier to
manually get in touch with the issuing institution to
verify the legitimacy of the academic credential that
a candidate submits for verification—usually to an
employer or another institution. This frequently
entails written contact, phone calls, or emails. The
institution then verifies the certificate details by
searching its internal records, which may be kept in
segregated databases or on paper. The certificate is
marked as possibly fraudulent if it is not discovered,
in which case the institution verifies its authenticity.
This procedure is laborious, uneven amongst
institutions, and extremely prone to mistakes and
forgeries, particularly when credentials are shown in
easily manipulable digital or printed formats.
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Additionally, the approach is unstable and inefficient
for large-scale or national-level verification demands
because there is no shared ledger or centralized
system that enables verifiers to verify credentials
across several organizations.

7. SYSTEM ARCHITECTURE
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FIG:7 System Architecture

8. RESULTS

9. CONCLUSION

To sum up, the Blockchain-Powered Platform for
Secure Management and Verification of Educational
Credentials effectively tackles the issues of manual
verification, certificate fraud, and the opaqueness of

conventional systems. The project guarantees
academic records' immutability, integrity, and trust
by utilizing blockchain technology. By automating
permission  processes between  organizations,
students, staff, and administrators, smart contracts
minimize human mistake and intervention. While the
Institution module safely distributes credentials, the
admin module effectively handles and verifies
registration requests. The Student and Employee
modules allow users to access and share verified
credentials with confidence. By creating digital
fingerprints for stored records that are impervious to
tampering, SHA-256 hashing guarantees data
integrity.  Scalability and maintainability are
enhanced by the system's modular architecture. All
operations are strengthened by role-based access
control. For employers and other stakeholders, the
platform offers a decentralized, transparent
verification process. All things considered, the
project shows how blockchain technology may
transform credential administration by providing a
safe, dependable, and effective solution appropriate
for actual educational ecosystems.

FUTURE ENHANCEMENT

The future enhancements of the Blockchain-
Enhancing scalability, automation, and practical
adoption are the main goals of the Powered Platform
for Secure Management and Verification of
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Educational Credentials. The incorporation of
sophisticated smart contracts to completely automate
certificate issue, revocation, and expiration without
human intervention is one significant improvement.
Institutions can publish credentials across several
blockchain networks by expanding the platform to
accommodate  multi-blockchain  interoperability.
Student  identification  verification  will  be
strengthened even more by implementing digital
identity management with decentralized identifiers
(DIDs). Employers can use mobile devices to
immediately validate certificates by enhancing the
system with QR-code-based certificate verification.
Large certificate files can be safely stored while
preserving blockchain hash references by utilizing
IPFS or distributed storage. Suspicious verification
patterns can be identified by adding Al-based fraud
detection systems. Multilingual interfaces and
support for foreign organizations can improve
usability worldwide. Dashboards for role-based
analytics can offer information about certificate
issuance and verification processes. Authenticity and
trust will increase with integration with government
or academic portals. All things considered, these
improvements will make the platform more
intelligent, scalable, and appropriate for extensive
educational ecosystems.

10. REFERENCES

[1] M. Baldi, F. Chiaraluce, M. Kodra, and L.
Spalazzi, ‘‘Security analysis of a blockchain-based
protocol for the certification of academic
credentials,”” 2019, arXiv:1910.04622.

[2] C.-S. Hsu, S.-F. Tu, and P.-C. Chiu, ‘‘Design of
an e-diploma system based on consortium blockchain
and facial recognition,”” Educ. Inf. Technol., vol. 27,
no. 4, pp. 5495-5519, Jan. 2022, doi:
10.1007/s10639-02110840-5.

[3] N. Smolenski. (2016). Academic Credentials in
an Era of Digital Decentralization. Learn. Mach.
Res., Anaheim, CA, USA. [Online].
Available:https://www.academia.edu/29403234/ade
mic_Credentials in_an Era of Digital Deentralizati
on

[4] C. Johnson, ‘‘Credentialism and the proliferation
of fake degrees: The employer pretends to need a
degree; the employee pretends to have one,”’Hofstra
Labor Employ. Law J., vol. 23, no. 2, pp. 1-75, Aug.
2006.

[5] F. R. Vidal, F. R. Gouveia, and C. Soares,
“‘Blockchain application in higher education diploma
management and results analysis,””’Adv. Sci.
Technol. Eng. Syst., vol. 5, no. 6, pp. 871-882, Dec.
2020, doi:10.25046/2j0506104.

[6] M. E. Effiong, ‘‘A framework for the adoption of
blockchain technology in academic certificate-
verification systems: A case study in Nigeria,”’M.S.
thesis, Dept. School Information Technology, Tallinn
Univ. Technol., Tallinn, Estonia, 2020.

[71 S. O.Ghazali, O. Rana, and M. Ehsan,
“‘Blockchain based framework for educational
certificates verification,”” J. Crit. Rev., vol. 7, no. 3,
pp- 79-84,Mar. 2020, doi: 10.31838/jcr.07.03.13.

[8] A. Ezell and J. Bear, Degree Mills: The Billion-
Dollar Industry That Has Sold Over a Million Fake
Diplomas. New York, NY, USA: Prometheus,2012.
[9] V. Wahi, A. K. Cherukuri, K. Srinivasan, and A.
Jonnalagadda, ‘‘CryptoCert: A blockchain-based
academic credential system,”” in Recent Trends in
Blockchain for Information Systems Security and

Privacy, Ist
ed.,A.K.TyagiandA.Abraham,Eds.,London,U.K.: Tay
lor&Francis, 2021, p. 21, doi:

10.1201/9781003139737-19.

[10] P. Sengati and E. Kitinya, ““‘An inquiry on
strategies to mitigate fake certificates: A case of
Tanzania,”’” Int. J. Develop. Res.,vol. 8, no. 12, pp.
24875-24881, Dec. 2018. [Online].
Available:https://www journalijdcom/inquiry-
strategies-mitigate-fake-certificatescase-tanzania
[11] Citizen. (2017). Your Bus. is Our Business:
Fake Certificates in TZ Economic Equation.
Accessed: Jun. 9, 2022. [Online]. Available:
https://w.thecitizen.co.tz/tanzania/magazines/your
business-is-our busins-fake-certificates-in-tz-
economic-equation-2590982

[12] P. Oblikwu and K. Dekera, ‘A generic
certificate  verification system for Nigerian
universities,”” Int. J. Comput. Sci. Mobile Comput.,
vol. 8, no. 10, pp. 137-148, Oct. 2019. [Online].
Available:https://ijcsmc.m/docs/papers/October2019/
V8110201924 .pdf

[13] G. Grolleau, T. Lakhal, and N. Mzoughi, ‘“An
introduction to the economics of fake degrees,”” J.
Econ. Issues, vol. 42, no. 3, pp. 673-693,Sep. 2008.
[Online]. Available: https://halshs.chives-
ouvertes.fr/halshs 00326238.

[14] E. B. Cohen and R. Winch, ‘‘Diploma and
accreditation mills: New trends in credential abuse,”’
Verifile Ltd. Accredibase, Bedford, U.K.,1853 Tech.
Rep., 2011. Accessed: Dec. 3, 2023. [Online].
Available:https://etico.iiep.unesco.org/en/diploma-
and-accreditation-mills-newtrends-credential-abuse
[15] 1. Gowhar. (2017). Degree Certificate Racket
Thrives in Bengaluru. Hindu. Accessed: Jun. 9, 2022.
[Online]. Available:
https://www.thehindu.com/news/ties/bangalore/degre
e-certificate-racket-thrives-
inbengaluru/article127959.ece?utm_content=buffer6c
9bc3&utm medium=
social&utm_source=twitter.com&utm_campaign=bu
ffer

[16] H. Clifton, M. Chapman, and S. Cox. (2018).
’Staggering’ Trade in Fake Degrees Revealed. BBC
News. Accessed: Jul. 13, 2023. [Online].Available:
https://www.bbc.com/news/uk-42579634

[17] New York Times. (2015). A Rising Tide of
Bogus Degrees. Accessed:Jul. 13, 2023. [Online].
Available:

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 720


https://w.thecitizen.co.tz/tanzania/magazines/your%20business-is-our
https://w.thecitizen.co.tz/tanzania/magazines/your%20business-is-our

AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6,NO. 3(2026)

https://www.nytimes.com/15/05/20/opinion/a-rising-
tide-of-bogus-degrees.html

[18] A. Tariq, H. B. Haq, and S. T. Ali, ‘‘Cerberus:
A blockchain-based accreditation and degree
verification system,”” IEEE Trans. Computat. Social
Syst., vol. 10, no. 4, pp. 1503—-1514, Aug. 2023,
doi:10.1109/TCSS.2022.3188453.

[19] E. C. Garwe, ‘‘Qualification, award and
recognition fraud in higher education in Zimbabwe,”’
J. Stud. Educ., vol. 5, no. 2, pp. 119-135,Apr. 2015,
doi: 10.5296/jse.v512.7456.

[20] D. Maji, R. S. Lamkoti, H. Shetty, and B.
Gondhalekar,  “‘Certificate  verification  using
blockchain and generation of transcript,”’Int. J. Eng.
Res. Technol., vol. 10, no. 3, pp. 539-544, Apr.
2021.
[Online].Available:https://www.ijert.org/research/cer
tificate-verification usinblockchain-and-generation-
of-transcript-IJERTV10IS030260.pdf

[21] F. Schér and F. Mosli, ‘‘Blockchain diplomas
using smart contracts to secure academic
credentials,”’BeitragezurHochschulforsch, vol. 41,
pp- 48-58, Oct. 2019. [Online].
Available:https://www.researgate.net/publication/334
098551

[22] S. H. Said, M. A. Dida, E. M. Kosia, and R. S.
Sinde, ‘A blockchain based conceptual model to
address educational certificate verification challenges
in Tanzania,”” Eng., Technol. Appl. Sci. Res., vol.
13, no. 5,pp. 11691-11704, Oct. 2023, doi:
10.48084/etasr.6170.

[23] D.-H. Nguyen, D.-N. Nguyen-Duc, N. Huynh-
Tuong, and H.-A. Pham,*‘CVSS: A blockchainized
certificate verifying support system,”” in Proc. 9th
Int. Symp. Inf. Commun. Technol.-SoICT, Da Nang
City,Vietnam, Dec. 2018, pp. 436442, doi:
10.1145/3287921.3287968.

[24] R. Xie, Y. Wang, M. Tan, W. Zhu, Z. Yang, J.
Wu, and G. Jeon,‘‘Ethereum-blockchain-based
technology of decentralized smart contract certificate
system,”” IEEE Internet Things Mag., vol. 3, no. 2,
pp- 44-50,Jun. 2020, doi:
10.1109/10TM.0001.1900094.

[25] D. Oliveira, M. Rahouti, A. Jaesim, N. Siasi,
and L. Ko, ““Can the inter planetary file system
become an alternative to centralized
architectures?’’in Proc. Hum. Interact.,, Emerg.
Technol. Future Syst., vol. 319, T. Ahram and
R.Taiar, Eds., Cham, Switzerland: Springer, Sep.
2021, pp. 597-604,doi: 10.1007/978-3-030-85540-
6 75.

[26] J. Gresch, B. Rodrigues, E. J. Scheid, S. S.
Kanhere, and B. Stiller, ‘““The proposal of a
blockchain-based  architecture  for transparent
certifycate handling,”” in Proc. 21st Int. Conf. Bus.
Inf. Syst., vol. 339, Berlin,Germany, Jan. 2019, pp.
185-196, doi: 10.1007/978-3-030-04849-5_16.

[27] N.Nizamuddin, K.Salah,
M.AjmalAzad,J. Arshad, and M.H.Rehman,
““Decentralized document version control using

Ethereum blockchain and IPFS,”” Comput. Electr.
Eng., wvol. 76, pp. 183-197, Jun. 2019,
doi:10.1016/j.compeleceng.2019.03.014.

[28] N. Mahmoud, A. Aly, and H. Abdelkader,
‘‘Enhancing blockchain-based ride-sharing services
using IPFS,” Intell. Syst. Appl, vol. 16, Nov.
2022,Art. no. 200135, doi:
10.1016/j.iswa.2022.200135.

[29] G. Caldarelli and J. Ellul, ““Trusted academic
transcripts on the blockchain: A systematic literature
review,”” Appl. Sci., vol. 11, no. 4,p. 1842, Feb.
2021, doi: 10.3390/app11041842.

[30] R. H. Sayed, ‘‘Potential of blockchain
technology to solve fake diploma problem,”” M.S.
thesis, Dept. Computer Science Information Systems,
Jyviaskyld Univ., Jyviskyld, Finland, 2019.

[31] A. Sedik, Y. Maleh, G. M. E. Banby, A. A. M.
Khalaf, F. E. A. El-Samie, B. B. Gupta, K. Psannis,
and A. A. A. El-Latif, ‘“Al-enabled digital forgery
analysis and crucial interactions monitoring in smart
communities,”” Technological Forecasting Social
Change, vol. 177, Apr. 2022,Art. no. 121555, doi:
10.1016/j.techfore.2022.121555.

[32] M. Emam, Q. Han, L. Yu, and H. Zhang, ‘A
keypoint-based region duplication forgery detection
algorithm,”” IEICE Trans. Inf. Syst., vol. 99,no. 9,
pp- 24132416, Jan. 2016, doi:
10.1587/transinf.2016ed18024.

[33] M. Emam, Q. Han, Q. Li, H. Zhang, and M.
Emam, ‘A robust detection algorithm for image
copy-move forgery in smooth regions,”’in Proc. Int.
Conf. Circuits, Syst. Simulation (ICCSS), Jul.
2017,pp. 119-123, doi:
10.1109/CIRSYSSIM.2017.8023194.

[34] M. Emam, Q. Han, and X. Niu, ‘‘PCET based
copy-move forgery detection in images under
geometric transforms,”” Multimedia Tools Appl.,vol.
75, no. 18, pp. 11513-11527, Sep. 2015, doi:
10.1007/s11042-0152872-2.

[35] M. Emam, Q. Han, and H. Zhang, ‘‘Two-stage
keypoint detection scheme for region duplication
forgery detection in digital images,’’J. Forensic Sci.,
vol. 63, no. 1, pp. 102-111, Jan. 2018, doi:
10.1111/15564029.13456.

[36] M. Zanardelli, F. Guerrini, R. Leonardi, and N.
Adami, ‘‘Image forgery detection: A survey of recent
deep-learning approaches,”” Multimedia Tools Appl.,
vol. 82, no. 12, pp. 17521-17566, May 2023,
do0i:10.1007/s11042-022-13797-w.

[37] J. Andrew, D. P. Isravel, K. M. Sagayam, B.
Bhushan, Y. Sei, and J. Eunice, ‘‘Blockchain for
healthcare systems: Architecture, security challenges,
trends and future directions,”” J. Netw. Comput.
Appl.,vol. 215, Jun. 2023, Art. no. 103633, doi:
10.1016/j.jnca.2023.103633.

[38] K. Rajeshkumar, C. Ananth, and N.
Mohananthini, ‘‘Blockchain-assisted homomorphic
encryption approach for skin lesion diagnosis using
optimal deep learning model,”” Eng. Technol. Appl.

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 721



AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6,NO. 3(2026)

Sci. Res., vol. 13, no. 3,pp. 10978—10983, Jun. 2023,
doi: 10.48084/etasr.5594.

[39] I. Ahmad, S. Abdullah, and A. Ahmed, ‘‘ToT-
fog-based Healthcare 4.0 system using blockchain
technology,”” J. Supercomput., vol. 79, no. 4,pp.
3999-4020, Mar. 2023, doi: 10.1007/s11227-022-
04788-7.

[40] Z. Chen, Z. Zhu, Z.-J. Wang, and Y. P. Tsang,
“‘Fairness-aware large scale collective opinion
generation paradigm: A case study of evaluating
blockchain adoption barriers in medical supply
chain,”” Inf. Sci. (Ny).,vol. 635, pp. 257-278, Mar.
2023, doi: 10.1016/j.ins.2023.03.135.

[41] N.Yadav,S.Luthra,andD.Garg,”* Blockchain
technology for sustainable supply chains: A network
cluster analysis and future research propositions,”
Environ. Sci. Pollut. Res., vol. 30, no. 24, pp. 64779—
64799,Apr. 2023, doi: 10.1007/s11356-023-27049-3.
[42] Z.-J. Wang, Z.-S. Chen, L. Xiao, Q. Su, K.
Govindan, and M. J. Skibniewski, ‘‘Blockchain
adoption in sustainable supply chains for industry
5.0: A multistakeholder perspective,”” J. Innov.
Knowl.,vol. 8, no. 4, Oct. 2023, Art. no. 100425, doi:
10.1016/j.jik.2023.100425.

[43] Z.-J. Wang, Y. Sun, Q. Su, M. Deveci, K.
Govindan, M. J. Skibniewski, and Z.-S. Chen,
““‘Smart contract application in resisting extreme
weather risks for the prefabricated construction
supply  chain:  Prototype  exploration and
assessment,”’ Group Decis. Negotiation, vol. 33, no.
5,pp. 1049-1087, Oct. 2024, doi: 10.1007/s10726-
024-09877-x.

[44] A. Ahmed, S. Abdullah, S. Iftikhar, I. Ahmad,
S. Ajmal, and Q. Hussain, ‘“‘A novel blockchain
based secured and QoS aware IoT vehicular network
in edge cloud computing,”” IEEEAccess,vol.10,pp.
77707-77722,2022,doi:
10.1109/ACCESS.2022.3192111.

[45] D. Shao, C. Kombe, and S. Saxena, ‘‘An
ensemble design of a cash crops-warehouse receipt
system (WRS) based on blockchain smart
contracts,”” J. Agribusiness Developing Emerg.
Economies, vol. 13, no. 5,pp. 762—774, Nov. 2023,
doi: 10.1108/JADEE-02-2022-0032.

[46] N. Elisa, L. Yang, F. Chao, N. Naik, and T.
Boongoen, ‘A secure and privacy-preserving E-
government framework using blockchain and
artificial immunity,”” IEEE Access, vol. 11, pp.
8773-8789, 2023,
doi:10.1109/ACCESS.2023.3239814.

[47] A. M. Deenmahomed, M. M. Didier, and R. K.
Sungkur, ‘“The future of university education:
Examination, transcript, and certifycate system using
blockchain,”” Comput. Appl. Eng. Educ., vol. 29, no.
5,pp. 1234-1256, Sep. 2021, doi: 10.1002/cae.22381.
[48] A. Grech and A. F. Camilleri, ‘‘Blockchain in
education,”” Eur. Commission JRC, Seville, Spain,
Tech. Rep. EUR 28778 EN, 2017,
doi:10.2760/60649.

[49] H. Taherdoost, ‘‘Blockchain technology and
artificial intelligence together: A critical review on
applications,”” Appl. Sci., vol. 12, no. 24,p. 12948,
Dec. 2022, doi: 10.3390/app122412948.

[50] N. K. Al-Shammari, T. H. Syed, and M. B.
Syed, ‘““An edge—IoT framework and prototype
based on blockchain for smart healthcare
applications,”” Eng., Technol. Appl. Sci. Res., vol.
11, no. 4, pp. 7326-7331,Aug. 2021, doi:
10.48084/etasr.4245.

[51] A. Ahmed, S. Abdullah, M. Bukhsh, I. Ahmad,
and Z. Mushtag, ‘‘An energy-efficient data
aggregation mechanism for IoT secured by
blockchain,”” IEEE Access, vol. 10, pp. 11404—
11419, 2022, doi:10.1109/ACCESS.2022.3146295.
[52] M. R. Dorsala, V. N. Sastry, and S. Chapram,
‘‘Blockchain-based solutions for cloud computing: A
survey,”” J. Netw. Comput. Appl., vol. 196,Dec.
2021, Art. no. 103246, doi:
10.1016/j.jnca.2021.103246.

[53] H. A. Ahmed and J. Jang, ‘‘Higher educational
certificate authentication system using QR code
tag,”” Int. J. Appl. Eng. Res., vol. 12, no. 20,pp.
9728-9734, 2017. [Online]. Available:
https://www.ripublicati.com/ijaerl7/ijaecrv12n20_64.
pdf

[54] R. Q. Castro and M. Au-Yong-Oliveira,
“‘Blockchain and higher education diplomas,”” Eur.
J. Invest. Health, Psychol. Educ., vol. 11, no. 1,pp.
154-167, Feb. 2021, doi: 10.3390/ejihpe1 1010013.
[55] A. W. S. Abreu, E. F. Coutinho, and C. I. M.
Bezerra, ‘‘A blockchain based architecture for query
and registration of Student degree certificates,”” in
Proc. 14th Brazilian Symp. Softw. Compon.,
Architectures,Reuse, Oct. 2020, pp. 151-160, doi:
10.1145/3425269.3425285.

[56] P.Schmidt.(2016).Accessed:Blockcerts—An
Open Infrastructure for Academic Credentials on the
Blockchain. MIT
MedialLab.Nov.21,2022.[Online].Available:https://m
edium.com/mit-media-lab/blockcerts-an-open-
infstructurefor-academic-credentials-on-the-
blockchain-899a6b880b

[57] Univ. Nicosia. (2017). University of Nicosia is
the First University in the World to Publish
Diplomas of All Graduating Studentson the
Blockchain. Accessed: Nov. 21, 2022.
[Online].Available:https://www.unic.ac./university-
of-nicosia-is-the-first-university-in-the world-to-
publisdiplomas-of-all-graduating-students-on-the-
blockchain/

[58] M. Turkanovic, M. Holbl, K. Kosic, M.
Hericko, and A. Kamisalic, ‘EduCTX: A blockchain-
based higher education credit platform,”” IEEE
Access, vol. 6, pp. S5112-5127, 2018,
doi:10.1109/ACCESS.2018.2789929.

[59] A. M.Antonopoulos and G. Wood, Mastering
Ethereum: Building Smart Contracts and DApps, st
ed., Sebastopol, CA, USA: O’Reilly Media,2019.

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 722



AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6,NO. 3(2026)

[60] A. Preukschat and D. Reed, Self-Sovereign
Identity:  Decentralized Digital Identity and
Verifiable  Credentials.  Shelter Island, NY,
USA:Manning, 2021.

[61] D. T. Serranito, ‘“A blockchain-based platform
for sharing and verifying education certificates,’’
M.S. thesis, Dept. Comput. Sci. Eng., Univ.Lisbon,
Instituto Superior Técnico, Lisbon, Portugal, 2020.
[62] O. S. Saleh, O. Ghazali, and N. B. Idris, ‘“A new
privacy preserving protocol for academic certificates
on hyperledger fabric,”’Int. J. Adv. Comput. Sci.
Appl., vol. 14, no. 2, pp. 595-609, 2023,
doi:10.14569/ijacsa.2023.0140271.

[63] L. M. Palma, M. A. G. Vigil, F. L. Pereira, and
J. E. Martina,‘Blockchain and smart contracts for
higher education registry in Brazil,”’Int. J. Netw.
Manage., vol. 29, no. 3, pp. 1-21, May 2019,
doi:10.1002/nem.2061.

[64] (1978). The National Education Act. [Online].
Available:https://www.parliament.go.tz/polis/uploads
/bills/acts/15661476The%20National%20Education
%20Act,%201978.pdf 12,

[65] (2019). The National
ExaminationCouncilofTanzaniaAct.Accessed:Jan.20
23.[Online].Available:https://www.necta.goz/exam_r
marts/NECTA_ACT _RE 2019.pdf

[66] (2021). The National Council for Technical
Education Act. Accessed:Apr. 16,
2024.[Online].Available:https://www.nacte.go.tz/con
tent/uploads/2019/01/NACTE-ACT-CAP.-129-No.-

9-0f-199pdf
[67] Tanzania Commission for Universities (TCU),
The Universities Act,2005.

https://www.tcu.go.tz/sites/default/files/iversityAct.p
df. Accessedon: Feb. 11, 2024.

[68] (2006). The Vocational Education and Training
Authority  Act.  Accessed:Oct. 20,  2024.
[Online].Available:https://procedures.tic.go./media/T
heVocationalEducationandTraining(VETA)ACT.pdf
[69] O. Dib, K.-L. Brousmiche, A. Durand, E. Thea,
and E. B. Hamida,‘*“Consortium blockchains:
Overview, applications and challenges,”’Int. J. Adv.
Telecommun., vol. 11, nos. 1-2, pp. 51-64, Jan.
2018.

[70] P. Mukherjee and C. Pradhan, ‘‘Blockchain 1.0
to blockchain 4.0—The evolutionary transformation
of  blockchain technology,”’in Blockchain
Technology: Applications and Challenges
(Intelligent Systems Reference Library), vol. 203, 1st
ed., S. K. Panda, A. K. Jena,S. K. Swain, and S. C.
Satapathy, Eds., Basel, Switzerland: Springer,2021,
pp. 2949, doi: 10.1007/978-3-030-69395-4 3.

[71] R. Paulavicius, S. Grigaitis, and E. Filatovas,
““A systematic review and empirical analysis of
blockchain simulators,”” TEEE Access, vol. 9,pp.
38010-38028, 2021, doi:
10.1109/ACCESS.2021.3063324.

[72] D. Ceke, S. Kunosic, and N. Buzadija, ‘‘Smart
contract execution costs optimisation on blockchain
network,”” in Proc. 45th Jubilee Int. Conv.

Inf.,Commun. Electron. Technol. (MIPRO), Opatija,
Croatia, May  2022,pp. 1442-1447,  doi:
10.23919/MIPR0O55190.2022.9803805.

[73] G. Chen, B. Xu, M. Lu, and N.-S. Chen,
““‘Exploring blockchain technology and its potential
applications  for  education,”” Smart Learn.
Environments, vol. 5, no. 1, pp. 1-10, Dec. 2018,
doi: 10.1186/s40561-017-0050 x.

[74] X. Xu, I. Weber, M. Staples, L. Zhu, J. Bosch,
L. Bass, C. Pautasso, and P. Rimba, ‘A taxonomy of
blockchain-based systems for architecture design,”’
in Proc. IEEE Int. Conf. Softw. Archit. (ICSA),
Gothenburg,Sweden, Apr. 2017, pp. 243-252, doi:
10.1109/ICSA.2017.33.

[75] S. N. Khan, F. Loukil, C. Ghedira-Guegan, E.
Benkhelifa, and A. Bani-Hani, ‘‘Blockchain smart
contracts:  Applications, challenges,and future
trends,”” Peer-Peer Netw. Appl., vol. 14, no. 5, pp.
2901-2925,Apr. 2021, doi: 10.1007/s12083-021-
01127-0.

[76] M. Aamir, R. Qureshi, F. A. Khan, and M.
Huzaifa, ‘‘Blockchain based academic records
verification in smart cities,”” Wireless Pers.
Commun.,vol. 113, no. 3, pp. 1397-1406, Mar. 2020,
doi: 10.1007/s11277-02007226-0.

[777 E. Leka and B. Selimi, “BCERT—A
decentralized academic certificate system
distribution using blockchain technology,’’ Int. J. Inf.
Technol. Secur., vol. 12, no. 4, pp. 103-118, Nov.
2020. [Online].
Available:https://www.researchgate.net/publication/3
46487511

[78] B. M. Nguyen, T. C. Dao, and B. L. Do,
““Towards a blockchain-based certificate
authentication system in Vietnam,”” Peer] Comput.
Sci.,vol. 388, no. 3, pp. 1-14, Mar. 2020, doi:
10.7717/peerj-cs.266.

[79] C. Fan, S. Ghaemi, H. Khazaei, and P. Musilek,
“‘Performance evaluation of blockchain systems: A
systematic survey,”” IEEE Access, vol. 8,pp.
126927-126950, 2020, doi:
10.1109/ACCESS.2020.3006078.

[80] J. R. Douceur, ‘“The Sybil attack,”” in Proc. Ist
Int. Workshop Peer-Peer Syst., vol. 2429, P.
Drusche, F. Kaashoek, and A. Rowstron, Eds.,
Berlin,Germany: Springer, Jan. 2002, pp. 251-260,
doi: 10.1007/3-540-457488 24.

[81] L. Lamport, R. Shostak, and M. Pease, ‘“The
Byzantine generals problem,”” ACM Trans. Program.
Lang. Syst., vol. 4, no. 3, pp. 382—401,Jul. 1982, doi:
10.1145/357172.357176.

[82] S. Peyrott. (2017). An Introduction to Ethereum
and Smart Contracts:A Programmable Blockchain.
Accessed: Nov. 23, 2023.
[Online].Available:https://auth0.com/blog/an-
introduction-to-ethereum-and smart-contracts-part-2/
[83] G. Wood. (2014). Ethereum: A Secure
Decentralised Generalised Transaction Ledger.
Accessed: Feb. 23, 2023. [Online]. Available:
https://ethereum.github.io/yellowper/paper.pdf

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 723



AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6,NO. 3(2026)

[84] Binance. BNB Smart Chain (BSC). Accessed:
Apr. 26, 2024. [Online].Available:
https://w.bnbchain.org/en/bnb-smart-chain

[85] S. Nakamoto, Bitcoin: A Peer-to-Peer Electronic
Cash System, 2008.[Online]. Available:
https://bitcoin.org/bitcoin.pdf

[86] V. Buterin. (2014). Ethereum: A Next-
Generation Smart Contract and Decentralized
ApplicationPlatform.[Online].Available:https://ether
eum.org/669c¢9e2¢2027310b6b3cdecelc52962/Ethere
um_Whitepaper - Buterin 2014.pdf

[87] E. Elrom, ‘‘Hyperledger,”” in The Blockchain
Developer. CA, USA:Apress, 2019, pp. 299-348,
doi: 10.1007/978-1-4842-4847-8 8.

[88] Lee. (2011). Litecoin—Open Source P2P
Digital Currency. Accessed:Aug. 24, 2023. [Online].
Available: https://litecoin.org/

[89] D. Schwartz, N. Youngs, and A. Britto. (2014).
The Ripple Protocol Consensus Algorithm.
Accessed: Jul. 20, 2023. [Online].
Available:https://ripple.com/

[90] E. Harris-Braun, N. Luck, and A. Brock. (2018).
Holochain:  Scalable Agent-centric  Distributed
Computing. Accessed: Aug. 24,
2023.[Online].Available:https://thub.com/holochain/
holochainproto/blob/whitepaper/holochain.pd

[91] P. J. Windley. (Oct. 3, 2016). How Sovrin
Works: A Technical Guide From the Sovrin
Foundation. Accessed: Mar. 29, 2023. [Online].
Available:https://sovrin.g/library/how-sovrin-works/
[92] R. G. Brown, J. Carlyle, 1. Grigg, and M. Hearn,
““Corda: An introduction,”” R3, New York, NY,
USA, Tech. Rep., 2016,
doi:10.13140/RG.2.2.30487.37284.

[93] X. Lu, “‘Design and features of block chain and
algorithm,” in Proc. 3rd Int. Conf. Big Data
Economy and Inf. Manag. (BDEIM), 2023,pp. 562—
569, doi: 10.2991/978-94-6463-124-1_66.

[94] H. Taherdoost, ““Smart contracts in blockchain
technology: A critical review,”” Information, vol. 14,
no. 2, p. 117, Feb. 2023, doi:10.3390/info14020117.
[95] N. Szabo, ‘‘Formalizing and securing
relationships on public networks,’’1st Monday, vol.
2, mno. 9, pp. 121, Sep. 1997, doi:
10.5210/fm.v219.548.

[96] M. M. Rahman, M. T. Kabir Tonmoy, S. R.
Shihab, and R.  Farhana,‘‘Blockchain-based
certificate authentication system with enabling
correction,”” 2023, arXiv:2302.03877.

[97] M. Alizadeh, K. Andersson, and O. Schelén,
“‘Efficient decentralized data storage based on public
blockchain and IPFS,”” in Proc. IEEE Asia Pacific
Conf. Comput. Sci. Data Eng. (CSDE), Dec. 2020,
pp. 1-8, doi:10.1109/CSDE50874.2020.9411599.
[98] J. Benet, ‘‘IPFS—content addressed, versioned,
P2P file system,”” 2014,arXiv:1407.3561.

[99] J. Jayabalan and N. Jeyanthi, ‘‘Scalable
blockchain model using off-chain IPFS storage for
healthcare data security and privacy,”’J. Parallel

Distrib. Comput., vol. 164, pp. 152-167, Mar. 2022,
doi:10.1016/j.jpdec.2022.03.009.

[100] R. Shi, R. Cheng, B. Han, Y. Cheng, and S.
Chen, ‘A closer look into IPFS: Accessibility,
content, and performance,”” Proc. ACM Meas. Anal.
Comput. Syst., vol. 8, no. 2, pp. 1-31, May 2024,
doi:10.1145/3656015.

[101] M. H. Mughal, Z. A. Shaikh, K. Ali, S. Ali,
and S. Hassan, ‘‘IPFS and blockchain based
reliability and availability improvement for
integrated rivers’ streamflow data,”” IEEE Access,
vol. 10, pp- 61101-61123, 2022,doi:
10.1109/ACCESS.2022.3178728.4,

[102] Open Badges. Open Badges V2.0 IMS Final
Release.
Accessed:Oct.2023.[Online].Available:https://www.i
msglobal.org/sites/default/files/Badges/OBpOFinal/in
dex.html

[103] K. Sansone. (2019). Malta is First Country to
Put Education Certificates
onBlockchain.Maltatoday.Accessed:Nov.21,2022.[O
nline].Available:https://www.maltoday.com.mt/news
/national/93148/malta_is_first country to put educ
ation_certificates_on_blockchain#.Y3s2YUxBzDc
[104] Li Zhao. (2018). Blockchain Based Academic
Certificate Authentication System Overview. Univ.
Burmigham. Accessed: Feb. 29, 2024.
[Online].Available:https://blog.bham.ac.uk/itinnovati
on/2018/05/24/blockchn based-academic-certificate-
authentication-system-overview/

[105] W. Grither, S. Kolvenbach, R. Ruland, J.
Schiitte, C. F. Torres,and F. Wendland, ‘‘Blockchain
for education: Lifelong learning passport,”” in Proc.
Ist ERCIM Blockchain Workshop, 2018, pp. 1-8,
doi:10.18420/blockchain2018.

[106] Remix Project. Remix IDE (Version 0.37.3).
Ethereum Found. Accessed: Nov. 15, 2023. [Online].
Available:
https://remix.ethereum.org/#lang=en&optize=false&r
uns=200&evmVersion=null&version=soljsonv0.8.22
ommit.4fc1097e.js

[107] Microsoft. (2015). Visual Studio Code.
Accessed: Nov. 27, 2023.[Online]. Available:
https://code.visualstudio.com/

[108] React. (2013). React (Version
Facebook. Accessed:Nov. 14, 2023.
Available: https://github.com/facebook/react
[109] Node.js. (2009). Node.Js (Version 20.9.0).
OpenJS Found. Accessed:Nov. 15, 2023. [Online].
Available: https://nodejs.org/en

[110] Ethereum. (2014). Web3.js (Version 4.2.2).
Ethereum Found. Accessed:Nov. 15, 2023. [Online].
Available: https:/github.com/web3/web3.js

[111] Ethers.js contributors. (2016). Ethers.Js
(Version 6.8.2). GitHub.Accessed: Nov. 26, 2023.
[Online]. Available:
https://github.com/ethersio/ethers.js

[112] MetaMask. (2016). Metamask-Extension.
GitHub.  Accessed:Nov. 22, 2023. [Online].

18.2.0).
[Online].

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 724


https://github.com/web3/web3.js

AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT
Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102

VOL.6,NO. 3(2026)

Available: https://github.com/MetaMask/metamask-
extension/releases

[113] Ethereum. (2015). Go-Ethereum: Official Go
Implementation of the Ethereu Protocol. GitHub.
Accessed: Nov. 23, 2023. [Online].
Available:https://github.com/hereum/go-ethereum
[114] ConsenSys. (2016). Infura. Accessed: Dec. 4,
2023. [Online]. Available:https://wwinfura.io/

[115] (2023). Protocol Labs. Accessed: Apr. 28,
2024. [Online]. Available:https://github.com/ipfs-
inactive/js-ipfs-http-clien

[116] Binance. BSC Testnet | BNB Chain
Documentation. Testnet. Accessed:Dec. 5, 2023.
[Online]. Available:
https://docs.bnbchain.org/docs/Ctestnet

[117] Off. J. Eur. Union. (2016). European
Parliament & Council, Regulation (EU) 2016/6790f
the European Parliament and of the Council of 27
April 2016 on the Protection of Natural Persons With
Regard to the Processing of Personal Data and on the
Free Movement of Such Data (General Data
Protection Regulation). Accessed: Jun. 17,

2024, [Online]. Available:https://eur-
lex.europa.eu/i/reg/2016/679/0j/eng

[118] California Legislative Inf. (2018). California
Consumer Privacy Act of 2018. Accessed: Jan. 20,
2024. [Online].
Available:https://oag.ca.gov/privacy/ccpa#:~:text=Th
eCaliforniaConsumerPrivacyAct,howtoimplementthe
law

[119] Gazette United Republic Tanzania. (2023). The
Personal Data Protection (Personal Data Collection
and Processing) Regulations. Accessed:Feb. 19,
2024. [Online]. Available:
https://www.mawasiliano.go.tz/uploads/documents/s
w-1691159153-GNNO.449COF2023.pdf

[120] E. Zhou, S. Hua, B. Pi, J. Sun, Y. Nomura, K.
Yamashita, and H. Kurihara, ‘‘Security assurance for
smart contract,”” in Proc. 9th IFIP Int. Conf. New
Technol., Mobility Secur. (NTMS), Feb. 2018, pp.
1-5, doi:10.1109/NTMS.2018.8328743.

[121] X. Wu, Z. Zou, and D. Song, Learn Ethereum:
Build Your Own Decentralized Applications With
Ethereum and Smart Contracts, 1st ed.,Birmingham,
U.K.: Packt, 2019.

[122] Tanzania Commission Universities. (2023).
Vital Stats on
UniversityEducationinTanzania2022.Accessed:Dec.6
,2023.[Online].Available:https://www.u.go.tz/publica
tions/higher-education-statistics

[123] NACTVET, (2024). Registered and Accredited
Institutions Accessed: Apr. 4, 2024. [Online].
Available: https://nactvet.go.tz/registered institutions
[124] NACTVET. (2021). TVET Indicators Report.
Accessed: Sep. 9, 2024.[Online]. Available:
https://www.nactvet.go.tz/page/reports

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com 725


https://www.nactvet.go.tz/page/reports

