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ABSTRACT

Federated Learning (FL) allows clients to safely communicate gradients calculated on their local data with the
server, eliminating the need for them to reveal their private local datasets. In classical FL, the server may utilize
its dominating position to deduce sensitive information from the clients' shared gradients during the model
aggregation phase. Malicious clients may also send malicious and counterfeit gradients during model training.
Such conduct reduces the utility and dependability of trained models in addition to jeopardizing the integrity of
the global model. This paper suggests a Block chain-based Privacy-preserving and Secure Federated Learning
(BPS-FL) system that uses threshold homomorphic encryption to safeguard the local gradients of clients in order
to successfully solve such privacy and security assault challenges. To prevent malicious gradient attacks, we
create a Byzantine-robust aggregation protocol for BPS-FL to enable cipher-text level safe model aggregation.
Additionally, our usage of a block chain as the basic distributed architecture for documenting all learning processes
ensures the data's immutability and traceability. Our thorough security study and numerical assessment show that
BPS-FL can successfully fight off poisoning assaults and meets privacy criteria.

KEYWORDS: Federated Learning (FL); block chain; privacy-preserving; model poisoning attack; Byzantine

robustness

1.INTRODUCTION

Artificial intelligence (AI) has advanced so quickly
that it has produced amazing results in a number of
domains, such as intrusion detection, natural language
processing, and medical diagnosis. The availability of
the large-scale, high-quality datasets needed to train
efficient machine learning models is the main factor
driving these developments. However, centralized data
collecting has become more challenging due to
stringent legal requirements, data isolation across
organizations, and growing awareness of data privacy.
Federated Learning (FL), which allows several clients
to cooperatively train a shared global model without
directly disclosing their private local datasets, has
emerged as a possible solution to these problems. A
central server receives model updates from each client
in a typical FL workflow, which computes local
gradients on its private data and combines them to
improve the global model. Despite its benefits, FL has
serious security and privacy issues. Adversaries, such
as rogue clients and hijacked servers, might use
gradient updates to infer private information even
while raw data is not disclosed. Furthermore, model
poisoning attacks—in which adversary clients
purposefully alter gradients or corrupt labels to impair
the global model's performance—are made possible by
the distributed and opaque nature of FL. Current
privacy-preserving methods, such Differential Privacy
(DP), Homomorphic Encryption (HE), and Secure
Multi-party Computation (SMC), have drawbacks in
terms of resilience against adversarial behaviours,
communication cost, and accuracy erosion. A single
central server is used by several FL systems to
aggregate model changes, which creates vulnerabilities
including single-point failures and vulnerability to
malevolent manipulation. Although a number of
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protection techniques, including Krum, Trimmed-
mean, Median, FL Trust, and later improvements, have
been put forth to lessen poisoning threats, the most
need unencrypted access to clients' gradients, which
raises the possibility of information leaking. Building
safe and reliable FL systems is severely hampered by
this intrinsic contradiction between privacy protection
and poisoning attack detection. We suggest a Block
chain-based Privacy-preserving and Secure Federated
Learning (BPS-FL) paradigm that concurrently
guarantees privacy, robustness, and system integrity in
order to solve these issues. BPS-FL incorporates
threshold Paillier homomorphic encryption to provide
secure ciphertext-level aggregation while safeguarding
clients' gradient information. We create a Byzantine-
robust aggregation protocol that evaluates clients'
encrypted gradients without sacrificing privacy in
order to identify and reduce fraudulent contributions.
This protocol is backed by a decentralized federated
learning committee. Additionally, BPS-FL removes the
need for a single server and offers tamper-proof
tracking of model change histories by utilizing block
chain’s immutability, transparency, and decentralized
consensus processes, improving traceability and
accountability. Numerical evaluations and extensive
security research show that BPS-FL retains high model
accuracy in adversarial environments, successfully
identifies poisoning behaviors, and achieves strong
privacy guarantees. The suggested plan provides a
workable and safe framework for implementing
federated learning in adversarial, real-world, and
privacy-sensitive  settings.  Inconsistent  client
involvement and varied data distributions provide
practical difficulties for FL deployments as well.
Divergence and instability during model training may
result from several clients producing data with non-
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identical distributions (non-IID) in real-world
situations. Furthermore, unanticipated client failures
might result from communication limits, sporadic
connection, and processing constraints, making
reliable aggregation challenging. Current privacy-
preserving FL frameworks frequently overlook such
dynamic behaviors and assume idealized participation
patterns, which leads to poor performance or
insufficient model updates. These difficulties
underscore the necessity of a strong, decentralized
system that guarantees trustworthy participation
tracking, safe communication, and verifiable
aggregation—even in the face of erratic or malevolent
client behavior. Integrating homomorphic encryption
into an adversarial FL environment creates additional
challenges, even if it provides robust privacy
guarantees by allowing computation directly on
ciphertext. Existing Byzantine-resilient techniques
usually require plaintext gradients to identify
anomalies, and traditional HE-based FL frameworks
sometimes lack tools to prevent model poisoning or
Sybil assaults at the ciphertext level. By distributing
key shares, guaranteeing contribution auditability, and
enforcing protocol compliance without depending on a
single authority, blockchain's decentralized trust
architecture offers a chance to get beyond these
restrictions.

2.STIMULATING

The design and development of a comprehensive
Blockchain-based Privacy-preserving and Secure
Federated Learning (BPS-FL) framework that tackles
the crucial issues of data privacy, model security, and
system reliability in distributed machine learning
environments is included in the project's scope. The
project's major goal is to allow clients to work together
to train a global model while guaranteeing that their
sensitive local data and gradient information are
completely safeguarded using threshold Paillier
homomorphic encryption. This entails setting up
ciphertext-level aggregation procedures, encrypted
gradient computing, and secure key generation to stop
any participating entity from deducing private
information. In order to maintain the integrity and
reliability of the global model, the scope also includes
developing a Byzantine-robust aggregation protocol
that can detect, mitigate, and neutralize poisoning
assaults even when gradients are still encrypted. The
project incorporates a blockchain-based decentralized
architecture for storing model changes, verifying client
contributions, and preserving unchangeable training
records in order to improve system resilience, remove
single-point  failures, and offer tamper-proof
auditability. Throughout the learning process, the
blockchain layer guarantees visible participation, safe
consensus, and verifiable responsibility. The scope also
includes an assessment of the suggested system's
performance in terms of model correctness, privacy
guarantees, computing overhead, communication
efficiency, scalability, and robustness in different
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adversarial scenarios. The project's overall goal is to
provide a safe, dependable, and privacy-preserving
federated learning framework that may be used in
practical applications where trust and privacy are
crucial. Lastly, a thorough experimental assessment
utilizing adversarial situations and real-world datasets
is part of the project's scope. This entails evaluating
computing efficiency, resilience against different
poisoning assaults, communication cost, privacy
preservation, and model correctness. The evaluation's
goal is to show that the suggested BPS-FL architecture
is feasible, scalable, and secure in real-world
distributed learning settings.

3.0BJECTIVE

This project's main goal is to provide a reliable, safe,
and privacy-preserving federated learning system that
allows decentralized model training without disclosing
sensitive client information. The project's specific goal
is to use threshold Paillier homomorphic encryption to
safeguard local gradients, enabling safe ciphertext-
level aggregation while avoiding information leakage.
Designing a Byzantine-robust aggregation technique
that can identify and mitigate malicious or poisoned
gradients given by adversary clients is another
important goal. In order to prevent single-point
failures, provide transparent model update recording,
and give unchangeable, tamper-proof records of all
training interactions, the project also aims to
incorporate a  blockchain-based  decentralized
architecture. The system also seeks to achieve realistic
communication and processing efficiency appropriate
for real-world deployments, retain high model
accuracy, and guarantee scalability across huge client
populations.

3.1 WHAT THE PROJECT IS ABOUT

Federated Learning allows several clients to work
together to train a global model without exchanging
their raw data, however there are still significant
privacy, security, and reliability issues with existing FL
systems. Recent research indicates that an adversarial
server or external attacker may reconstruct sensitive
client information from shared gradients, resulting in
serious privacy leakage, even if gradients rather than
datasets are communicated. However, because FL is
decentralized and only partially trusted, it is
susceptible to a range of poisoning attacks, in which
malicious clients deliberately send gradients that have
been manipulated or fabricated in order to contaminate
the global model. While homomorphic encryption-
based FL schemes have trouble detecting malicious
updates because all gradients remain encrypted,
existing privacy-preserving techniques like differential
privacy and secure multi-party computation either
reduce model accuracy or add significant
communication and  computation overhead.
Additionally, a single point of failure that may be used
for manipulation or system disruption is created by the
fact that many FL systems rely on a centralized server
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for model aggregation. Accountability in distributed
contexts is made more difficult by the absence of a
safe, transparent, and impenetrable method for
monitoring model modifications. A federated learning
framework that simultaneously protects client privacy,
fends off Byzantine and poisoning attacks, guarantees
reliable aggregation of encrypted gradients, and
removes centralized points of vulnerability through
decentralized system design is therefore desperately
needed.

4. EXISTING SYSTEM:

» There are a number of privacy, security, and
robustness issues with the current Federated
Learning (FL) systems. Conventional FL systems
reveal model changes to the server, which may
allow hackers to deduce private information.
Though each has its drawbacks, privacy-
preserving methods such as Homomorphic
Encryption (HE), Differential Privacy (DP), and
Secure Multi-party Computation (SMC) have
been developed. To put it simply, homomorphic
encryption is a cryptographic technique that
allows data to be processed while it is still
encrypted. Homomorphic encryption allows
calculations on encrypted statistics to be done
simultaneously, in contrast to standard encryption,
which requires statistics to be decrypted for every
important operation. When decrypted, the
outcome of such calculations matches the outcome
of the same operations carried out at the plaintext
records. Touchy statistics may be examined,
altered, and dealt with in this way while still being
encrypted, protecting both security and privacy.

4.1 Existing System Disadvantages:

»  High communication expenses and continuous
customer availability are necessary for MC.DP
adds noise, which might reduce the accuracy of
the model.

»  While protecting anonymity, HE makes it more
difficult to identify fraudulent gradients.

»  Boost the effectiveness of searches.

4.2 THE PROPOSED SYSTEM

» We present a novel Privacy-preserving and Secure
Federated Learning (BPS-FL) approach based on
blockchain technology. While maintaining client
privacy, this plan may successfully identify and
prevent poisoning behaviors during collaborative
training. In order to securely aggregate and
analyze local gradients without compromising
client privacy, we employ threshold Paillier
homomorphic encryption technique in BPS-FL,
which permits computations on encrypted data
while the outputs remain encrypted. We have
created a federated learning committee with many
members who are in charge of communicating
with the server and carrying out procedures to
collect weighted scores of each client's local
gradients without jeopardizing their privacy in
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order to better thwart model poisoning assaults.
Privacy-preserving and Secure Federated
Learning (BPS-FL) approach based on blockchain
technology. We present the BPS-FL system in this
work. In order to prevent harmful behaviors, BPS-
FL uses blockchain technology as the distributed
architecture for FL. This allows all learning
processes to be recorded in an immutable
ledger.FL is a cutting-edge distributed machine
learning framework that makes it possible to train
algorithms on several dispersed servers or edge
devices. Because local data samples are not shared
in FL, privacy is protected and transmission
overhead is decreased. Clients no longer need to
transmit sensitive data to a central repository
thanks to this approach.

4.2.1PROPOSED SYSTEM ADVANTAGE

» The privacy needs and the ability to successfully
ward against poisoning assaults

» The outcomes demonstrate that our approach
effectively achieves the objectives of high fidelity,
security, and dependability.

» Increased search effectiveness.

5. METHODOLOGIES

1. Design of User Interfaces

We create the project's windows in this module. All
users can securely log in using these windows. The
user must enter their username and password in order
to connect to the server. The user can log in to the
server immediately if they have previously left;
otherwise, they must register their information,
including their username, password, and email address.
In order to maintain upload and download rates, the
server will establish accounts for every user. The user
ID will be used as the name. To access a particular
website, you often need to log in.

2. Committee

Committee members can register, log in, and safely
upload files using this module. The KGC public key is
used to encrypt uploaded data before they are
submitted for blockchain processing and key creation.
Committees also accept or reject requests for client
keys.

3. Client

Clients register and log in to search encrypted files and
request public/private keys. They may safely download
original material, validate public keys, and decrypt
files using authorized private keys. Malicious login
attempts are automatically blocked by the system.

4. Cloud Server

The cloud module manages client and committee
approvals. It monitors blocked users and allows
unblocking after review. This acts as the administrative
access control layer

5. Key Generation Center

Cryptographic key generation and distribution fall
under the purview of KGC. It guarantees that keys are
provided only after authorization and grants requests
for public and private keys.
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6. Smart Contract

By dividing encrypted data into blocks, this module
manages blockchain processes. To guarantee integrity
and immutability, every block is securely chained and
hashed.

6. TECHNIQUE ALGORITHM USED
6.1 PROPOSED ALGORITHM

» Block chain Algorithm
The foundation of the healthcare system is the block
chain algorithm, which guarantees decentralization,
transparency, and tamper resistance. Every transaction
in this project's distributed ledger, including doctor
registration, patient file uploads, and laboratory report
production, is recorded in a safe and verifiable chain of
blocks. Digital signatures, hash values, timestamps,
and encrypted file contents are all included in each
block and are connected via cryptographic connections
based on past and present hashes. The block chain
method guarantees that all records are verified by a
consensus process prior to being added to the chain,
hence eliminating the single point of failure seen in
conventional centralized healthcare systems. This
ensures data validity, traceability, and resilience in the
project, making it difficult for hackers to change or
falsify medical information covertly. In order to ensure
data integrity and avoid unwanted alterations, network
members use a consensus process to validate
transactions when new data is introduced. Blockchain
is frequently employed in cryptocurrency, supply chain
management, healthcare, cloud storage, and edge
computing contexts due to its transparency,
immutability, security, and traceability. Blockchain
may be used in systems like EdgeHydra to keep a safe
and unchangeable record of data storage, access, and
recovery activities, guaranteeing integrity, trust, and
accountability across dispersed edge nodes.

» SHA-256 Algorithm
The project uses the SHA-256 algorithm, a
cryptographic hash function, to ensure data
authenticity and integrity during all transactions. A
distinct 256-bit hash value that serves as a digital
fingerprint is formed each time a doctor, patient, or file
is created. It is simple to identify any manipulation
since even a slight alteration to the file or identification
data entirely changes the hash. SHA-256 is used in this
project to provide hash values for patient and physician
IDs as well as for each block of an encrypted patient
file kept in the block chain. This guarantees medical
data's traceability and immutability, shielding it
against alteration or fabrication. By connecting the
hashes of one block to the next, the algorithm also
facilitates the decentralized nature of the system by
creating a safe, verifiable chain of medical
transactions.SHA-256, which was created by the
National Security Agency and standardized by the
National Institute of Standards and Technology,
transforms data into a distinct digital fingerprint that is
impossible to undo. It is very useful for guaranteeing

Received: 27-06-2026 | Accepted: 07-08-2026 | Published: 14-08-2026 | www.ajaccm.com

data integrity and identifying illegal changes since
even a slight alteration in the input data results in an
entirely new hash value. SHA-256 is widely used in
blockchain systems, digital signatures, secure
communications, file integrity checks, and password
verification.

6.2 EXISTING ALGORITM
» Homomorphic Encryption (HE)

To put it simply, homomorphic encryption is a
cryptographic technique that allows data to be
processed while it is still encrypted. Homomorphic
encryption allows calculations on encrypted statistics
to be done simultaneously, in contrast to standard
encryption, which requires statistics to be decrypted
for every important operation. When decrypted, the
outcome of such calculations matches the outcome of
the same operations carried out at the plaintext records.
Touchy statistics may be examined, altered, and dealt
with in this way while still being encrypted, protecting
both security and privacy. This guarantees data privacy
and security even when calculations are performed by
untrusted servers or cloud providers, protecting
sensitive information throughout processing. A
homomorphic encryption technique is used by the data
owner to encrypt the original data. A server receives
and processes theciphertext, or encrypted data.
Without knowing the real data, the server manipulates
the ciphertext mathematically. The data owner receives
the encrypted output that is produced. The outcome of
decryption is the same as what would have happened if
the operations had been carried out on the original
plaintext data. It is especially helpful in cloud and edge
computing situations where sensitive data must be
safely stored and processed since it maintains data
secrecy while processing. Systems like EdgeHydra
may improve privacy, handle data securely, and
prevent unwanted access by incorporating HE
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Several clients both trustworthy and perhaps

malevolent locally train models on their own data
under this architecture, producing gradient vectors that
are never shared in plaintext. To ensure secrecy, these
gradients are encrypted using threshold Paillier
homomorphic encryption before to transmission. In
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order to provide safe encryption and controlled
decryption without a single point of trust, the Key
Generation Center (KGC) is in charge of creating and
distributing public and private key shares. Patients
provide encrypted gradients to a blockchain-deployed
Smart Contract that functions as a decentralized
coordinator instead of a conventional central
server.Without having access to plaintext gradients, the
committee assists in identifying and mitigating
malicious or poisoned updates. Encrypted global
models and encrypted intermediate results are stored
by the Cloud Server, which helps with availability and
computation without discovering any private
information. Every training cycle, update submission,
approval, and aggregation are all recorded by the smart
contract, which ensures traceability and auditability by
creating an immutable ledger. An encrypted global
model is created by homomorphic aggregation at the
ciphertext level. To avoid unilateral abuse, only
approved reconstruction using threshold decryption is
permitted. Repeated authentication failures or
malicious clients trying improper access are identified
and prevented.

9.CONCLUSION

To solve important privacy and security issues in
federated learning settings, we suggested a
Blockchain-based Privacy-preserving and Secure
Federated Learning (BPS-FL) system. By encrypting
local gradients using threshold homomorphic
encryption, the suggested approach successfully
safeguards client data privacy while allowing secure
aggregation without disclosing critical gradient
information. We created a Byzantine-robust
aggregation technique that functions at the ciphertext
level to prevent model poisoning attacks, reducing the
impact of malicious client updates while guaranteeing
precise global model convergence.BPS-FL eliminates
single-point failures and ensures immutability,
traceability, and transparency throughout the learning
process by utilizing blockchain technology as the
underlying distributed architecture. According to
experimental data, the overhead introduced by BPS-FL
stays within acceptable bounds and has no discernible
impact on overall system performance, even if the
computational cost rises with the number of active
clients. Furthermore, even with a significant
percentage of malevolent players, the technique retains
good categorization accuracy. These findings
demonstrate that BPS-FL offers a safe, dependable,
and useful way to implement federated learning in
hostile and privacy-sensitive settings.

9.2 FUTURE ENHANCEMENT

Although the proposed BPS-FL framework shows
good privacy protection, resilience to poisoning
attempts, and manageable computing cost; a few
improvements might increase its efficiency and
scalability. First, as the number of participating clients
increases, the computing cost of the existing SecDist-
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based distance computation increases. In order to
lower latency in large-scale deployments, future
research might concentrate on improving secure
distance computation utilizing approximate secure
aggregation approaches or lightweight cryptographic
primitives. Second, to further strengthen defense
against insider assaults and lower committee overhead,
adaptive committee selection processes based on
reputation or trust scores can be incorporated. Third, by
lowering the quantity of encrypted updates handled at
the blockchain level, edge-level aggregation or
hierarchical federated learning can greatly increase
scalability. Furthermore, combining homomorphic
encryption with differential privacy may offer an
additional line of defense against inference attacks.
Adopting more effective blockchain platforms or
Layer-2 solutions can also optimize smart contract
execution costs. Lastly, BPS-FL's practical usefulness
would be expanded by adding support for cross-
domain federated learning and real-time applications
like IoT systems and healthcare monitoring.
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