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ABSTRACT:

Websites have started to allow users to upload files directly to cloud platforms due to the growing reliance on
cloud storage services for managing massive amounts of user data. Due to the participation of several parties,
including online users, web servers, and cloud storage providers, this strategy presents additional security issues
even if it offers more ease and scalability. We give the first thorough security analysis of this direct upload
approach in this work. We do extensive testing across the top 500 Alexa-ranked websites after conducting a
thorough research that identifies six different kinds of vulnerabilities. According to our research, 182 websites
(36.4%) make use of cloud storage services, and a detailed examination of 28 well-known websites with upload
capabilities reveals that every one of them has at least one vulnerability. We found 79 previously undiscovered
vulnerabilities in total, which we appropriately notified to the relevant platforms, including well-known sites like
Google, Reddit, and CSDN. The favorable reactions demonstrate the usefulness of our conclusions. We investigate
these problems' underlying causes in further detail and offer practical solutions. The goal of this effort is to help
academics and developers create better secure online applications by offering insightful information about the

security implications of cloud-based file uploads.

KEYWORDS: —Cloud storage service, web security, upload credential, vulnerability detection.

1. INTRODUCTION

As aresult, handling and storing large amounts of data
created by users becomes extremely difficult. For
instance, hundreds of millions of people visit well-
known websites like Google and Reddit, according to
statistical data. Among Google services, Gmail alone
has more than 1.8 billion users. There are over 430
million active users on Reddit each month. As a result,
it is critical to solve the data storage and management
concerns of the aforementioned large users. Because
of its flexibility, scalability, and pay-as-you-go storage
options, cloud storage services have become the go-to
option for managing and storing website data. These
features meet the requirements of websites in a range
of sizes and sectors. This new file upload scenario
typically involves three crucial steps: (1) obtaining
and dispatching upload credentials; (2) uploading and
verifying files; and (3) callback notice and response.
In stage (1), the client] sends an HTTP request to the
web server to request an upload credential when a user
wishes to upload a file to a website. After verifying the
user's identity, the web server should provide the
upload credentials if it is successful. In step (2), the
client uploads the file straight to the cloud storage
provider using the credentials. To let the web server
know the outcome of the file upload, either the client
or the cloud storage service should send a callback
message in stage (3). This novel scenario removes the
requirement for the server to handle data storage or the
transit of submitted files, in contrast to conventional
techniques where the web server saves user files
locally or acts as a middleman to send files to cloud
services. For web servers, this lowers transmission
overhead and provides ease. But it also creates the

following new attack surfaces. For example, if a user's
identity is not properly authenticated by the web
server or cloud storage service, attackers may be able
to fake the user's identity. Second, a new permission
mechanism—upload credentials—is introduced by
the new scenario. Privilege escalation vulnerabilities
may result from improperly configured upload
credentials or policies. Adversaries could leverage
these flaws, for example, to steal or alter other users'
files in cloud storage systems. Lastly, information
synchronization across the three roles is a feature of
the new scenario. Attackers can then deceive the web
server by forging or manipulating callback
notifications. Prior research on cloud storage security
has concentrated on mobile applications that have
problems with data management and user credentials
abuse. To the best of our knowledge, however, no
research has been done on the security concerns of this
novel situation. Analyzing this scenario's security
threats presents two major issues.1) It is difficult to
comprehend the intricate mechanisms of interaction
between various jobs and identify any weaknesses. A
typical online user cannot see many of these
exchanges. 2) Determining whether an interaction
mechanism's actual deployments or implementations
are insecure is a difficult task. The diversity of cloud
service providers and websites, each of which often
has unique implementations or deployments,
contributes to the complexity. We provide the first
comprehensive analysis of the security concerns
associated with online users directly uploading data to
cloud storage services in this research. Based on the
public development guides offered by cloud service
providers, we do a thorough study of the three crucial
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steps in this situation in order to handle the
aforementioned issues. These flaws, which include
resource-consumption assaults, privacy leakage,
sensitive data overwriting, etc., have the potential to
seriously impact online users, web servers, and cloud
storage services. Keep in mind that, in contrast to user
credentials, upload credentials are usually created
momentarily based on user credentials in accordance
with predetermined security regulations. To put it
another way, the upload credentials that many web
users acquire are usually produced from the same
cloud service account. Users are given the same
permissions from the standpoint of the cloud storage
service. Limitations on permitted file kinds, sizes,
storage locations, credential expiration periods, etc.
may be included in the policies. The web server
verifies the user's upload rights and login status. The
web server will provide the upload credentials to the
user in two usual methods if the verifications are
successful. Keep in mind that, in contrast to user
credentials, upload credentials are usually created
momentarily based on user credentials in accordance
with predetermined security regulations. To put it
another way, the upload credentials that many web
users acquire are usually produced from the same
cloud service account. Users are given the same
permissions from the standpoint of the cloud storage
service. Limitations on permitted file kinds, sizes,
storage locations, credential expiration periods, etc.
may be included in the policies. The web server
verifies the user's upload rights and login status. The
web server will provide the upload credentials to the
user in two usual methods if the verifications are
successful. The cloud storage service should perform
security checks on the uploaded file and the upload
credential. Security checks for the uploaded file could
include: 1) if it can replace an existing file; and 2) the
file's characteristics, such as whether its size or type
complies with upload policy restrictions. The cloud
storage provider should verify the authenticity of the
upload credential. For example, the upload request
should not be permitted if the user's upload credentials
have expired.

2. STIMULATING

In the three crucial phases—upload credential
management, file uploading and verification, and
callback notification handling—it seeks to detect and
reduce any security threats. The project tackles
vulnerabilities including data manipulation, file
overwriting, illegal access, and credential abuse. It
guarantees safe user, web server, and cloud service
synchronization, authorization, and authentication. In
the end, the project improves large-scale cloud-based
web applications' data integrity, confidentiality, and
dependability.

3.0BJECTIVE
In order to find any security flaws, it focuses on
examining the three crucial phases of the upload

process: credential generation, file verification, and
callback response. Through the implementation of
robust authentication and policy enforcement
methods, the project seeks to avoid risks including
unauthorized access, credential abuse, file
overwriting, and data theft. Through safe
communication and synchronization, it also aims to
increase confidence between users, web servers, and
cloud platforms. Building a strong foundation that
enhances data security, integrity, and confidentiality in
contemporary cloud-based online environments is the
ultimate objective.

3.1 What The Project Is About

However, this presents serious security issues that
have not yet been thoroughly investigated. Because
users, web servers, and cloud storage interact in
several stages, there may be authentication holes that
let hackers pose as actual users. Upload credentials
that are incorrectly scoped or misconfigured increase
the risk of privilege escalation and illegal access.
Sensitive data theft, file overwriting, and storage
misuse can arise from lax regulation of file types,
sizes, and ownership. Data integrity is at risk due to
callback notifications from the cloud to the server
being spoofable. There are gaps in the security of
direct-to-cloud uploads since existing research mostly
concentrates on data management or mobile apps.
Without strong encryption and key management, user
data confidentiality and integrity are also at risk. To
find vulnerabilities, implement secure credential
management, and guarantee secure file uploads and
downloads, a methodical methodology is needed. The
system can protect data confidentiality and stop
unwanted access by using RSA-based encryption and
controlled decryption. Authentication, credential
issuance, file encryption, decryption key distribution,
and callback verification must all be securely
managed by modules. Protecting user data while
facilitating effective direct-to-cloud uploads is the
aim.

4. EXISTING SYSTEM:

» Instead of using conventional server-side storage,
users upload files straight to the cloud from the
client side in this configuration. Due to the
inclusion of several roles—online users, web
servers, and cloud service providers—this
architecture presents new security issues despite
being effective and scalable. Credential issuance,
file upload and verification, and callback
notification are the three primary phases of the
upload procedure.

» A new scenario in the present architecture
eliminates the necessity for the website server to
function as a middleman by enabling users to
upload files straight from their browsers to cloud
storage. Due to the participation of several
parties—online users, web servers, and cloud
storage providers—this approach improves
efficiency and lowers server strain, but it also
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creates new security threats. Nevertheless, the
current system's synchronization, authorization,
and authentication processes are insufficiently
secure.

4.1Existing System Disadvantages:

»  There are issues with the present edge
computing architecture.

»  Attackers have the ability to replace existing
data by uploading a file with the same name.

»  From user upload to cloud confirmation, the
system does not guarantee data authenticity and
integrity.

4.2 THE PROPOSED SYSTEM
This direct interface adds many roles—users, web
servers, and cloud services—all of which require
safe coordination, in contrast to typical
techniques that route data through web servers.
Improper handling of upload credentials,
unlimited file kinds and sizes, file overwriting
risks, unauthorized file access, and fake callback
alerts are among the six main categories of
vulnerabilities identified by the study. 79 new
vulnerabilities were found in all. This study is
important because it highlights the new risks
associated with direct-to-cloud uploads and
provides advice on how to avoid these problems
by enhancing access control, authentication, and
secure communication methods.

4.2.1 Proposed System Advantage
» uses access control and robust encryption to

stop unwanted file downloads and access.
> It facilitates low-overhead, scalable cloud-
based deployment.

5. METHODOLOGIES

1. Design of User Interfaces

The user can log in to the server directly if they have
previously left; otherwise, they must register their
information, including their username, password,
email address, city, and country. To manage upload
and download rates, the database will generate an
account for every user. The user ID will be used as the
name. To access a particular website, you often need
to log in. The query will be searched and displayed.
2. User

To ensure that the data is private and unchangeable,
the User module encrypts the file content using RSA-
based encryption (or hybrid RSA+AES for efficiency)
after obtaining the credential. In order to safely access
encrypted data, the module also handles download
requests, which either get files from the cloud or ask
the server for the matching decryption key. It also does
controlled, non-destructive systematic checks for the
six vulnerability classes (V1-V6), including handling
callback notifications, preventing unauthorized
access, and confirming file type constraints. 3.Server
It creates RSA key pairs or encrypts AES keys for
every file, checks user IDs, and provides scoped and
time-limited upload privileges. In order to guard

against spoofing or manipulation, the server
additionally verifies cloud callbacks by examining
signatures, nonces, and file metadata correctness.
Additionally, it enforces file ownership and integrity
regulations, logs all activity for audits, and mediates
the safe distribution of decryption keys to only
authorized users. In order to offer secure file storage,
preserve  confidentiality and integrity, and
methodically eliminate all six vulnerability categories
in the direct-to-cloud upload procedure, the User and
Server modules collaborate.

4. File Vulnerabilities & RSA

When a user module asks the server for an upload
credential, the server authenticates the user and
provides a scoped, time-limited credential. In order to
determine if the server improperly issues or accepts
controlled requests with invalid, expired, or role-
switched credentials, the method first checks for
unrestricted credential acquisition (V1) and credential
validity defects (V2). The User module gets the file
ready for upload after obtaining a valid credential. In
order to guarantee security, the file is encrypted using
an RSA-based encryption technique, frequently in
conjunction with RSA for effectiveness. A randomly
generated RSA session key is used in this hybrid
approach to encrypt the file content. The server's or
per-file RSA public key is then used to encrypt the
RSA key.

6. TECHNIQUE ALGORITHM USED

6.1 Proposed Algorithm

» Systematic study of the Security risks, RSA

In addition to checking for six significant
vulnerabilities (V1-V6) and guarantecing data
confidentiality with RSA encryption, the project's
suggested methodology is made to methodically
safeguard the direct-to-cloud file upload procedure.
The User module first requests an upload credential
from the Server, which verifies the user's identity and
provides a time-limited, scoped credential. In order to
determine if the server improperly issues or accepts
controlled requests with invalid, expired, or role-
switched credentials, the method first checks for
unrestricted credential acquisition (V1) and credential
validity defects (V2). The User module gets the file
ready for upload after obtaining a valid credential. In
order to guarantee security, the file is encrypted using
an RSA-based encryption technique, frequently in
conjunction with RSA for effectiveness. A randomly
generated RSA session key is used in this hybrid
approach to encrypt the file content. This RSA key is
then encrypted using the server's or per-file RSA
public key. This guarantees that the original file can
only be accessed by the authorized server or user who
has the matching RSA private key. The technique
attempts safe test uploads using boundary cases,
colliding filenames, or modified object keys to check
for unlimited file kinds and sizes (V3), file
overwriting (V4), and file theft (V5) during the upload
stage. In order to ensure that the Server verifies
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signatures, nonces, and coherence with stored
information, the algorithm lastly watches and
simulates messages from the cloud to the Server
during the callback stage. It then checks for callback
spoofing (V6) by delivering constructed or tampered
notifications. In order to reduce false positives, the
system logs evidence for every vulnerability check,
securely verifies results, and adaptively improves
testing depending on observed behaviors. Through
safe key management and RSA-based encryption, our
methodology guarantees that all six vulnerabilities are
methodically examined while maintaining the
confidentiality and integrity of uploaded data.

6.2 EXISTING SYSTEM

» Cloud Stroge

The term "cloud storage" refers to an online data
management system that has grown more and more
important as website traffic and user-generated
content have increased dramatically. Cloud storage
services offer a scalable, adaptable, and affordable
substitute for conventional local storage systems as
websites struggle to manage enormous volumes of
user data. A new scenario in the present architecture
eliminates the necessity for the website server to
function as a middleman by enabling users to upload
files straight from their browsers to cloud storage. Due
to the participation of several parties—online users,
web servers, and cloud storage providers—this
approach improves efficiency and lowers server
strain, but it also creates new security threats. In order
to provide high availability, dependability, scalability,
and fault tolerance, the algorithm decides how data is
distributed, assigned, duplicated, and accessed inside
the cloud architecture. In order to prevent data loss in
the event of server failures, the cloud storage
algorithm may divide a file uploaded by a user into
smaller blocks, distribute these blocks over several
storage nodes, and produce replicas or parity
information. The program finds the appropriate blocks
during data retrieval, reconstructs the original file if
needed, and then sends it to the user. Such algorithms
are used by well-known cloud services to handle
enormous amounts of data while offering quick access
and constant availability. Cloud storage methods
improve fault tolerance, minimize storage overhead,
optimize block placement, and guarantee effective
data recovery in edge and cloud contexts in distributed
storage systems like EdgeHydra.

7. SYSTEM ARCHITECTURE

The User Module and the Server Module, which are
coupled to the Cloud Storage Service, are the two
fundamental components of the architecture. Users
may register, log in, obtain upload credentials, encrypt
files using the RSA technique, and safely upload them
to the cloud using the User Module, which serves as
the client interface. Additionally, after receiving
server permission, users can download encrypted files
and request decryption keys. The central control unit

called the Server Module is in charge of creating
upload credentials, keeping decryption keys,
confirming user identities, and confirming
authorization for every request. Encrypted files are
stored, upload credentials are verified, and callback
alerts on upload status are sent to the server using the
Cloud Storage component.
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FIG:7 System Architecture

To avoid interception or manipulation, encrypted
HTTPS protocols are used for all module-to-module
communication. Additionally, the system uses
stringent authentication, encryption, and access
control measures to mitigate six significant
vulnerabilities: credential abuse, file overwriting, file
theft, uncontrolled upload access, credential validity
issues, and callback spoofing. The architecture
provides a solid basis for safe cloud-based storage
operations by combining tiered permission with
cryptographic ~ security to  guarantee  data
confidentiality, integrity, and reliability across the
whole file lifecycle.

8. Results
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9.CONCLUSION

In summary, this project addresses serious security
flaws and offers a safe and effective framework for
directly transferring data from online users to cloud
storage. Throughout the file lifetime, it guarantees
data confidentiality, integrity, and permitted access by
putting in place RSA-based encryption and a strong
credential management system. In order to
successfully mitigate vulnerabilities like credential
abuse, file theft, file overwriting, and callback
spoofing, the User and Server modules collaborate to
manage authentication, upload credential issuance,
decryption key distribution, and callback verification.
The three-stage upload process may be systematically
studied to identify and mitigate security issues that
older approaches might miss. Scalable, dependable,
and user-friendly, the architecture facilitates safe file
uploads, downloads, and key management. All things
considered, this project shows a thorough method for
protecting cloud storage interactions, offering a solid
basis for next improvements and secure cloud-based
data management for contemporary online
applications.

9.2 FUTURE ENHANCEMENT

More sophisticated security, usability, and scalability
features might be added to the project in the future.
One improvement may be to incorporate multi-factor
authentication for users, which would provide an
additional degree of protection prior to providing
upload credentials or decryption keys. Implementing
role-based access control, which gives certain user
types specific capabilities to upload, download, or
manage data, might be another enhancement. In order
to spot suspect activity, including illegal file access or
credential misuse, the system can additionally offer
real-time monitoring and anomaly detection. Large-
scale file uploads can be encrypted more effectively
by combining sophisticated encryption techniques like
ECC (Elliptic Curve Cryptography) with RSA. Future
iterations could provide cross-platform file access,
allowing users on desktop and mobile devices to
safely upload and download data. Administrators may
monitor all activities and swiftly identify security
breaches by using automatic logging and auditing.
Attacks like file theft and callback spoofing might be
proactively stopped by integrating Al-based threat
detection. File versioning is another feature that the
system may use to avoid inadvertently erasing critical
data. Users may have complete control over the
security of their files using end-to-end encryption and
user-managed keys. File management may be made
easier and the user experience enhanced by adding
user-friendly dashboards. For increased efficiency,
bulk uploads and downloads are supported by the
system. API-based interaction with third-party apps
for smooth cloud services might be a future
development. Lastly, load balancing and performance
optimization may guarantee that the system stays
dependable and quick even with millions of users.
With these improvements, the system will be more
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user-friendly, scalable, and secure, meeting the needs
of contemporary cloud storage.
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