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Abstract— As cyber assaults are rising in complexity and
number, there is a need for sophisticated proactive security
measures that can effectively identify and predict the network
attacks. The paper suggests the advanced Al based cyber attack
prediction system built with CICIDS2017 dataset and based on
ML, DL, Generative Al and Explainable Al. The entries are
cleaned for missing values and duplicated ones and then labelled
and normalized, and Principal Component Analysis is applied
to the data to reduce its dimensionality for efficient learning.
Different classifiers that rely on ML are applied like Decision
Tree, Random Forest, Extra Trees Classifier, Logistic
Regression, Gaussian Naive Bayes and a hybrid Voting
Classifier (Random Forest, LightGBM and XGBoost).
Furthermore, DL models are also employed including deep
neural network (DNN), convolutional neural network (CNN),
long-short term memory (LSTM), CNN-LSTM and CNN-
LSTM-GRU. We employ generative models to generate attack
patterns (Variational Autoencoder, Generative Adversarial
Network, DistilGPT2) and enhance anomaly representation.
Experimental testing indicates that the Voting Classifier
achieves 99.6% accuracy, whereas the LSTM model achieves
99.3% accuracy, a good detection rate in all attack categories,
such as DoS, DDoS, PortScan, Bot and Infiltration. LIME and
SHAP are used to guaranty the model interpretability. It has
been implemented in Flask that enables authentication,
processing of input, visualization and categorization of network
traffic as benign or dangerous.

“Keywords— Cyber attack prediction, ML, DL, Generative Al,
Explainable Al, LSTM, Ensemble Learning, Intrusion
Detection.”

I. INTRODUCTION

Effective security measures are now more important than
ever due to the rapid growth and integration of digital
technology and the growing interdependence between various
sectors. The magnitude of cyber attacks has grown
exponentially and the threat has become more prevalent as
businesses, governments and individuals rely more and more
on online platforms for critical functions. Ransomware
attacks, phishing, DDoS (Distributed Denial of Service)
attacks, and data breaches cause critical services to be
disrupted, economic losses, and exposure of sensitive data [1].
The prevalent traditional defense mechanisms are mostly
reactive and have been shown to be inadequate in the current
scenario of an escalating cyber threat, thus highlighting the
need for smart, proactive and adaptive security solutions [2].

Al, including its subsets, Machine Learning, Deep
Learning, NLP, and Generative Al (GenAl) are
transformative technologies that can help strengthen
cybersecurity [3,4]. They enable predictive threat intelligence,
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real-time anomaly detection and automated mitigation
techniques, shifting cybersecurity from reacting to protection
and taking a data-driven approach. For instance, conventional
ML models can analyze the network traffic to detect very
slight variations that could signify an intrusion, and NLP-
based algorithms can identify and classify phishing attempts,
malicious correspondence, and so on [3]. Complex attack
patterns in various cybersecurity applications have been
successfully identified using some sophisticated DL models,
such as CNNs, LSTM networks, and hybrid CNN-LSTM or
CNN-Transformer architectures [4]. Additionally, Generative
Al models can emulate specific threat scenarios, helping
security systems to anticipate and prepare for new attack
vectors and making them more resilient against adaptive
threats [5].

However, issues in the areas of data quality, scalability,
model interpretability and interface with current infrastructure
[6,7] still exist. The use of XAl techniques such as SHAP and
LIME have been more prevalent to promote transparency and
build trust in Al-driven cybersecurity systems, allowing
analysts to comprehend the reasoning behind automated
predictions [8,9]. These Al techniques are important for the
development of an end-to-end cybersecurity solution that can
run in real-time and high-volume network environments [10].

The main goal of this project is to develop and demonstrate
a holistic Al-based cybersecurity solution using ML, DL, NLP
and GenAl models for predictive threat identification and
mitigation. The system's ability to process data in advance,
reduce its dimensionality and make instant inferences boost
detection accuracy, alongside decision making and thus
fortifying the digital resilience of numerous infrastructures,
anticipating new cyber attacks.

II. RELATED WORK

As digital infrastructures become increasingly vital,
cybersecurity is also a primary research focus, and Al has
come into the spotlight to create predictive and adaptive
protection systems. Other research has emphasized the
importance  of implementing information security
management and risk reduction frameworks grounded in the
internationally accepted information security standards, such
as ISO/IEC 27000, 27001 and 27002, which provide a
structured path for information security management [11].
The standards highlight the need for methodical ways to
safeguarding digital resources, together with Al-powered
solutions for threat detection and prevention.

Several ML and DL techniques have been researched that
can enhance threat detection, anomaly detection, and
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predictive analytics [12]. It has been found that conventional
cybersecurity methods like signature-based and heuristic
techniques are not able to catch up with the escalating
sophistication of attacks. With this background, the
supervised and unsupervised ML models have demonstrated
promising potential in analyzing network data, detecting
malicious patterns and identifying zero day attacks [13]. These
models are boosted by the use of large-scale datasets, which
leads to increased accuracy and lower false positive rates,
which in turn enables more proactive protection measures.

In the core of cybersecurity, Al has emerged as an integral
part of anomaly detection and predictive analysis, making it a
vital component. Using ML techniques such as DT, RF and
SVMs, the normal and abnormal network activity can be
classified and thus early detection of threats can be achieved
[14]. These strategies are the basis of predictive cybersecurity
where future risks are predicted on the basis of past patterns.
Furthermore, the use of hybrid approaches, combining ML
with DL, such as CNN and LSTM networks can enhance the
detection of complex threat signatures, particularly in large-
scale IoT and business networks [16,17].

Explainable Al (XAI) has been established as a crucial
part of Al-enabled cybersecurity to cope with the transparency
and interpretability issues of black-box models. SHAP and
LIME are methods that can be used to understand the
decisions made by a model, highlight the importance of
certain features, and create trust in automated threat
predictions [15]. On the other hand, research has also shown
that XAl techniques are vulnerable to adversarial black-box
attacks that alter the explanations given by the model, and thus
undermine security measures [20]. Through our results, we
show that XAl can enhance usability and trust, but additional
protection is needed to safeguard against malicious
interference.

Recently, DL-based anomaly detection in network has
gained considerable interest due to its ability to learn
complicated patterns and temporal correlations from network
traffic data [18]. The models like CNN, LSTM, and hybrid
CNN-LSTM models have performed better than the classical
ML models in detecting advanced persistent threats (APT) and
botnets in terms of accuracy and scalability. These models are
particularly effective when used alongside real-time data
processing pipelines, to identify and respond to new cyber
threats as they arise.

These cloud adoption-related characteristics are also
observed to introduce attack surfaces and privacy concerns for
clouds, thus the cybersecurity challenges have been
extensively studied. The use of Al for monitoring and
predictive analytics in cloud infrastructures has shown the
ability to identify anomalies, policy violations, and
unauthorized access, thereby enhancing the security of cloud
services. With the continuous learning capabilities of Al
models, security systems can evolve and stay up to date with
new and ever-changing attack methods without sacrificing
efficiency and latency.

III. MATERIALS AND METHODS

The suggested system utilizes an ensemble of ML (DT,
RF, LR, Naive Bayes, Voting Classifier), DL (DNN, CNN,
LSTM, CNN+LSTM, CNN+LSTM+GRU) and Generative
Al (VAE, GAN, DistilGPT2) models for improving
cybersecurity ~ thru  predictive  intelligence.  The
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implementation is done on the CICIDS2017 data set. Data
preparation, normalization and PCA-based dimensionality
reduction are used to improve the computational efficiency
and feature relevance. Use explainable Al techniques like
LIME and SHAP to boost transparency and interpretability,
allowing users to understand the significance of features and
the logic behind the model's decisions. DL-based systems,
particularly CNN and LSTM-based systems, help detect
subtle and evolving attack patterns, while Generative Al
models simulate specific attack scenarios to predict attacks
proactively [21,22,25]. The system is deployed through a web
interface developed with Flask where data is entered in real-
time, and models are inferred and visualized. This all-in-one
platform delivers a scalable, adaptive and interpretable
cybersecurity solution to effectively manage complex and
evolving cyber threats.
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Fig. 1. System Architecture

The framework for prediction of the cyberattack is shown
in Figure 1 which starts with the CICIDS2017 data, then the
data is preprocessed, visualized and feature selection based
on PCA is performed. Once after the data has been
standardized and split into training and testing sets, using the
help of Flask framework, ML and DL models are trained,
tested and deployed to predict for users.

A) Dataset Collection:

In this study, the data set employed is CICIDS2017
dataset, which encompasses huge network traffic captures for
various cyber-attack scenarios such as DoS, DDoS, PortScan,
Botnet, Infiltration and Heartbleed, as well as benign traffic.
It contains 2,214,469 instances and 79 features such as flow
statistics, packet lengths, inter-arrival durations and flag
counts, which allow for a thorough examination of network
behavior. The diversity, quality of labelling and presence of
both simple and advanced attacks make the dataset suitable
to assess predictive cybersecurity models. However, with the
highly skewed distribution of data, particularly in the case of
benign and unusual attack types, comprehensive pre-
processing and feature engineering are essential for efficient
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model training. CICIDS2017 is a standard in research for
anomaly detection and intrusion detection using artificial
intelligence [23].
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Fig.2 Dataset Collection
B) Pre-processing:

Data processing is one of the critical steps in the data
preparation pipeline, which is required for Al-powered
cybersecurity research, when dealing with raw network
traffic data. It handles missing data, removes duplicates, and
maps categorical labels to numbers to ensure data quality,
consistency, and reliability. Proper preprocessing increases
the accuracy of the model, reduces computational load and
allows for the identification of sophisticated and dynamic
cyber threat patterns.

i) Data Preprocessing: The first step in the data
processing workflow is to exclude missing data from the
dataset because incomplete or inconsistent data can adversely
affect the performance of the model. Redundancy and bias of
data was avoided by the duplication of items. Label encoding
is used to convert the categorical attack categories into
numbers in order to be compatible with ML and techniques
used in DL. The following normalization and scaling were
applied to the features to normalize their amplitude. This
facilitates convergence and stability of training. The
preprocessing pipeline refers to a series of systematic
processes used to clean and transform the data to ensure high-
quality, structured inputs for Al models, enabling accurate
and quick identification and categorization of cyber risks.

ii) Data Visualization: Visualization provides a means of
understanding the patterns of network traffic and the
propagation of a variety of forms of cyber-attacks. The class
imbalance is reflected in the visualization of the classification
result, which shows that most of the samples are benign
traffic while the attack classes (Infiltration and Heartbleed)
are minor. To identify dependency and interactions between
features, correlation matrix is built that helps identify
multicollinearity and duplicate qualities. Histograms, box
plots, and heatmaps are graphical ways to help visualize the
distributions of features and outliers. These visual insights
help feature engineering, feature selection and building
models, which ensures that predictive algorithms are directed
toward the most relevant features to help identify threats
accurately and effectively.

iii) Feature Selection. To enable the reduce the
dimensionality of the feature space, to boost the
computational efficiency and to boost the interpretability of
the model, feature selection is applied on the original high
dimensional feature space, and PCA is used to transform the
original high dimensional feature space into a low
dimensional set of principle components that capture the
maximum variance in the data. PCA eliminates redundancy
and noise by selecting the components which have maximum
variance and preserve the important information to detect
attacks. This dimensionality reduction will speed up the
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training, reduce overfitting and enhance generalization to
new data. By selecting the most relevant attributes, feature
selection can help Al models to be more powerful, scalable,
and accurate in making cybersecurity predictions.

iv) Normalization: Normalisation is an important pre-
processing phase, which scales the numerical features into a
similar range, giving all numbers the same influence when
training a model. In this work, each feature is scaled to have
mean 0 and standard deviation 1 using the Standard Scaler.
This is particularly important when the algorithm used is
sensitive to the magnitudes of the features, for instance, a
distance-based classification algorithm where the largest
features might be used to determine the class label and a
neural network; features with large values may dominate the
learning process. Normalization also helps during training by
stabilizing the updates of the gradients, enabling faster
convergence. This also minimises the risk of exploding or
disappearing gradients. Normalization uniformly scales the
data set to increase model performance , resilient learning ,
and accuracy and stability of cyber-attack detection systems
based on AT .

C) Train & Test:

Data splitting is an essential component of predictive
modeling in cybersecurity, as it ensures privacy and security
while preserving the information's integrity. The source for
CICIDS2017 is divided into training and testing sets with
typically 80% training and 20% testing. This way, algorithms
can uncover patterns and remove the records they haven't
seen yet to make objective judgments. Well-separated
training data minimizes overfitting which occurs when the
behavior learned performs well at the time of training, but
performs poorly on new data. When benign traffic is
predominant and infrequently encountered attack categories
in practice, stratified splitting can be used to keep the
proportions of the classes the same in the subsets.

D) Algorithms:

Decision Trees represent the decisions as a tree, splitting the
data at each node according to a feature value, till a prediction
is reached. It forecasts cyber attacks based on identifying
whether traffic is normal or malicious and offers
interpretability and insights into the most critical factors that
fuel cyber attacks.

k
1@ =1-) pf )

Random Forest generates a lot of DT models on random
selections of features and averages the output to get a more
robust forecast. In the field of cybersecurity, it works with
high dimensional data, enhances accuracy, deals with
overfitting and finds important aspects to detect intrusions
reliably.

The equation below is the Gini Equation:
c
Gini =1~ ) (Pi)? @)
i=1

The splitting strategy of Extra Trees is more random and they
are good at classification of harmful patterns, noise or
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imbalance data, rapid and accurate prediction and capturing
of complex relationships among features.

The LR uses sigmoid function to forecast likelihood of
classes. It is used in the detection of cyber attacks to identify
suspicious network activity, and offers interpretability,
simplicity, probabilistic outputs, and a baseline for
performance benchmarks for cyber attack detection.

The equation estimates the class probabilities by logistic
sigmoid function.

1

S T _
Vi =ow'x +b) = Py

3)

Naive Bayes is a data classification technique that uses Bayes'
Theorem with the assumption that features are independent.
For cyber attack prediction is has a very fast, cheap and
effective classification of the traffic, performs well on large
datasets and allows for real time intrusion detection.

Bayes' Theorem is given by:

P(B|A).P(4)
P(AIB) = == @

Voting Classifier is the aggregation of multiple classifiers to
improve the accuracy and avoid bias. In terms of cyber
security, it will come with a compromise between precision
and recall, but uses the power of tree-based learning to
effectively identify regular and harmful network events in a
consistent and strong way.

Many layers are used to learn complex non-linear models
from data in DNNs. They are able to take higher level
information from network data and predict cyber attacks,
thereby boosting accuracy, and can identify more advanced
attacks than can be found with older algorithms.

CNNs utilize convolution and pooling layers to extract the
spatial characteristics. For cyber attack detection they are
able to identify local correlations in network data without the
need for manual feature engineering, and efficiently identify
hidden patterns and anomalies in high-dimensional
cybersecurity datasets.

The CNN's main operation is the following equation.
G =) Y IG+mj+m)-Kmmn) ()
m n

The LSTM has memory cells and gates that can store the
long-term dependencies of sequences. They model the time
series trend in network traffic for cyber attack prediction in
order to make it more accurate and detect new attacks.

The update of the hidden state in LSTM is given by the
following equation .

he = oW, - [he—1, x¢] + b,) - tanh(C,)  (6)

This is a hybrid model that extracts spatial features with CNN
and models the temporal features with LSTM. It gives better
accuracy and contextual awareness to detect more advanced
cyber attacks, by capturing local patterns and sequential
dependencies.
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y = Softmax (W,. LSTM (MaxPool (f (W. X.ik1
+bc))) + b, ) (7)

This CNN-LSTM-GRU hybrid has the capacity to efficiently
capture the spatial and temporal patterns. GRU minimizes
complexity and preserves performance to enable accurate
adaptive detection of complex, changing cyber dangers in
network data.

VAE learns distributions via encoding to latent space and
reconstruction. In the cyber security area, it aids in
identifying anomalies and generates new attack patterns,
making systems more resilient and adapting models to threats
that have not previously been encountered.

GANSs consist of two adversarially trained components: a
generator, and a discriminator. In the cyber attack prediction,
they create realistic scenarios for training, improving ability
to detect unusual or zero-day attacks, enhancing adaptive
threat intelligence.

DistilGPT2 is a small transformer based model for text and
sequential data. In the field of cybersecurity it examines log
files, warnings and reports to find infiltration patterns,
providing quick, scalable, context-aware threat intelligence
for real-time anomaly identification.

E) Integration of XAl & Flask:

The proposed cybersecurity system is enhanced by
incorporating XAI techniques, such as LIME and SHAP,
which help increase the transparency and interpretability of
model predictions. LIME provides local explanations of the
behaviour of complex models, highlighting the importance of
features in specific predictions. SHAP measures the effect of
each feature globally throughout the dataset. This allows
security analysts to understand the reasons behind a certain
network flow being labeled malicious or benign, thus
increasing confidence and responsibility for Al-based
intrusion detection systems.

Building a web interface to communicate with the Al models
with Flask.Creating a web interface for communicating with
the Al models using Flask. Users can input live network data,
run the model and view results including explanations
provided by XAI. With its lightweight and modular design,
deployments are simple, so is rapid prototyping and
implementation of preprocessing, predictive analytics, and
interpretability capabilities into an end-to-end cybersecurity
platform.

IV. EXPERIMENTAL RESULTS

Accuracy: The accuracy of a test is its ability to correctly
identify a patient and healthy cases. To calculate the accuracy
of the test, we should calculate the percentages of true
positive and true negative for all cases that we tested.
Mathematically:

TP + TN
TP + FP + TN + FN

Precision: Precision is the ratio of the correctly classified
positive samples or instances to all the positive samples or
instances classified. Thus the formula to compute the
precision is given by:

Accuracy =

(8)
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True Positive

Precision = 9
True Positive + False Positive ©)

Recall: Recall is a ML measure to evaluate a model's capacity
to retrieve all the relevant examples of a particular class. It is
the percentage of correct predictions that are positive and
gives us an intuitive sense of how comprehensive a model is
in capturing the examples of a particular class.

TP 10
TP + FN (10)

F1-Score: In ML, a score statistic that reflects the accuracy of
amodel is called F1 score. It is a mixture of the precision and
recall of a model. The accuracy measure is the percentage of
the correct predictions the model made for the entire dataset.

Recall =

Recall X Precision

=2 * *
F1 Score =2 Recall + Precision 100 (1
“Table.1 Performance Evaluation”
ML Model Accuracy | Precision | Recall F1-
Score
DT 0.996 0.996 0.996 | 0.996
RF 0.996 0.996 0.996 | 0.996
ETC 0.996 0.996 0.996 | 0.996
LR 0.907 0.908 0.907 0.904
GNB 0.304 0.900 0.304 | 0.382
Voting (RF + LGBM + 0.996 0.996 0.996 | 0.996
XGB)

DNN 0.980 0.980 0.980 | 0.980
CNN 0.980 0.981 0.980 | 0.980
LST™M 0.993 0.993 0.993 0.993
CNN + LSTM 0.990 0.990 0.990 | 0.990
CNN + LSTM + GRU 0.981 0.982 0.981 0.981

The results of several ML and DL models (accuracy,
precision, recall, and F1-score) are depicted in Table 1.
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Fig.3 Comparison Graph

Figure 3 shows the comparison of Accuracy (blue), Precision
(orange), Recall (grey) and F1-Score (yellow) of the different
categorization models using a bar chart.
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Fig.4 Upload Input Data

The input page for network traffic feature values to be used
for the final cyber-attack prediction analysis is shown in
Figure 4.

BENIGN
v

SAFE

" Confidence Score

GEE o

) Description

No malicous activity detected. Normal network trffic.

Fig.5 Predict Result

The final output result is "BENIGN" (SAFE) with the
confidence score being 100.0 %. This means continuous flow
of network traffic. This is a Figure 5 of the invention.

i) Description

No malicious activity detected. Normal network traffic.

= Immediate Actions Required (7] Safety Measures

) Continue monitoring network traffic ) Monitor for any unusual patterns

3 Maintain regular security audits ) Review security logs regularly
) Keep security systems updated 7y Ensure firewall rules are active

5y Document normal traffic patterns ) Keep intrusion detection systems enabled

4+ Make Another Prediction Jl View Visualizations

Fig.6 Immediate Actions & Safety Measures
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The Immediate Actions Required (such as monitoring,
audits) and Safety Measures (such as firewall rules, intrusion
detection) are displayed for the network status that is
expected.

V. CONCLUSION

The proposed Al cyber security framework is able to
seamlessly incorporate the most advanced algorithmic
intelligence and practical cyber threat identification and
prediction. Systematic data preparation, PCA optimization of
features, and assessment of the models within the paradigm
of ML, DL and Generative Al, yiclded a high detection rate
accuracy and interpretability. The ensemble Voting Classifier
(RF, LightGBM and XGBoost) achieved the highest
accuracy of 99.6%, highest precision of 99.6% and highest
recall of 99.6% among the standard ML models, indicating
good generalization and robustness to detect different
categories of attacks. The LSTM model performed best in the
DL domain with an accuracy of 99.3% by capturing temporal
correlations and complicated intrusion patterns. Generative
Al models such as VAE, GAN and DistilGPT2 significantly
boosted the capability to create synthetic attack scenarios for
adaptive cybersecurity intelligence. Explainable Al
approaches using LIME and SHAP enable transparency by
showing the contribution of features and model reasoning to
ensure trustable and interpretable predictions. The combined
outcome confirms that the fusion of ensemble-based ML
models and sequential DL architectures with interpretability
frameworks is a valid way to create an accurate, explainable,
and scalable approach for automation of modern cyber
attacks prediction and defense.

It will eventually turn the system into cybersecurity
adaptive, autonomous systems which can respond to dynamic
cyber threats in real-time. A mix of on-line and reinforcement
learning gives dynamic self-updating and robustness. New
transformer models such as BERT and GPT enhance the
understanding of threats in context. The more data sources
over the domains, the more generalisation can be obtained.
Cloud and edge deployment, scalability and less latency, log
management and federated learning based on blockchain
further enhance the privacy, integrity and collaborative
defense of international networks and across distributed
cyber infrastructures.
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  I    ( i ) = 1 −   ∑  i = 1  k    p  i 2                                                            ( 1 )


  G i n i = 1 −     ∑  i = 1  C     ( P i ) 2                                                      ( 2 )


      y ^  i = 𝜎  (   w  T x + b ) =  1  1 +   e  −  (   w  T x + b )                              ( 3 )


  P  (  A |  B ) =     P  (  B |  A ) .   P ( A )  P ( B )                                      ( 4 )


  S  ( i ,   j ) =   ∑  m    ∑  n  I  ( i + m ,   j + n ) ∙ K  ( m ,   n )                      ( 5 )


   h  t = 𝜎  (   w  o ∙  [  h  t − 1 ,     x  t ] +   b  o ) ∙  tanh ⁡   (   C  t )              ( 6 )


  y = S o f t m a x  (   W  o . L S T M  ( M a x P o o l  ( f  (   W  c .   X  i : i + k − 1 +   b  c ) ) ) +   b  o )                                  ( 7 )


  A c c u r a c y =   TP + TN  TP + FP + TN + FN                                 ( 8 )


  P r e c i s i o n =   True   Positive  True   Positive   + False   Positive       ( 9 )


  R e c a l l =  TP  TP   +   FN                                               ( 10 )


  F 1   S c o r e = 2 ∗   R e c a l l   X   P r e c i s i o n  R e c a l l + P r e c i s i o n ∗ 100            ( 11 )

