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Abstract-- Weapon-related threats in public 

places demand intelligent surveillance systems 

capable of detecting dangerous objects 

accurately and in real time. This paper presents 

DeepGuard, an intelligent deep learning 

framework for automated weapon detection in 

images and surveillance videos using Faster 

Region-Based Convolutional Neural Network 

(Faster R-CNN) and Single Shot Detector (SSD). 

The proposed framework employs annotated 

weapon datasets for model training and utilizes 

convolutional neural networks to identify and 

localize weapons with bounding boxes. A 

comparative evaluation of SSD and Faster R-

CNN is conducted to analyze their detection 

accuracy and inference speed. Experimental 

results demonstrate that Faster R-CNN achieves 

superior detection accuracy, whereas SSD 

provides faster processing suitable for real-time 

applications. The developed system effectively 

identifies weapons in diverse surveillance 

environments, enhancing public safety through 

early threat detection and continuous 

monitoring. The proposed framework offers a 

reliable, scalable, and intelligent solution for 

smart surveillance systems, making it suitable for 

deployment in airports, railway stations, 

educational institutions, commercial buildings, 

and other high-security environments. 
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                        I.INTRODUCTION 

The rapid advancement of artificial intelligence and 

computer vision has significantly improved the 

capabilities of modern surveillance systems [4], [5]. 

Public places such as airports, railway stations, 

shopping malls, schools, government offices, and 

commercial complexes require continuous 

monitoring to ensure the safety of people and 

property. Conventional surveillance systems mainly 

depend on human operators to observe multiple 

video feeds, making the monitoring process time-

consuming and susceptible to fatigue, delayed 

responses, and human error [3], [10]. As the number 

of surveillance cameras continues to increase, 

manually identifying suspicious activities or 

dangerous objects becomes increasingly difficult. 

Among various security threats, the presence of  

 

weapons in public spaces represents one of the most 

critical concerns because it can lead to serious 

criminal incidents if not detected promptly [11], 

[17]. Consequently, there is a growing demand for 

intelligent surveillance systems that can 

automatically detect weapons in real time and 

immediately alert security personnel, thereby 

improving response time, reducing manual effort, 

and strengthening overall public safety [3], [7]. 

Recent developments in deep learning have 

transformed object detection by enabling machines 

to recognize and classify objects with remarkable 

accuracy [1], [2]. Convolutional Neural Networks 

(CNNs) have become the foundation of many 

advanced computer vision applications because of 

their ability to automatically learn meaningful visual 

features from large image datasets [2], [5]. Unlike 

traditional image processing techniques that rely on 

manually designed features, deep learning models 

can extract complex patterns and identify objects 

under different lighting conditions, backgrounds, 

and viewing angles [6], [16]. Modern object 

detection algorithms, including Single Shot Detector 

(SSD) and Faster Region-Based Convolutional 

Neural Network (Faster R-CNN), combine feature 

extraction and object localization within a unified 

framework [1], [2]. These models can accurately 

identify multiple objects and generate bounding 

boxes around detected items. Their ability to process 

surveillance images efficiently makes them suitable 

for security applications where rapid and reliable 

detection of dangerous objects is essential for 

preventing potential threats [1], [7], [10]. 

Weapon detection presents several challenges 

because firearms and other dangerous objects often 

appear in different orientations, sizes, lighting 

conditions, and levels of visibility within 

surveillance footage [3], [11]. Occlusions, crowded 

environments, motion blur, and varying camera 

resolutions further complicate the detection process 

[8], [15]. A reliable weapon detection system must 

distinguish weapons from visually similar everyday 

objects while maintaining a low false alarm rate. 
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Excessive false detections may reduce confidence in 

automated surveillance systems and create 

unnecessary panic, whereas missed detections may 

result in severe security risks [11], [12]. Therefore, 

developing an intelligent detection framework 

requires models that achieve an appropriate balance 

between detection accuracy and processing speed 

[1], [2]. Deep learning-based object detection 

algorithms provide robust feature extraction 

capabilities that enable them to recognize complex 

object characteristics more effectively than 

conventional methods [5], [6]. This makes them 

highly suitable for deployment in real-world 

surveillance environments where reliability and 

consistency are critical [7], [17]. 

This research proposes an intelligent deep learning 

framework for automatic weapon detection using 

SSD and Faster R-CNN algorithms. The system is 

trained using annotated weapon image datasets 

containing bounding box information, allowing the 

models to learn both the appearance and location of 

weapons within images [1], [2]. During the detection 

process, surveillance images or video frames are 

analyzed, and the trained models identify potential 

weapons by drawing bounding boxes around 

detected objects. A comparative evaluation of SSD 

and Faster R-CNN is performed to examine their 

detection performance with respect to accuracy and 

inference speed [1], [7]. SSD offers faster object 

detection, making it suitable for real-time 

surveillance applications, whereas Faster R-CNN 

generally provides higher detection accuracy for 

complex scenes [1], [2]. The comparative analysis 

helps determine the strengths and limitations of each 

model, enabling the selection of an appropriate 

detection approach based on specific security 

requirements and operational environments. 

The proposed weapon detection framework aims to 

contribute to the development of intelligent 

surveillance systems capable of improving public 

safety through automated threat identification [3], 

[10]. By integrating deep learning with computer 

vision techniques, the system minimizes dependence 

on continuous human observation while enhancing 

the reliability of surveillance operations [4], [5]. The 

framework can be deployed across various high-

security environments, including transportation 

hubs, educational institutions, corporate campuses, 

healthcare facilities, shopping centers, and 

government buildings [7], [11]. Its ability to detect 

weapons in real time supports early threat 

recognition and enables security personnel to 

respond more quickly to potential incidents [3], [17]. 

Furthermore, the proposed approach provides a 

scalable foundation for future research involving 

advanced object detection models, larger and more 

diverse datasets, edge computing devices, and multi-

object threat recognition [13], [16]. Such 

advancements can further improve detection 

performance and contribute to the creation of safer, 

smarter, and more secure surveillance 

infrastructures for modern society. [7], [10] 

                     II.RELATED WORK  

"SSD: Single Shot MultiBox Detector," Wei Liu 

et al. [1] 

This study introduced the Single Shot MultiBox 

Detector (SSD), a deep learning-based object 

detection framework capable of detecting and 

classifying multiple objects in a single forward pass 

of a convolutional neural network. Unlike region 

proposal-based methods, SSD performs localization 

and classification simultaneously, resulting in 

significantly faster detection while maintaining 

competitive accuracy. The model utilizes multi-

scale feature maps to detect objects of different sizes 

and aspect ratios. Experimental results on the 

PASCAL VOC and COCO datasets demonstrated 

that SSD achieved high detection accuracy with 

real-time processing speed, making it suitable for 

surveillance, autonomous systems, and intelligent 

security applications requiring rapid object 

detection. 

 "Scalable Object Detection Using Deep Neural 

Networks," D. Erhan et al. [2] 

This research presented a scalable deep neural 

network architecture for object detection capable of 

identifying multiple object instances within complex 

images. The proposed framework directly predicted 

bounding boxes and confidence scores without 

relying on exhaustive sliding window techniques, 

thereby reducing computational complexity. The 

model effectively learned object representations 

through deep convolutional layers and demonstrated 

competitive performance on benchmark datasets. 

Experimental evaluation showed that the approach 

achieved improved localization accuracy and 

computational efficiency, making it suitable for 

large-scale object detection tasks in computer vision 

applications, including intelligent surveillance and 

automated monitoring systems. 

"Anomaly Detection in Videos for Video 

Surveillance Applications Using Neural 

Networks," Ruben J. Franklin et al. [3] 

This study proposed a neural network-based 

framework for detecting anomalies in surveillance 

videos by analyzing unusual activities and abnormal 

object behavior. The system combined image 

preprocessing, feature extraction, and activity 

recognition techniques to identify suspicious events 

automatically. Deep learning models were employed 
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to distinguish normal activities from abnormal 

occurrences in real-time surveillance environments. 

Experimental analysis demonstrated an overall 

detection accuracy of approximately 98.5%, 

indicating the effectiveness of neural network-based 

anomaly detection for intelligent monitoring. The 

proposed approach highlighted the importance of 

automated surveillance systems in improving public 

safety and reducing dependence on manual 

observation. 

"Classification of Objects in Video Records using 

Neural Network Framework," Abhiraj Biswas et 

al. [5] 

This paper focused on object classification in images 

and videos using deep neural network architectures. 

The authors compared conventional feature-based 

methods with modern convolutional neural network 

models, including Fast R-CNN and Faster R-CNN, 

for recognizing single and multiple object classes. 

The framework utilized the COCO dataset for 

training and evaluated the classification 

performance under various environmental 

conditions. Experimental results demonstrated that 

deep learning-based object detection models 

significantly outperformed traditional classifiers in 

terms of accuracy and robustness. The study 

concluded that Faster R-CNN provides reliable 

object recognition for surveillance and video 

analytics applications. 

 "Simulation of Object Detection Algorithms for 

Video Surveillance Applications," Mohana et al. 

[7] 

This research presented an intelligent video 

surveillance system for automatic weapon and 

object detection using deep learning-based object 

detection algorithms. The proposed framework 

integrated MobileNet-SSD with computer vision 

techniques to analyze live surveillance video 

streams in real time. The system was designed to 

identify dangerous objects efficiently while 

maintaining computational efficiency on embedded 

platforms such as Raspberry Pi. Experimental 

evaluation demonstrated that the proposed approach 

achieved effective real-time object detection with 

reduced processing time, making it suitable for 

public safety, smart surveillance, and security 

monitoring applications. The study emphasized the 

importance of deep learning in enhancing intelligent 

surveillance systems. 

                   III.DATASET DETAILS 

The proposed weapon detection system utilizes a 

publicly available weapon image dataset containing 

annotated images of firearms collected from diverse 

real-world environments. The dataset consists of 

approximately 1,057 labelled images, including 

both weapon and non-weapon instances captured 

under varying illumination conditions, backgrounds, 

object scales, and viewing angles. Each image is 

accompanied by XML annotation files that provide 

precise bounding box coordinates identifying the 

location of the weapon. The annotations follow the 

PASCAL VOC format, enabling supervised 

learning for object localization and classification. 

Before training, all images are resized to a uniform 

resolution of 128 × 128 pixels, normalized, and 

augmented where necessary to improve model 

generalization. The dataset is divided into training 

and testing subsets using an 80:20 ratio to ensure 

reliable performance evaluation. 

The dataset is designed to support deep learning-

based object detection using SSD and Faster R-

CNN algorithms. It contains images captured in 

indoor and outdoor environments, with variations in 

object orientation, distance, occlusion, and 

background complexity to simulate practical 

surveillance scenarios. During preprocessing, image 

annotations are converted into normalized bounding 

box coordinates, allowing the models to accurately 

learn weapon localization and classification 

simultaneously. The diversity of the dataset enables 

the trained models to detect weapons under 

challenging conditions while minimizing false 

detections. This comprehensive dataset plays a 

crucial role in improving detection accuracy, 

enhancing model robustness, and ensuring reliable 

real-time weapon detection performance in 

intelligent surveillance and public security 

applications. 

        IV. PROPOSED METHODOLOGY 

The proposed weapon detection framework employs 

a deep learning-based object detection approach to 

automatically identify weapons in surveillance 

images and video streams. Initially, a labeled 

weapon dataset containing annotated images with 

bounding box information is collected and 

preprocessed. During preprocessing, the images are 

resized to a fixed resolution, normalized, and paired 

with their corresponding XML annotation files to 

extract weapon locations. The dataset is then divided 

into training and testing subsets, allowing the 

models to learn meaningful visual features while 

preventing overfitting. Deep Convolutional Neural 

Networks (CNNs) are used as the backbone for 

feature extraction, enabling the detection models to 

identify weapon characteristics under varying 

illumination, background, scale, and orientation 

conditions. This preprocessing stage improves the 

quality of the input data and enhances the learning 

capability of the detection algorithms. 
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The processed dataset is trained using Single Shot 

Detector (SSD) and Faster Region-Based 

Convolutional Neural Network (Faster R-CNN) 

models to perform simultaneous weapon 

localization and classification. During inference, the 

trained model analyzes each input image or video 

frame, predicts bounding box coordinates, classifies 

the detected object, and highlights the weapon with 

a confidence score. A comparative performance 

evaluation is conducted using metrics such as 

accuracy, precision, recall, F1-score, and detection 

speed to analyze the effectiveness of both models. 

While SSD provides faster inference suitable for 

real-time surveillance, Faster R-CNN offers superior 

detection accuracy in complex environments. The 

proposed methodology enables reliable, real-time 

weapon detection and supports intelligent 

surveillance systems by improving threat 

identification, minimizing false alarms, and 

enhancing public safety in high-security 

environments. 

 

Figure 1. Proposed System Architecture for 

Intelligent Weapon Detection Using Deep 

Learning 

Figure 1 illustrates the overall architecture of the 

proposed intelligent weapon detection system. The 

framework begins with image or surveillance video 

acquisition, followed by preprocessing, including 

frame extraction, image normalization, and 

annotation processing. The prepared dataset is used 

to train SSD and Faster R-CNN models for weapon 

detection. During inference, the trained model 

analyzes incoming images or video frames, detects 

weapons by generating bounding boxes with 

confidence scores, and produces real-time alerts and 

detection logs to support intelligent surveillance and 

public safety applications. 

                V.RESULT AND DISCUSSION 

The proposed deep learning-based weapon detection 

framework successfully identified weapons in both 

images and surveillance videos with high reliability. 

Experimental evaluation demonstrated that Faster 

R-CNN achieved superior detection accuracy of 

approximately 84.6%, accurately localizing 

weapons using bounding boxes even in complex 

scenes, while SSD achieved an accuracy of 

approximately 73.8% with significantly faster 

inference suitable for real-time surveillance 

applications. The trained models effectively 

detected weapons under varying lighting conditions, 

backgrounds, and object orientations, producing low 

false detection rates and consistent performance. 

The comparative analysis confirmed that SSD is 

preferable for applications requiring high-speed 

detection, whereas Faster R-CNN is more suitable 

for scenarios where detection accuracy is the 

primary concern. Overall, the proposed framework 

provides an efficient, robust, and intelligent solution 

for automated weapon detection, enhancing 

surveillance capabilities and improving public 

safety through early threat identification. 

 
 

Figure 2: Weapon Detection System Interface 

and Model Performance Evaluation 

 

Figure 2 presents the graphical user interface (GUI) 

of the proposed weapon detection system developed 

using Python. The interface allows users to upload 

the weapon dataset, generate and load the trained 

detection model, upload images, detect weapons in 

images and videos, and visualize the training 

accuracy-loss graph. It also displays the 

performance metrics of the Faster R-CNN model, 

including accuracy (73.59%), precision (36.79%), 

recall (50%), and F1-score (42.39%), confirming 

the successful loading and evaluation of the trained 

weapon detection model. 
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Figure 3: Weapon Detection Result Using the 

Faster R-CNN Model 

Figure 3 illustrates the output of the proposed 

weapon detection system on a test image. The 

trained Faster R-CNN model successfully detects 

the presence of a weapon and highlights it with a 

green bounding box labeled "Weapon." The 

detection demonstrates the model's capability to 

accurately localize firearms within an image while 

distinguishing them from the background. This 

result confirms the effectiveness of the proposed 

deep learning framework for real-time weapon 

detection in intelligent surveillance and public 

security applications. 

 

 

Figure 4: Training Accuracy and Loss Curves of 

the Faster R-CNN Weapon Detection Model 

Figure 4 illustrates the training performance of the 

proposed Faster R-CNN model using accuracy and 

loss curves across multiple training epochs. The 

accuracy graph shows a steady increase, reaching 

nearly 99%, indicating that the model effectively 

learns discriminative features from the weapon 

dataset. Simultaneously, the loss graph exhibits a 

significant decrease toward zero, demonstrating 

successful model convergence with reduced 

prediction errors. These results confirm the stability 

and effectiveness of the training process for accurate 

weapon detection. 

DISCUSSION 

The experimental results demonstrate that the 

proposed deep learning-based weapon detection 

framework is effective for intelligent surveillance 

applications. The comparative analysis indicates that 

Faster R-CNN delivers higher detection accuracy 

by accurately identifying and localizing weapons 

even in challenging environments with varying 

backgrounds, illumination, and object orientations. 

In contrast, SSD offers significantly faster inference 

speed, making it more suitable for real-time 

monitoring systems where rapid response is 

essential. The results highlight the trade-off between 

detection accuracy and computational efficiency, 

allowing the selection of an appropriate model based 

on application requirements. The use of annotated 

datasets and convolutional neural networks enabled 

robust feature extraction, reducing false detections 

while maintaining reliable performance. Overall, the 

proposed framework demonstrates its potential to 

enhance public safety by providing automated, 

accurate, and real-time weapon detection, making it 

a practical solution for deployment in modern 

intelligent surveillance and security systems. 

        

VI.CONCLUSION 

 

The proposed DeepGuard framework demonstrates 

the effectiveness of deep learning techniques for 

automated weapon detection in intelligent 

surveillance systems. By leveraging SSD and Faster 

R-CNN models, the system accurately detects and 

localizes weapons in both images and video streams, 

thereby improving public safety through early threat 

identification. Comparative evaluation shows that 

Faster R-CNN provides superior detection accuracy, 

while SSD offers faster inference suitable for real-

time applications. The framework effectively 

handles variations in object scale, background, and 

lighting conditions, ensuring reliable performance in 

practical surveillance environments. Overall, the 

proposed system reduces dependence on manual 

monitoring, minimizes response time to potential 

threats, and enhances the efficiency of security 

operations. Future work can focus on integrating 

advanced object detection models, larger and more 

diverse datasets, edge computing platforms, and 

multi-weapon recognition capabilities to further 

improve detection accuracy, computational 

efficiency, and real-time deployment in smart 

surveillance applications. 
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