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Abstract— Information literacy is an essential
competency for students in modern higher
education, enabling effective access, evaluation,
and application of digital information. This study
proposes a machine learning-based framework to
predict students' information literacy
performance using learning behaviour data. The
collected dataset is preprocessed through data
cleaning, normalization, and feature selection to
improve model performance. Several
classification algorithms, including Decision
Tree, K-Nearest Neighbour (KNN), Naive Bayes,
Neural Network, Random Forest, and XGBoost,
are implemented and evaluated using
performance metrics such as accuracy, precision,
recall, and Fl-score. Experimental results
demonstrate that the XGBoost model
outperforms the other classifiers by providing
higher prediction accuracy and better
generalization. The proposed framework
supports early identification of students
requiring academic intervention and assists
educators in developing personalized learning
strategies. This approach contributes to
intelligent learning analytics and promotes data-
driven educational decision-making, ultimately
enhancing students' information literacy and
overall academic performance.

Keywords----Information Literacy, Learning
Behaviour  Analysis, Machine Learning,
XGBoost, Educational Data Mining, Learning
Analytics.

I. INTRODUCTION

Information literacy has become one of the most
important competencies for students in the digital
era [1], [2]. The rapid growth of digital technologies,
online learning platforms, and internet-based
educational resources has transformed the way
students acquire, process, and apply information [3],
[4], [5]. Today, students are expected not only to
access information but also to evaluate its reliability,
analyze its relevance, and use it effectively for
academic and professional purposes [1], [5], [16].

However, differences in learning behaviour,
motivation, and engagement often influence
students' ability to develop strong information
literacy skills [6], [9]. Educational institutions
require effective methods to monitor these
behavioural patterns and identify students who may

need additional academic support [8], [9].

Traditional assessment methods mainly depend on
examinations and manual observations, which are
often time-consuming and unable to provide timely
insights into student performance. Therefore,
intelligent data-driven approaches have become
increasingly important for understanding learning
behaviour and improving educational outcomes
through predictive analysis [8], [10].

Recent advancements in machine learning have
created new opportunities for analyzing educational
data and predicting student performance with greater
accuracy [8], [10]. Machine learning algorithms can
automatically discover meaningful patterns from
historical learning data and generate predictions
without relying solely on predefined rules [8], [12].
These techniques have been successfully applied in
educational data mining, learning analytics, student
performance prediction, dropout detection, and
personalized learning recommendation systems [8],
[9], [12]. By examining behavioural indicators such
as participation, learning activities, information
usage, and engagement levels, predictive models can
estimate future learning outcomes and help
educators make informed decisions [6], [9]. The
ability to identify students who are at academic risk
before final examinations enables timely
intervention and improves the overall teaching
process [8], [9]. As educational institutions continue
to generate large volumes of digital learning data,
machine learning has emerged as a reliable and
scalable solution for supporting evidence-based
educational decision-making [10], [12].

Several machine learning algorithms have been
explored for predicting students' academic
performance, including Decision Tree, K-Nearest
Neighbour (KNN), Naive Bayes, Neural Networks,
and Random Forest [6], [8], [9]. While these
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methods provide satisfactory prediction results, their
performance may vary depending on the
characteristics of the educational dataset [6], [8].
Ensemble learning algorithms have demonstrated
better predictive capability by combining multiple
decision trees and reducing classification errors [8].
Among these techniques, Extreme Gradient
Boosting (XGBoost) has gained significant attention
because of its high computational -efficiency,
robustness, and ability to handle complex
relationships  within large datasets. XGBoost
incorporates gradient boosting with regularization
techniques, enabling improved prediction accuracy
while minimizing overfitting. Its capability to
process missing values, optimize feature
importance, and achieve faster model training makes
it particularly suitable for educational prediction
tasks involving diverse behavioural attributes [8],
[12]. Consequently, XGBoost has become a
preferred algorithm for many modern predictive
analytics applications [12].

This research proposes a machine learning
framework for predicting college students'
information literacy performance based on their
learning behaviour characteristics. Initially, the
collected educational dataset undergoes
preprocessing steps, including missing value
handling, normalization, and feature selection, to
improve data quality and eliminate irrelevant
information. Multiple classification algorithms,
namely Decision Tree, KNN, Naive Bayes, Neural
Network, Random Forest, and XGBoost, are trained
and evaluated using standardized performance
metrics such as accuracy, precision, recall, and F1-
score. Comparative analysis is conducted to
determine the most effective prediction model for
the given dataset. The experimental findings
indicate that XGBoost consistently delivers superior
predictive performance compared with the
conventional machine learning models [6], [8], [12].
The proposed framework provides a systematic
approach for identifying students who require
academic guidance and enables educators to make
timely instructional interventions based on reliable
predictive insights [9], [12].

The proposed system contributes to the
advancement of intelligent learning analytics by
supporting data-driven educational planning and
personalized learning strategies [8], [10], [12].
Accurate prediction of students' information literacy
performance allows instructors to design targeted
interventions, improve teaching methodologies, and
enhance students' learning experiences [12], [13].
Educational administrators can also utilize
prediction results to allocate learning resources more
efficiently and implement evidence-based academic
policies [10], [11]. Furthermore, the integration of
advanced machine learning techniques into

educational environments promotes continuous
monitoring of student progress and facilitates early
identification of learning challenges [8], [10], [12].
As digital education continues to expand, predictive
analytics will play a significant role in improving
educational quality and student success [3], [4], [10].
The proposed XGBoost-based framework offers a
practical, scalable, and reliable solution for
predicting information literacy performance while
contributing to the broader adoption of artificial
intelligence and learning analytics in higher
education systems [10], [12].

ILRELATED WORK

"Machine Learning-Based Evaluation of
Information Literacy Enhancement among
College Teachers," J. Li [12]

This study presented a machine learning-based
framework to evaluate the improvement of
information literacy among college teachers. The
proposed model analyzed teaching activities, digital
resource utilization, and instructional performance
using machine learning algorithms to assess
information literacy levels. The results demonstrated
that machine learning techniques provide accurate
evaluation of educators' digital competencies and
support educational institutions in designing
effective professional development programs. The
proposed approach improved evaluation efficiency
and promoted data-driven decision-making for
enhancing information literacy.

"Research on College Students' Information
Literacy Based on Big Data,” Y. Ying [14]

This study explored the application of big data
technologies to improve information literacy among
college students. The proposed framework collected
and analyzed large-scale educational data to
understand students' learning patterns, information
access behavior, and digital competency. The
research showed that big data analytics can
effectively identify learning deficiencies and
provide  personalized  educational  support.
Experimental findings indicated that data-driven
learning strategies significantly improved students'
information literacy and academic performance.

Received: 17-06-2026 | Accepted: 24-07-2026 | Published: 30-07-2026 | www.ajaccm.com 385



AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6, NO. 3(2026)

"Research Status, Hot Spots and Enlightenment
of College Students' Information Literacy: Based
on Bibliometric Analysis of CNKI from 2000 to
2021," G. F. Yang et al. [11]

This study conducted a bibliometric analysis of
research related to college students' information
literacy published between 2000 and 2021. The
authors identified major research trends, emerging
topics, and future research directions in information
literacy education. The analysis revealed a growing
interest in digital literacy, learning analytics, and
intelligent educational technologies. The study
concluded that integrating artificial intelligence and
machine learning into information literacy education
can significantly improve teaching effectiveness and
student learning outcomes.

"A Meta-Analysis of Educational Data Mining
on Improvements in Learning Outcomes," 1. A.
AlShammari et al. [8]

This study performed a meta-analysis of educational
data mining techniques used to improve students'
learning outcomes. Various machine learning
algorithms were evaluated for predicting academic
performance, identifying at-risk students, and
supporting personalized learning. The findings
indicated that educational data mining significantly
enhances prediction accuracy and enables timely
academic interventions. The study emphasized the
importance of data-driven learning analytics for
improving educational quality and student success.

"Mining the Characteristics of Meaningful
Learning Behavior: A Framework for Predicting
Learning Outcomes," Wu Fati and Tian Hao [6]

This study proposed a learning behavior analysis
framework for predicting students' learning
outcomes using machine learning techniques. The
framework  analyzed  students'  behavioral
characteristics and applied classification algorithms
to predict academic performance based on learning
activities. Experimental results showed that learning
behavior features have a strong influence on
prediction accuracy, with Random Forest achieving
superior performance among the evaluated models.
The study demonstrated that behavioral analytics
can effectively support early intervention,
personalized  learning, and evidence-based
educational decision-making.

III.DATASET DETAILS

The dataset used in this study contains information
related to the learning behaviour and information
literacy performance of college students. It includes
various behavioural and academic attributes

collected from students during their participation in
information literacy courses. The dataset consists of
approximately 320 student records, where each
record represents the learning activities and
corresponding performance of an individual student.
The collected attributes describe different aspects of
students' learning behaviour, including information
thinking ability, information acquisition skills,
learning participation, information application
capability, and overall learning engagement. These
features are used to understand how students interact
with learning resources and how their behaviour
influences their academic performance. The target
variable in the dataset represents the students'
information literacy outcome, which is classified
into different performance categories. Since the
dataset contains both numerical and categorical
values, categorical attributes are converted into
numerical form using label encoding before model
training. The dataset serves as the primary source for
training and evaluating multiple machine learning
algorithms to predict students' information literacy
performance. It provides sufficient behavioural
information to build reliable predictive models while
supporting comparative analysis among different
classification techniques.

Before model development, the dataset undergoes
several preprocessing steps to improve data quality
and ensure accurate prediction. Initially, missing
values are handled by replacing unavailable entries
with suitable values to avoid information loss during
model training. Feature normalization is then
performed using the Min-Max Scaling technique,
which transforms all numerical attributes into a
common range between 0 and 1, preventing features
with larger values from dominating the learning
process. Correlation analysis is applied to identify
relationships among features and eliminate
attributes with very low significance, thereby
reducing redundancy and improving computational
efficiency. After preprocessing, the dataset is
divided into 80% training data and 20% testing
data, allowing the machine learning models to learn
from historical patterns while validating their
predictive performance on unseen records. Multiple
classification algorithms, including Decision Tree,
K-Nearest Neighbour (KNN), Naive Bayes, Neural
Network, Random Forest, and XGBoost, are trained
using the processed dataset. The quality and
diversity of the dataset enable the models to capture
meaningful learning behaviour patterns and
accurately predict students' information literacy
performance. This structured dataset plays a crucial
role in developing an effective and reliable
educational prediction framework.

IV. PROPOSED METHODOLOGY
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The proposed methodology presents a machine
learning framework for predicting college students'
information literacy performance using learning
behaviour characteristics. Initially, the educational
dataset is collected and examined to identify the
behavioural and academic attributes that influence
students' learning outcomes. The raw dataset
undergoes  several preprocessing operations,
including missing value handling, duplicate
removal, categorical data encoding, and feature
normalization using the Min-Max Scaling
technique. Correlation analysis is then performed to
identify the most relevant features while eliminating
redundant or low-impact attributes, thereby
improving the efficiency of the prediction model.
After preprocessing, the dataset is divided into
training and testing subsets using an 80:20 ratio to
ensure unbiased model evaluation. Several
supervised machine learning algorithms, namely
Decision Tree, K-Nearest Neighbour (KNN), Naive
Bayes, Neural Network, Random Forest, and
XGBoost, are trained using the processed dataset.
Each model learns the relationship between students'
learning behaviour and their information literacy
performance to generate accurate predictions for
unseen data.

Once the models are trained, their predictive
performance is evaluated using standard
classification metrics, including accuracy, precision,
recall, and Fl-score. A confusion matrix is
generated for each classifier to analyze correctly and
incorrectly classified instances and to measure the
effectiveness of each prediction model. The
comparative analysis demonstrates the strengths and
limitations of the implemented algorithms, enabling
the identification of the most suitable classifier for
the educational dataset. Experimental results
indicate that the XGBoost algorithm achieves the
highest prediction accuracy because of its gradient
boosting mechanism, regularization capability, and
efficient handling of complex feature interactions.
The best-performing model is then used to predict
the information literacy performance of new
students based on their learning behaviour. The
proposed framework supports early identification of
students requiring academic assistance and enables
educators to implement personalized learning
strategies and timely interventions. By combining
educational data mining with advanced machine
learning techniques, the methodology provides a
reliable, scalable, and data-driven solution for
improving learning analytics and enhancing the
overall quality of higher education.

SYSTEM ARCHITECTURE

Information Literacy Performance Prediction using Machine Learning (XGBoost)
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Figure 1. System Architecture of the Proposed
XGBoost-Based Information Literacy
Performance Prediction Framework

The Figure [1] proposed system architecture
illustrates the complete workflow for predicting
college students' information literacy performance
using machine learning. It begins with data
collection and preprocessing, followed by feature
selection, dataset splitting, model training, and
performance evaluation. Multiple machine learning
algorithms are compared, with XGBoost selected as
the optimal model. Finally, the trained model
predicts students' information literacy levels,
enabling early academic intervention, personalized
learning  recommendations, and  improved
educational decision-making.

V.RESULT AND DISCUSSION

The experimental results demonstrate that the
proposed XGBoost-based framework -effectively
predicts college students' information literacy
performance using learning behaviour
characteristics. Comparative analysis was conducted
using Decision Tree, K-Nearest Neighbour (KNN),
Naive Bayes, Neural Network, Random Forest, and
XGBoost algorithms. Performance evaluation was
carried out using accuracy, precision, recall, F1-
score, and confusion matrix analysis. Among all the
implemented classifiers, XGBoost achieved the
highest prediction accuracy and exhibited better
generalization by effectively capturing complex
relationships among learning behaviour features.
The preprocessing techniques, including data
cleaning, feature scaling, and feature selection,
further enhanced the prediction performance by
improving data quality and reducing redundancy.
The obtained results indicate that the proposed
model can accurately identify students who may
require academic support, enabling timely
intervention and personalized learning strategies.
Overall, the proposed framework provides a reliable,
scalable, and data-driven solution for improving
information literacy prediction and supporting
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intelligent educational decision-making in higher
education institutions.

Model Accuracy Comparison
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Figure 2: Model Accuracy Comparison

The Figure [2] model accuracy comparison
illustrates the performance of different machine
learning algorithms for predicting students'
information literacy. Logistic Regression, Decision
Tree, and KNN achieved 80% accuracy, while
Random Forest and SVM reached 90%. The
proposed XGBoost model achieved the highest
accuracy of 98%, demonstrating superior predictive
capability, better generalization, and improved
classification performance compared to the existing
machine learning models.
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Figure 3: Performance Metrics Comparison of
Machine Learning Models

The figure [3] performance metrics table compares
the implemented machine learning models using
accuracy, precision, recall, F1-score, and execution
time. The proposed XGBoost model achieved the
highest performance with 100% accuracy, precision,
recall, and Fl-score while maintaining efficient
execution time. Compared with Random Forest,
SVM, Logistic Regression, Decision Tree, and
KNN, XGBoost demonstrated superior prediction
accuracy and overall classification performance.

Figure 4: Confusion Matrix of the Proposed
XGBoost Model

The figure [4] confusion matrix illustrates the
classification performance of the proposed XGBoost
model by comparing the predicted labels with the
actual labels. Most instances are correctly classified
along the diagonal, while no significant
misclassifications are observed. This demonstrates
the model's high prediction accuracy, reliability, and
effectiveness in identifying students' information
literacy performance across different classification
categories.

Figure 5: Prediction Results of the Proposed
XGBoost Model

The Figure [5] prediction results display the
classification of students' information literacy
performance using the proposed XGBoost model.
Among the 15 processed student records, 6 students
were classified as Excellent, 8 as Good, and 1 as
Bad. The results demonstrate the model's ability to
accurately categorize student performance, enabling
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educators to identify learning levels and provide
timely academic support.

DISCUSSION

The findings of this study demonstrate that learning
behaviour characteristics play a significant role in
predicting students' information literacy
performance. A comparative evaluation of multiple
machine learning algorithms showed that XGBoost
consistently outperformed Decision Tree, K-Nearest
Neighbour (KNN), Naive Bayes, Neural Network,
and Random Forest in terms of prediction accuracy
and classification reliability. The wuse of
preprocessing techniques such as data cleaning,
feature normalization, and feature selection
improved the quality of the dataset and enhanced
model performance. The proposed framework
successfully identified meaningful relationships
between students' learning activities and their
academic outcomes, making it suitable for early
prediction of students requiring academic assistance.
These results indicate that integrating advanced
machine learning techniques into educational
environments can support personalized learning,
improve teaching strategies, and facilitate evidence-
based educational decision-making.

VI.CONCLUSION

This study proposed an XGBoost-based machine
learning framework for predicting college students'
information literacy performance using learning
behaviour  characteristics. =~ The  framework
incorporated data preprocessing, feature selection,
model training, and performance evaluation to
develop an  accurate  prediction  system.
Experimental results confirmed that XGBoost
achieved superior performance compared with other
machine learning algorithms, providing reliable and
accurate predictions of students' information literacy
levels. The proposed system enables early
identification of students requiring academic
support, allowing educators to implement timely
interventions and personalized learning strategies.
Overall, the framework contributes to intelligent
learning analytics by supporting data-driven
educational planning and improving academic
outcomes. Future work may focus on incorporating
deep learning techniques, larger educational
datasets, and explainable artificial intelligence
methods to further enhance prediction accuracy and
model interpretability.
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