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Abstract— Cyberbullying has emerged as a 

serious concern on social media platforms, 

negatively affecting individuals through abusive 

and offensive online interactions. The rapid 

growth of user-generated content makes manual 

monitoring ineffective, creating the need for 

intelligent automated detection systems. This 

paper presents a machine learning-based 

framework for detecting cyberbullying in text-

based social media posts. The proposed system 

performs text preprocessing and TF-IDF feature 

extraction to convert raw textual data into 

meaningful features. Three machine learning 

algorithms, namely AdaBoost, Stochastic 

Gradient Descent (SGD), and Multinomial Naïve 

Bayes, are trained and evaluated to classify posts 

as offensive or non-offensive. Sentiment analysis 

is integrated to enhance the classification process 

by providing additional contextual information. 

Furthermore, the system monitors repeated 

offensive behavior and supports automated user 

moderation through an administrative interface. 

Experimental results demonstrate that the 

proposed framework provides reliable 

classification performance and contributes to 

creating a safer and more secure online 

communication environment. 
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I. INTRODUCTION 

Cyberbullying has become one of the most 

significant challenges associated with the 

widespread use of social media and online 

communication platforms. Millions of users interact 

daily through websites and mobile applications, 

sharing opinions, images, and personal experiences. 

Although these platforms encourage communication 

and knowledge sharing, they also provide  

opportunities for individuals to engage in abusive, 

threatening, and offensive behavior. Unlike 

traditional bullying, cyberbullying can occur at any 

time and spread rapidly to a large audience, 

increasing its emotional and psychological impact 

on victims. Continuous exposure to harmful 

messages may result in stress, anxiety, depression, 

loss of self-confidence, and in severe cases, self-

harm or suicidal thoughts. Since the volume of  

 

online content is growing rapidly, manually 

monitoring every post is nearly impossible. 

Therefore, developing automated systems capable of 

identifying cyberbullying content accurately and 

efficiently has become an essential research 

objective for ensuring safer digital communication 

and protecting users from online harassment [1], [3], 

[10]. 

Recent advancements in machine learning and 

natural language processing have created new 

opportunities for automatically detecting harmful 

content in online conversations. Machine learning 

algorithms can identify hidden patterns and 

relationships within textual data by learning from 

previously labeled examples. This capability enables 

automated systems to classify messages as offensive 

or non-offensive with minimal human intervention. 

The effectiveness of these models largely depends 

on proper text preprocessing, feature extraction, and 

algorithm selection. Techniques such as 

tokenization, stop-word removal, stemming, 

lemmatization, and TF-IDF feature extraction 

improve the quality of textual representations before 

classification [15]. Furthermore, sentiment analysis 

provides additional contextual information by 

identifying the emotional tone of a message, 

allowing the detection model to make more 

informed decisions [14]. These technologies have 

significantly improved the efficiency of 

cyberbullying detection and have become valuable 

tools for content moderation across multiple social 

media platforms [4], [5], [6], [7]. 

Despite the progress achieved in automated 

cyberbullying detection, several challenges continue 

to affect the accuracy and reliability of existing 

systems. Offensive language often varies depending 



AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 

Peer Reviewed, Referred & Indexed Journal 

E-ISSN:3069-0102 

VOL.6, NO. 3(2026) 

379 

 

Received: 17-06-2026 | Accepted: 24-07-2026 | Published: 30-07-2026 | www.ajaccm.com 

on context, cultural background, user intention, and 

conversational history, making classification more 

complex than simple keyword matching. Some 

harmful messages may not contain explicit abusive 

words but still convey threats, sarcasm, or 

humiliation. In addition, the informal writing style 

commonly used on social media, including 

abbreviations, spelling variations, slang expressions, 

and emojis, increases the complexity of text 

analysis. Many existing approaches also focus on a 

single machine learning model, which may not 

provide consistent performance across different 

datasets and communication styles. Therefore, there 

is a growing need for robust detection frameworks 

that combine multiple classification techniques with 

effective text preprocessing and contextual analysis 

to improve prediction accuracy while reducing false 

positive and false negative classifications [8], [9]. 

The proposed work presents a machine learning-

based framework for detecting cyberbullying in 

social media text by integrating multiple 

classification algorithms with sentiment analysis. 

Initially, textual data undergoes preprocessing steps, 

including data cleaning, tokenization, stop-word 

removal, stemming, and lemmatization, to eliminate 

irrelevant information and improve feature quality. 

The processed text is then transformed into 

numerical vectors using the Term Frequency–

Inverse Document Frequency (TF-IDF) technique, 

which captures the importance of words within the 

dataset [15]. Three machine learning algorithms, 

namely AdaBoost, Stochastic Gradient Descent 

(SGD), and Multinomial Naïve Bayes, are trained 

and evaluated to classify posts as offensive or non-

offensive. Sentiment analysis is incorporated to 

provide additional contextual understanding of user 

messages, thereby improving classification 

reliability [6], [14]. Furthermore, the system records 

repeated offensive activities and provides an 

administrative mechanism to monitor user behavior 

and initiate appropriate moderation actions 

whenever necessary, contributing to improved 

online safety [1], [10]. 

                         II.RELATED WORK  

"Towards the Detection of Cyberbullying Based 

on Social Network Mining Techniques," I. H. 

Ting et al. [1] 

This study proposed a cyberbullying detection 

framework based on social network mining 

techniques that considered not only offensive 

messages but also the interaction patterns between 

users. The framework consisted of aggressive 

message detection, identification of potential 

victims and aggressors, and cyberbullying case 

analysis. By incorporating user relationships and 

communication frequency, the proposed approach 

achieved better detection performance than 

traditional text classification methods. Experimental 

evaluation on Twitter data demonstrated a high F1-

score, indicating that social network analysis can 

significantly improve the identification of 

cyberbullying incidents in online platforms. 

"Automatic Detection of Cyberbullying on Social 

Networks Based on Bullying Features," R. Zhao 

et al. [4] 

This research introduced a machine learning 

approach for cyberbullying detection by combining 

bullying-specific linguistic features with traditional 

text representation methods. The proposed model 

utilized word embeddings, bag-of-words, and 

semantic features to improve the classification of 

offensive content. A linear Support Vector Machine 

(SVM) classifier was employed to distinguish 

bullying messages from normal conversations. 

Experimental results showed that integrating 

bullying-related features enhanced detection 

accuracy compared to conventional text 

classification techniques. The study emphasized the 

importance of domain-specific features for 

improving cyberbullying detection systems. 

"Detection of Cyberbullying Using Deep Neural 

Network," V. Banerjee et al. [5] 

This paper presented a deep learning-based 

cyberbullying detection model using Convolutional 

Neural Networks (CNNs) to automatically classify 

harmful online messages. The proposed system 

learned contextual patterns directly from textual data 

without relying heavily on handcrafted features. The 

deep neural network demonstrated superior 

classification performance over several 

conventional machine learning methods by 

effectively capturing semantic relationships within 

user-generated content. The authors concluded that 

deep learning models offer improved scalability and 

higher detection accuracy for identifying abusive 

language across different social media platforms. 

"Cyberbullying Detection Using Pre-Trained 

BERT Model," J. Yadav et al. [7] 

This study proposed a cyberbullying detection 

framework based on the Bidirectional Encoder 

Representations from Transformers (BERT) model 

for contextual text classification. The pre-trained 

language model generated meaningful contextual 

embeddings that improved the understanding of user 

comments and offensive expressions. A simple 

classification layer was added to categorize 

messages into bullying and non-bullying classes. 

Experimental evaluation on multiple benchmark 
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datasets demonstrated that the BERT-based 

approach achieved higher accuracy and better 

generalization than conventional machine learning 

algorithms. The study highlighted the effectiveness 

of transformer models in handling complex 

language patterns found in social media. 

"Deep Learning for Detecting Cyberbullying 

Across Multiple Social Media Platforms," S. 

Agrawal and A. Awekar [9] 

This research investigated deep learning techniques 

for detecting cyberbullying across different social 

media platforms, including Twitter, Wikipedia, and 

Formspring. The proposed models automatically 

learned semantic and contextual information from 

textual data without requiring handcrafted features. 

Transfer learning was also explored to evaluate 

whether knowledge learned from one platform could 

improve performance on another. Experimental 

results showed that deep learning models 

consistently outperformed traditional machine 

learning approaches and demonstrated strong 

adaptability across multiple datasets. The authors 

concluded that transferable deep learning models 

provide an effective solution for large-scale 

cyberbullying detection in diverse online 

environments. 

III. DATASET DETAILS 

The dataset used in this research consists of text-

based social media posts collected from publicly 

available cyberbullying and offensive language 

datasets. It contains user-generated messages that 

are manually labeled as offensive (cyberbullying) or 

non-offensive (normal), enabling supervised 

machine learning for binary text classification. The 

dataset includes comments from popular online 

platforms where cyberbullying incidents frequently 

occur, such as social networking and discussion 

websites. Each record primarily consists of a text 

message and its corresponding class label. Before 

model training, the textual data undergoes several 

preprocessing operations, including removal of 

punctuation, special characters, stop words, and 

unnecessary whitespace. Tokenization, stemming, 

and lemmatization are then applied to normalize the 

text and improve its quality. Finally, the processed 

messages are transformed into numerical feature 

vectors using the Term Frequency–Inverse 

Document Frequency (TF-IDF) technique, which 

captures the significance of words based on their 

frequency and distribution across the dataset. 

The prepared dataset is divided into training and 

testing subsets to evaluate the performance of 

different machine learning algorithms. 

Approximately 80% of the data is utilized for model 

training, while the remaining 20% is reserved for 

testing and validation. The training data enables the 

classifiers to learn meaningful patterns associated 

with offensive and non-offensive language, whereas 

the testing data measures the model's ability to 

classify previously unseen messages accurately. 

Three machine learning algorithms, namely 

AdaBoost, Stochastic Gradient Descent (SGD), and 

Multinomial Naïve Bayes, are trained using the 

same dataset to ensure a fair performance 

comparison. Standard evaluation metrics, including 

accuracy, precision, recall, and F1-score, are 

employed to assess classification effectiveness. The 

dataset provides sufficient linguistic diversity to 

evaluate the robustness of the proposed 

cyberbullying detection framework and 

demonstrates its capability to identify harmful 

online content while supporting automated user 

moderation in social media environments. 

IV. PROPOSED METHODOLOGY 

The proposed system presents an intelligent machine 

learning-based framework for detecting 

cyberbullying in social media posts by automatically 

classifying textual content as offensive or non-

offensive. Initially, the collected text data undergoes 

preprocessing to improve data quality by removing 

punctuation, stop words, special characters, and 

unnecessary symbols, followed by tokenization, 

stemming, and lemmatization. The cleaned text is 

then converted into numerical feature vectors using 

the Term Frequency–Inverse Document Frequency 

(TF-IDF) technique, which captures the importance 

of words within the dataset.  

Three machine learning algorithms, namely 

AdaBoost, Stochastic Gradient Descent (SGD), and 

Multinomial Naïve Bayes, are trained using the 

processed data to identify cyberbullying content 

accurately. In addition, a Support Vector Machine 

(SVM)-based sentiment analysis model is 

incorporated to determine the emotional polarity of 

user posts, thereby providing additional contextual 

information that improves the overall reliability of 

cyberbullying detection. 

The proposed framework also includes an automated 

user monitoring and moderation mechanism to 

enhance online safety. Whenever a user submits a 

post, the system analyzes both its sentiment and 

offensive nature before allowing it to be published. 

If offensive content is detected, the user's offensive 

count is automatically updated in the database. The 

administrative module continuously monitors user 

activities and identifies users who repeatedly post 

abusive content. Once a predefined threshold is 

exceeded, the administrator can block the 
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corresponding account to prevent further harmful 

interactions.  

The performance of the proposed system is 

evaluated using standard metrics such as accuracy, 

precision, recall, and F1-score, allowing comparison 

among different machine learning classifiers. The 

proposed approach provides an efficient, scalable, 

and practical solution for reducing cyberbullying, 

supporting automated content moderation, and 

promoting a safer social media environment through 

intelligent text classification and user behavior 

analysis. 

 

Figure 1. System Architecture of the Proposed 

Cyberbullying Detection Framework 

The Figure [1] proposed system architecture 

illustrates the complete workflow for detecting 

cyberbullying in social media posts using machine 

learning techniques. Initially, text data is collected 

from social media platforms and stored for 

processing. The collected data undergoes 

preprocessing steps, including lowercasing, 

punctuation removal, tokenization, stop-word 

removal, stemming, and lemmatization, to improve 

text quality. The cleaned text is then converted into 

numerical feature vectors using the TF-IDF feature 

extraction technique. These features are used to train 

multiple machine learning classifiers, namely 

AdaBoost, Stochastic Gradient Descent (SGD), and 

Multinomial Naïve Bayes, while an SVM-based 

sentiment analysis module determines the emotional 

polarity of each post. During prediction, newly 

submitted messages are analysed to determine 

whether they are offensive or non-offensive. The 

system automatically updates the user's offensive 

count and stores the information in the database. An 

administrative module continuously monitors user 

activities, views offensive posts, evaluates user 

statistics, and blocks users who repeatedly violate 

community guidelines. This integrated architecture 

provides accurate cyberbullying detection, 

automated user moderation, and efficient content 

management, thereby promoting a safer and more 

secure online social networking environment.       

            V.RESULT AND DISCUSSION 

 

The proposed cyberbullying detection system 

successfully classified social media posts as 

offensive or non-offensive using machine learning 

techniques. After preprocessing the textual data and 

extracting features using the TF-IDF method, the 

AdaBoost, Stochastic Gradient Descent (SGD), and 

Multinomial Naïve Bayes classifiers were trained 

and evaluated using standard performance metrics, 

including accuracy, precision, recall, and F1-score. 

The experimental results demonstrated that the 

proposed framework effectively identified harmful 

online content while maintaining reliable 

classification performance. The integrated sentiment 

analysis module further improved the decision-

making process by providing contextual information 

about user posts. In addition to message 

classification, the system accurately monitored 

users' offensive activities by maintaining an 

offensive count and enabling administrators to 

identify and block users who repeatedly violated 

community guidelines. Overall, the proposed 

framework achieved efficient and dependable 

cyberbullying detection, reduced manual 

moderation efforts, and provided a practical solution 

for improving user safety and maintaining a 

healthier online social media environment. 

 

 

Figure 2: Offensive Message Detection Result 

The figure [2] illustrates the offensive message 

detection module of the proposed cyberbullying 

detection system. A user-submitted message is 

analyzed using machine learning and sentiment 

analysis. The system classifies the message as 

Offensive with Negative sentiment, displays a 

warning notification, records the violation, and 

enables the administrator to review and block users 

involved in repeated abusive behaviour. 
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Figure 3: Performance Comparison of Machine 

Learning Algorithms 

 

The figure [3] presents the performance comparison 

of the proposed machine learning classifiers using 

accuracy, precision, recall, and F1-score. Among the 

evaluated models, Stochastic Gradient Descent 

(SGD) achieved the highest performance with 

97.29% accuracy and 96.58% F1-score, 

outperforming AdaBoost and Multinomial Naïve 

Bayes in cyberbullying detection. 

 

 

Figure 4: User Management and Offensive User 

Monitoring Module 

The figure [4] illustrates the administrator dashboard 

for monitoring registered users and managing 

cyberbullying activities. It displays user 

information, account status, profile details, and 

offensive post counts. Users exceeding the 

predefined threshold can be blocked by the 

administrator, enabling effective moderation and 

preventing repeated cyberbullying incidents on the 

social media platform. 

DISCUSSION 

 

The experimental evaluation demonstrates that the 

proposed cyberbullying detection framework 

effectively identifies offensive social media content 

using machine learning techniques combined with 

sentiment analysis. The application of text 

preprocessing and TF-IDF feature extraction 

significantly improved the quality of textual data, 

enabling the classifiers to distinguish offensive and 

non-offensive messages with greater accuracy. A 

comparative analysis of AdaBoost, Stochastic 

Gradient Descent (SGD), and Multinomial Naïve 

Bayes showed that each algorithm performed 

efficiently in classifying user posts, with slight 

variations in performance based on the 

characteristics of the dataset. The integration of 

sentiment analysis provided additional contextual 

information, reducing the likelihood of incorrect 

classifications for emotionally expressive messages. 

Furthermore, the automated user monitoring and 

offensive count mechanism enhanced the system's 

capability to identify repeated policy violations and 

support administrative decision-making. Although 

the proposed framework demonstrates reliable 

performance, its effectiveness depends on the 

quality and diversity of the training dataset. Future 

improvements may include transformer-based 

language models, multilingual support, sarcasm 

detection, and multimodal analysis to further 

increase classification accuracy and adaptability 

across different social media platforms.     

 

          

VI.CONCLUSION 

 

The proposed machine learning-based 

cyberbullying detection framework provides an 

effective solution for identifying offensive content 

on social media platforms and supporting safer 

online communication. By combining 

comprehensive text preprocessing, TF-IDF feature 

extraction, sentiment analysis, and multiple machine 

learning classifiers, the system accurately classifies 

user posts as offensive or non-offensive. The 

automated user monitoring mechanism further 

enhances the framework by tracking repeated 

violations and assisting administrators in taking 

appropriate moderation actions against users who 

consistently post harmful content. Experimental 

evaluation using accuracy, precision, recall, and F1-

score demonstrates the reliability and effectiveness 

of the proposed approach for cyberbullying 

detection. The system reduces the need for manual 

content moderation while improving the efficiency 

of online community management. Although the 

proposed framework achieves promising results, 

future work can focus on incorporating transformer-

based language models, multilingual text 

processing, sarcasm detection, and multimodal 

content analysis to further improve detection 

accuracy, scalability, and adaptability across diverse 

social media platforms. 
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