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Abstract— The rapid rise of synthetic media has
created serious concerns regarding the
authenticity of audio content. Detecting deep fake
audio has become increasingly important,
especially in areas such as digital security and
media verification. This project presents a web-
based system that uses deep learning techniques
to classify audio files as either real or fake. The
model combines Convolutional Neural Network
(CNN) and Long Short-Term Memory (LSTM)
to capture both feature patterns and time-based
dependencies in audio signals. The system allows
users to upload datasets, process audio files, and
train the model through a simple interface.
During experimentation, the dataset is divided
into training and testing portions to evaluate
performance effectively. The trained model
achieves an accuracy of around 95%, along with
strong precision and recall values. Visual tools
such as confusion matrix and training graphs are
used to better understand the model’s behavior.
In addition, users can upload new audio samples
and get instant predictions. The system performs
well in identifying manipulated audio, with only
a small number of incorrect predictions. Overall,
the project provides a practical and efficient
solution for deep fake audio detection and can be
useful in real-world applications.
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I. INTRODUCTION

The rapid increase in digital media and audio
manipulation technologies has created serious
challenges in verifying the authenticity of audio
content [4,7]. With the advancement of deep fake
techniques, it has become easier to generate
synthetic audio that closely mimics real human
voices, making manual detection difficult and
unreliable [8,10]. Traditional verification methods
rely on human judgment or basic signal analysis,
which are often insufficient when dealing with
complex audio patterns [3,6]. This creates a strong
need for automated systems that can accurately
identify fake audio. Deep learning techniques
provide an effective solution by analyzing both
spatial and temporal characteristics of audio signals
[11,14]. In this project, a web-based application is
developed where users can start a Python server,
access the system through a browser, and log in to
use various features such as dataset loading,
processing, and visualization, making the system
simple and accessible [16].

With the development of advanced deep learning
models, audio classification has become more
accurate and efficient compared to conventional
approaches [7,15]. In this system, a hybrid model
combining Convolutional Neural Network (CNN)
and Long Short-Term Memory (LSTM) is used to
analyze audio data [12,14]. The dataset is first
loaded and processed, then divided into training and
testing sets to evaluate model performance [11]. The
CNN component extracts important features from
audio signals, while the LSTM captures temporal
dependencies, improving overall detection
capability [14]. The model is evaluated using
performance metrics such as accuracy, precision,
recall, and Fl-score, along with graphical
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representations like confusion matrix and training
accuracy curves [16]. The results show that the
model achieves high accuracy, with correct
predictions dominating over misclassifications,
indicating its effectiveness in detecting deep fake
audio [9,10].

The developed system provides a complete platform
for audio analysis and deep fake detection through
an interactive interface [16]. Users can easily load
datasets, train the model, and view performance
results in both numerical and graphical formats. One
of the key features is the detection module, where
users can upload new audio files and receive
immediate classification results as either “Fake” or
“Original” [13]. The confusion matrix helps in
understanding prediction performance by clearly
showing correct and incorrect classifications [16].
Although the system demonstrates high accuracy, its

performance depends on the quality and diversity of

the dataset used for training [15]. Limited or biased
data may affect generalization to new samples.
Future improvements can focus on enhancing
dataset variety and incorporating more advanced
models to further improve detection accuracy and
robustness in real-world applications [7,12].

II. RELATED WORK

Hamza et al. (2022) [1] proposed an approach for
detecting deepfake audio by utilizing Mel-
Frequency Cepstral Coefficients (MFCC) combined
with machine learning algorithms. Their study
mainly focused on extracting important audio

features that capture the unique characteristics of

speech signals. These features were then used to
train classification models capable of distinguishing
between real and manipulated audio samples. The
authors emphasized that MFCC features are highly
effective in representing speech patterns, making
them suitable for deepfake detection tasks. Various
machine learning models were evaluated to
determine their performance in classification, and
the results showed that properly trained models can
achieve reliable accuracy. The study also
highlighted the importance of dataset quality and
preprocessing techniques in improving detection
performance. By analyzing different feature
extraction and classification combinations, the
research demonstrated that feature-based machine
learning approaches can serve as a strong baseline
for detecting synthetic audio. This work contributes
to the development of efficient detection systems by
showing that even traditional techniques, when
combined with proper feature engineering, can
effectively identify deepfake audio content in
practical scenarios.

Pham et al. (2024) [2] presented a deep learning-
based method for deepfake audio detection using
spectrogram features and an ensemble of multiple
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models. Their approach converts audio signals into
spectrogram representations, which allow models to
analyze both time and frequency information
effectively. The study utilized several deep learning
architectures and combined their outputs to improve
overall detection performance. This ensemble
strategy helped reduce errors and increased
robustness when handling diverse and complex
audio inputs. The authors demonstrated that
individual models may perform well on certain types
of data, but combining them provides more stable
and accurate results across different scenarios. Their
experimental evaluation showed improved accuracy
compared to single-model approaches, highlighting
the benefits of ensemble learning. The research also
discussed the challenges of detecting highly realistic
synthetic audio and emphasized the need for
advanced techniques to address such issues. By
integrating  spectrogram-based features = with
multiple deep learning models, this work provides a
more reliable solution for identifying manipulated
audio and contributes to the advancement of
deepfake detection systems in real-world
applications.

Kilinc and Kaledibi (2023) [3] investigated the use
of both machine learning and deep learning
techniques for detecting audio deepfakes. Their
study compared different algorithms to evaluate
their effectiveness in identifying manipulated audio
signals. Traditional machine learning models were
tested alongside deep learning approaches to
understand their strengths and limitations. The
results indicated that while machine learning models
can perform reasonably well with proper feature
extraction, deep learning methods provide better
accuracy due to their ability to automatically learn
complex patterns from raw data. The authors also
highlighted the importance of preprocessing steps,
such as noise reduction and feature normalization, in
improving model performance. Their analysis
showed that deep learning models, particularly those
using neural network architectures, are more
suitable for handling large and complex datasets.
The study provided valuable insights into selecting
appropriate techniques based on the nature of the
dataset and application requirements. Overall, this
work emphasized the growing importance of deep
learning in audio analysis and demonstrated that
combining different approaches can further enhance
detection performance.

Nguyen et al. (2022) [4] conducted a
comprehensive survey on deepfake creation and
detection techniques, focusing on the role of deep
learning in both areas. Their study reviewed various
methods used to generate synthetic media and the
corresponding techniques developed to detect such
manipulations. The authors categorized detection
approaches based on different modalities, including
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audio, image, and video, and provided a detailed
comparison of their performance. The survey
highlighted that deep learning models, especially
convolutional and recurrent neural networks, play a
significant role in identifying deepfake content. It
also discussed the challenges associated with
detection, such as increasing realism of generated
media and lack of large, high-quality datasets. The
study emphasized the need for continuous
improvement in detection techniques to keep pace
with advancements in deepfake generation methods.
Additionally, the authors pointed out the importance
of developing generalized models that can work
across different types of data. This work serves as a
valuable reference for researchers by summarizing
existing methods and identifying future research
directions in the field of deepfake detection.

Wani and Amerini (2023) [10] proposed a deep
learning-based approach for detecting deepfake
audio using spectrogram representations and
convolutional neural networks. Their method
involves converting audio signals into visual
spectrograms, which are then processed by CNN
models to extract meaningful patterns. The study
demonstrated that spectrograms provide a clear
representation of frequency variations, making it
easier for neural networks to identify inconsistencies
in fake audio. The authors evaluated their model on
different datasets and observed that CNN-based
approaches achieve high accuracy in classification
tasks. They also discussed how the model can
generalize to different types of audio manipulations
when trained on diverse data. The research
highlighted the effectiveness of combining signal
processing techniques with deep learning models to
improve detection performance. Furthermore, the
study addressed challenges such as noise and
variability in audio recordings, suggesting that
robust preprocessing techniques are essential. This
work contributes to the field by showing that visual
representation of audio data, when combined with
powerful CNN models, can significantly enhance
the detection of deepfake audio in practical
applications.

III. DATASET DETAILS

The dataset used in this project consists of a
collection of audio files designed for detecting deep
fake speech. It includes multiple audio samples
labeled as either “Original” or “Fake,” which serve
as the target classes for classification. These audio
files capture variations in voice patterns, tone, and
frequency that are essential for distinguishing
between real and manipulated content. Initially, the
dataset is loaded into the system through the
interface, where the total number of audio files is
displayed. Preprocessing steps are applied to convert
raw audio into suitable formats, such as extracting
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relevant features and transforming signals into
representations that can be used for model training.
Basic analysis is also performed to understand the
dataset size and distribution, ensuring that both
classes are properly represented. These steps help in
improving data quality and enable the model to learn
meaningful patterns from the audio signals.

After preprocessing, the dataset is divided into
training and testing sets, typically using an 80%—
20% split. The training data is used to build the CNN
+ LSTM deep learning model, while the testing data
is used to evaluate its performance on unseen audio
samples. The input consists of processed audio
features, and the output corresponds to class labels
indicating whether the audio is fake or original. The
system processes all audio files and displays the
number of samples used for training and testing.
Proper dataset splitting ensures that the model can
generalize well and avoids overfitting. The quality
of preprocessing and balanced data distribution
plays an important role in achieving high accuracy
during training and testing phases.

To support analysis and interpretation, the system
provides visual outputs such as confusion matrix and
training accuracy graphs. The confusion matrix
clearly shows the number of correct and incorrect
predictions, where most values are concentrated
along the diagonal, indicating strong model
performance. The training accuracy graph illustrates
how the model improves over multiple epochs,
gradually reaching higher accuracy levels. The
system reports performance metrics such as
accuracy, precision, recall, and Fl-score, with the
model achieving around 95% accuracy. These visual
and numerical results help users understand how
well the model performs on the dataset. By using a
well-processed dataset and clear evaluation
methods, the system ensures reliable detection of
deep fake audio in practical scenarios.

IV. PROPOSED METHODOLOGY

The proposed system follows a structured deep
learning approach for detecting deep fake audio
using a combination of CNN and LSTM models.
Initially, the audio dataset is uploaded into the
system through a web-based interface after starting
the Python server. The dataset consists of audio files
labeled as “Original” or “Fake.” Once uploaded, the
system performs preprocessing steps such as
converting audio signals into suitable formats,
extracting important features, and transforming
them into representations like spectrograms or
numerical feature sets. Basic information such as the
number of audio files and dataset size is displayed to
the user. The dataset is then divided into training and
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testing sets, typically using an 80%-20% split,
ensuring that the model is evaluated on unseen data.
This preparation stage is essential for improving
data quality and enabling the model to learn
meaningful audio patterns effectively.

The core of the system is the hybrid CNN + LSTM
model, which is designed to capture both spatial and
temporal features of audio signals. The CNN
component is responsible for extracting important
patterns from audio representations, while the
LSTM captures sequential dependencies over time,
improving detection accuracy. During training, the
model processes the training data over multiple
epochs, gradually improving its performance by
minimizing prediction errors. The system displays
performance metrics such as accuracy, precision,
recall, and Fl-score in a tabular format.
Additionally, graphical outputs like confusion
matrix and training accuracy curves are generated to
visualize model performance. The confusion matrix
highlights correct and incorrect predictions, while
the accuracy graph shows steady improvement as
training progresses. The model achieves high
accuracy, demonstrating its effectiveness in
identifying deep fake audio.

After training, the model is integrated into an
interactive detection module that allows users to
upload new audio files for testing. Once an audio file
is selected and submitted, the system processes it
and provides an immediate result indicating whether
the audio is “Fake” or “Original.” This real-time
prediction capability makes the system practical for
real-world applications. The interface is designed to
be simple and user-friendly, enabling easy
navigation between dataset processing, model
training, and detection features. Although the system
achieves strong performance, its accuracy depends
on the quality and diversity of the dataset used.
Future improvements can include expanding the
dataset and incorporating advanced architectures to
further enhance detection reliability and robustness.

Server Initialization Module User Authentication Module

« Install Python & Dependencies « User Login

« Run Application (Startup Server) « Access Dashboard

Dataset Loading & Processing Module

» Upload Audio Dataset

+ Preprocess & Split Data

Model Training Module

« Train CNN + LSTM Model

» Evaluate Performance

Deep Fake Detection Module

+ Upload Audio File

« Predict Fake or Original

Figure [1]: System Architecture of Deep Fake
Audio Detection

Figure [1] illustrates the overall workflow of the
deep fake audio detection system. The process
begins with the server initialization stage, where the
required environment is set up by installing
dependencies and starting the Python server. Once
the server is running, users access the system
through a web interface and log in using the
authentication module. After successful login, users
can upload an audio dataset, which is handled in the
dataset loading and processing stage. In this phase,
the system processes the audio files, extracts
relevant features, and splits the dataset into training
and testing sets, typically in an 80%—-20% ratio. In
the model training phase, a hybrid CNN + LSTM
deep learning model is applied to learn patterns from
the processed audio data. The system evaluates
model performance using metrics such as accuracy,
precision, recall, and Fl-score, along with visual
outputs like confusion matrix and training accuracy
graphs. Finally, in the detection stage, users can
upload new audio files, and the system classifies
them as either “Fake” or “Original,” displaying the
results directly through the interface.

V.RESULTS AND DISCUSSION

The experimental results show that the deep fake
audio detection system performs efficiently in
classifying audio samples as “Original” or “Fake.”
After loading and preprocessing the dataset, the
CNN + LSTM model was trained and evaluated
using the processed data. The model achieved an
accuracy of around 95%, indicating strong
capability in identifying manipulated audio patterns.
The system displays performance metrics such as
precision, recall, and F1-score in a structured format,
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confirming the consistency of the model across
different evaluation measures. The results highlight
that the hybrid deep learning approach is effective in
capturing both spatial and temporal features of audio
signals.

The  evaluation process includes  visual
representations such as confusion matrix and
training accuracy graphs. The confusion matrix
shows that most predictions fall along the diagonal,
which indicates a high number of correct
classifications and very few errors. This reflects the
reliability of the trained model in distinguishing
between real and fake audio samples. The training
accuracy graph further demonstrates that the model
improves steadily with each epoch, gradually
reaching a high accuracy level close to 1. These
visual outputs help in clearly understanding the
learning behaviour and performance of the model.

In the final stage, the system allows users to upload
new audio files for testing, and it provides
immediate classification results. The outputs show
that the system correctly identifies uploaded samples
as either “Fake” or “Original,” demonstrating its
practical usability. The ability to perform real-time
detection makes the system suitable for real-world
applications such as media verification and digital
forensics. Overall, the results confirm that the
developed system is accurate, reliable, and capable
of effectively detecting deep fake audio.

Figure[2]: Model Training Results and
Performance Evaluation

The figure displays the results obtained after training
the Deep Fake Audio Detection system using the
CNN + LSTM model. It shows important
performance measures such as accuracy (95.0%),
precision (95.833%), recall (94.444%), and F1-score
(94.885), which reflect the effectiveness of the
model in classifying audio samples. A confusion
matrix is included to represent the classification
results between “Fake” and “Original” audio, clearly
indicating correct and incorrect predictions. The
figure also contains a training accuracy graph that
illustrates how the model’s performance improves
over multiple epochs, with accuracy gradually
increasing during the training process. This interface
provides a clear understanding of how well the
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model performs and confirms the reliability of the
deep learning approach for detecting deep fake
audio.

Figure[3]: Deep Fake Audio Detection Result
Interface

The figure presents the output screen of the Deep
Fake Audio Detection system after an audio file is
uploaded for testing. The system analyzes the input
using the trained CNN + LSTM model and displays
the final classification result. The menu bar includes
options such as dataset processing, model training,
detection, and logout, showing the complete
functionality of the application. In this example, the
uploaded audio is classified as “Original,” indicating
the model’s ability to correctly differentiate between
real and manipulated audio. A waveform image is
also displayed, representing the audio features
considered during the prediction process. This
interface represents the final stage of the system,
where users can check the authenticity of audio files
easily.
DISCUSSION

The results obtained from the system explain how
effectively the deep learning model works in
detecting fake audio from real audio samples. The
CNN + LSTM model was applied to the processed
dataset, and the outputs show that the system can
classify audio files with high accuracy. From the
results, it is clear that most of the fake audio samples
are correctly identified, and original audio files are
also classified accurately. The performance metrics
such as accuracy, precision, recall, and F1-score
indicate that the model is able to learn meaningful
patterns from the audio data. The confusion matrix
further confirms that correct predictions are
significantly higher than incorrect ones, showing the
reliability of the system.

Another important observation is the role of
preprocessing in improving system performance.
When the audio dataset is properly processed,
including feature extraction and correct splitting into
training and testing sets, the model performs more
efficiently. The graphical outputs, such as the
confusion matrix and training accuracy curve, help
in understanding how well the model learns over
time. The accuracy graph shows a steady increase as
the number of training epochs increases, indicating
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that the model is improving its predictions gradually.
These visualizations make it easier to analyze the
behavior of the model and its learning capability.
The system also demonstrates practical usability
through its real-time detection feature. Users can
upload new audio files and receive immediate
results, which makes the system suitable for real-
world applications. The ability to test multiple
samples and obtain quick predictions adds to its
usefulness. Although the model shows high
accuracy, its performance still depends on the
quality and diversity of the dataset. Overall, the
system provides an efficient and simple approach for
detecting deep fake audio and helps users
understand model performance through clear
outputs and visual representations.

VI. CONCLUSION

The developed system provides an effective solution
for detecting deep fake audio using a hybrid CNN
and LSTM model. From the overall implementation
and results, it is clear that the system can accurately
classify audio files as “Original” or “Fake.” The
process of loading and processing the dataset,
followed by model training and evaluation, ensures
that the system learns meaningful patterns from
audio signals. The achieved accuracy of around 95%
shows that the model performs well in identifying
manipulated audio with minimal errors. The
inclusion of performance metrics such as precision,
recall, and Fl-score, along with visual tools like
confusion matrix and training accuracy graphs,
helps in clearly understanding the behavior of the
model. These results indicate that the system is
reliable and capable of handling audio classification
tasks efficiently. The step-by-step workflow,
starting from server initialization to final detection,
makes the system organized and easy to use.
Another important advantage of the system is its
real-time detection capability. Users can upload new
audio files and quickly receive classification results,
making it suitable for practical applications such as
media verification and digital forensics. Although
the system shows strong performance, further
improvements can be made by using larger and more
diverse datasets. Overall, the project demonstrates a
simple, accurate, and user-friendly approach for
deep fake audio detection using deep learning
techniques.
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