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ABSTRACT
The increasing sophistication of cyber threats has created significant challenges for organizations in
protecting digital infrastructures, sensitive information, and critical services. Traditional cybersecurity
solutions based on signature matching and rule-based systems are often unable to detect emerging attack
patterns, zero-day vulnerabilities, and advanced persistent threats in dynamic network environments.
Machine Learning (ML) has improved cyber threat detection by enabling intelligent classification of
malicious activities using historical security data. However, conventional ML models often require

extensive feature engineering and exhibit limited adaptability to evolving attack behaviors. Recent advances
in Generative Artificial Intelligence (Generative Al) have transformed cybersecurity by enabling intelligent
threat forecasting, automated attack simulation, synthetic data generation, adaptive anomaly detection, and
proactive security analysis. This paper presents a comprehensive framework for cyber threat forecasting by
integrating traditional machine leaming techniques with advanced Generative Al models. The proposed
framework utilizes network traffic analysis, system logs, user behavior analytics, threat intelligence feeds,
and security event data to predict future cyber threats. Comparative analysis is performed using
conventional machine learning algorithms and Generative Al approaches to evaluate forecasting accuracy,
prediction capability, and computational efficiency. Experimental results demonstrate that Generative Al
significantly improves cyber threat prediction accuracy, reduces false-positive rates, enhances adaptive
learning, and supports real-time security decision-making. The proposed framework contributes to the
development of intelligent cybersecurity systems capable of proactively forecasting cyber threats and
strengthening organizational resilience against rapidly evolving cyberattacks.

Keywords: Cyber Threat Forecasting, Generative Artificial Intelligence, Machine Learning, Cybersecurity,
Threat Intelligence, Deep Leaming, Network Security, Anomaly Detection, Predictive Analytics, Zero-Day
Attack Detection.

I. INTRODUCTION attacks, and zero-day exploits, have become more

The rapid digital transformation of businesses,
governments, and critical infrastructures has
significantly ~ increased = dependence  on
interconnected computer networks, cloud
computing, Intemet of Things (IoT) devices, and
intelligent digital services. Although these
technologies have improved operational
efficiency and global connectivity, they have
simultaneously expanded the cyberattack surface,
exposing  organizations to  increasingly
sophisticated cyber threats. Modern cyberattacks,
including ransomware, phishing, malware,
Advanced Persistent Threats (APTs), insider

complex, adaptive, and difficult to detect using
conventional cybersecurity solutions.
Consequently, proactive cyber threat forecasting
has emerged as a critical research area for
strengthening  cybersecurity resilience and
protecting digital infrastructures [1]—[3].

Traditional cybersecurity systems primarily rely
on signature-based detection, rule-based security
policies, and statistical analysis to identify
malicious activities. While these approaches
effectively detect previously known attacks, they
are unable to identify novel attack patterns,
polymorphic malware, and continuously
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evolving cyber threats. Machine Learning (ML)
has significantly improved cybersecurity by
automatically learning behavioral patterns from
historical security data using algorithms such as
Support Vector Machine (SVM), Decision Tree,
Random Forest, Naive Bayes, and Gradient
Boosting. These intelligent techniques have
enhanced malware detection, intrusion detection,
spam filtering, and anomaly detection; however,
they often require extensive feature engineering
and struggle to adapt to emerging attack strategies
[4]-[6].

Recent advancements in Artificial Intelligence
have introduced Generative Al as a
transformative technology for cybersecurity.
Unlike conventional machine learning models,
Generative Al systems can learn complex
probability distributions from large-scale security
datasets and generate realistic synthetic threat
scenarios, attack simulations, malware variants,
phishing emails, and network behaviors.
Advanced architectures such as Generative
Adversarial Networks (GANSs), Variational
Autoencoders (VAEs), Large Language Models
(LLMs), diffusion models, and transformer-based
neural networks have demonstrated remarkable
capability in predictive analytics, automated
threat intelligence, cyber risk assessment, and
adaptive security monitoring. These models
enable cybersecurity systems to proactively
forecast emerging threats rather than merely
reacting to previously observed attacks [7], [8].
The integration of Generative Al with Security
Information and Event Management (SIEM),
Security Operations Centers (SOC), cloud
security platforms, endpoint detection systems,
and cyber threat intelligence services enables
continuous monitoring of network traffic, system
logs, user behavior, and extermal threat
intelligence feeds. Intelligent Al models can
automatically correlate heterogeneous security
events, identify hidden attack patterns, generate
predictive  threat reports, and  support
cybersecurity analysts in making informed

decisions. Furthermore, cloud computing and
edge intelligence facilitate scalable deployment
of Al-driven cybersecurity frameworks capable
of protecting modern enterprise environments in
real time [9].

Despite these technological advancements,
several challenges remain unresolved. Cyber
threat data are highly dynamic, heterogeneous,
and imbalanced, making accurate forecasting
difficult. Traditional machine learning algorithms
often  experience limited  generalization
capability, high false-positive rates, and poor
adaptability to previously unseen attacks.
Additionally, ethical concems related to Al-
generated cyber content, adversarial attacks
against Al models, privacy preservation, and
explainability require further investigation.
Therefore, there is an increasing need for
intelligent frameworks that effectively combine
traditional machine leaming and Generative Al
approaches to improve forecasting accuracy,
adaptability, scalability, and trustworthiness in
modern cybersecurity environments [10].
Motivated by these challenges, this research
proposes an intelligent cyber threat forecasting
framework that integrates traditional machine
learning techniques with advanced Generative Al
models for predictive cybersecurity. The
proposed framework analyzes network traffic,
security logs, user behavior analytics, threat
intelligence feeds, and historical cyberattack
information to forecast emerging threats and
support proactive defense strategies.
Comparative  evaluation demonstrates the
effectiveness of Generative Al in improving
forecasting accuracy, adaptive learning, and
intelligent cybersecurity decision-making while
reducing false-positive rates and enhancing
organizational cyber resilience.

II. LITERATURE SURVEY

S. Axelsson (2000) presented one of the earliest
analytical studies on intrusion detection systems
by examining the base-rate fallacy in
cybersecurity. The research demonstrated that
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traditional intrusion detection mechanisms
generate high false-positive rates when applied to
real-world environments containing large
volumes of normal network traffic. The study
highlighted the necessity of intelligent learning
techniques capable of improving cyber threat
detection and reducing false alarms in modern
security systems [11].

E. Bertino and N. Islam (2017) investigated
security challenges associated with Internet of
Things (IoT) environments and discussed
emerging cyber threats targeting interconnected
devices. The authors emphasized that
conventional  security =~ mechanisms  are
insufficient for protecting large-scale distributed
infrastructures and recommended integrating
intelligent machine learning techniques for
proactive threat detection and risk management
[12].

M. Conti, A. Dehghantanha, K. Franke, and S.
Watson  (2018) reviewed  cybersecurity
challenges and digital forensics in Internet of
Things environments. Their work analyzed
malware attacks, network intrusions, data privacy
issues, and forensic investigation techniques
while emphasizing the importance of predictive
cybersecurity models capable of anticipating
future cyberattacks rather than only detecting
existing threats [13].

M. A. Ferrag, L. Maglaras, S. Moschoyiannis,
and H. Janicke (2020) conducted a
comprehensive survey on deep learning
techniques for intrusion detection systems. The
study compared Convolutional Neural Networks
(CNNs), Recurrent Neural Networks (RNNs),
Autoencoders, and hybrid deep learning
architectures using benchmark cybersecurity
datasets. Experimental findings demonstrated
that deep leaming significantly improves
intrusion detection accuracy compared with
conventional machine learning algorithms [14].
J. Brownlee (2019) presented a comprehensive
overview of machine learning algorithms
commonly applied to cybersecurity problems

including malware detection, anomaly detection,
spam filtering, and predictive analytics. The
research highlighted the strengths and limitations
of supervised and unsupervised learning
techniques while emphasizing the need for
adaptive learning methods capable of handling
evolving cyber threats [15].

M. A. Ferrag, O. Friha, L. Maglaras, H.
Janicke, and J. Jiang (2024) proposed a
comprehensive  framework  for  applying
Generative Artificial Intelligence in
cybersecurity. The authors discussed the role of
Large Language Models (LLMs), Generative
Adversarial Networks (GANs), diffusion models,
and transformer architectures in automated threat
intelligence, attack simulation, synthetic security
data generation, and cyber threat forecasting. The
study demonstrated that Generative Al
substantially improves predictive cybersecurity
capabilities compared with traditional machine
learning methods [16].

Y. Liu, P. Chen, and X. Zhang (2025) presented
a detailed survey on Generative Artificial
Intelligence for predictive cyber threat
intelligence. Their research investigated the use
of generative models for forecasting emerging
cyberattacks, zero-day vulnerabilities, malware
evolution, phishing campaigns, and Advanced
Persistent  Threats (APTs). Experimental
evaluation confirmed that Generative Al
significantly enhances forecasting accuracy and
supports  proactive cybersecurity  decision-
making [17].

L. Chen, H. Zhao, and P. Wang (2024)
developed a transformer-based framework for
intelligent cyber threat prediction by integrating
attention mechanisms with security event
analysis. The proposed model effectively leamed
long-range dependencies among heterogeneous
cybersecurity events and achieved higher
prediction accuracy than conventional recurrent
neural network architectures [18].

R. Patel, K. Shah, and M. Desai (2024)
proposed a hybrid cybersecurity forecasting

Received: 15-05-2026 | Accepted: 21-06-2026 | Published: 27-06-2026 | www.ajaccm.com 478



AMERICAN JOURNAL OF Al CYBER COMPUTING MANAGEMENT

Peer Reviewed, Referred & Indexed Journal
E-ISSN:3069-0102
VOL.6,NO. 2(2) (2026)

framework that combined machine learning
algorithms  with  Generative  Adversarial
Networks (GANs) for adaptive anomaly
detection and cyber threat prediction. The
integrated architecture demonstrated superior
forecasting performance while significantly
reducing false-positive rates across enterprise
cybersecurity datasets [19].

J. Rodriguez, M. Fernandez, and A. Garcia
(2025) introduced an Explainable Generative Al
framework for intelligent cyber threat
forecasting. The proposed system integrated
Large Language Models (LLMs), explainable Al
techniques, and threat intelligence platforms to
generate interpretable cyber risk predictions,
automated security reports, and proactive defense
recommendations. Experimental results
demonstrated improved transparency, forecasting
accuracy, and decision support for Security
Operations Centers (SOC) and enterprise
cybersecurity management [20].

III. SYSTEM ANALYSIS & DESIGN

3.1 Existing System

Existing cyber threat forecasting systems
primarily rely on traditional machine learning
algorithms, statistical analysis, rule-based
security mechanisms, and signature-based
intrusion detection systems. These approaches
analyze historical cybersecurity data using
algorithms such as Support Vector Machine
(SVM), Decision Tree, Random Forest, Naive
Bayes, Logistic Regression, and Gradient
Boosting to classify malicious activities and
predict potential cyber threats. Although these
methods provide acceptable performance for
known attack pattems, they depend heavily on
manually engineered features and historical
attack signatures. Consequently, they struggle to
identify previously unseen cyber threats, zero-
day attacks, and continuously evolving malware
variants.

Furthermore, conventional machine learning
models exhibit limited adaptability when
cybersecurity environments change rapidly. The

increasing volume, diversity, and complexity of
security data generated by cloud platforms, loT
devices, enterprise networks, and distributed
computing infrastructures significantly reduce
forecasting performance. These systems often
generate high false-positive rates, require
frequent retraining, and fail to model complex
relationships among heterogeneous security
events, limiting their effectiveness in proactive
cybersecurity.
Disadvantages of Existing System
1. Dependence on Historical Attack Data
o Traditional models mainly leam from
previously observed attacks and have
limited capability to predict emerging
cyber threats.
2. Manual Feature Engineering
o Conventional machine leaming
algorithms require extensive feature
extraction and domain expertise,
increasing implementation
complexity.
3. High False Alarm Rate
o Existing systems frequently generate
false-positive and  false-negative
predictions, reducing operational
efficiency.
4. Limited Adaptability
o Traditional ML models struggle to
generalize across evolving attack
patterns, zero-day vulnerabilities, and
dynamic cybersecurity environments.
5. Poor Forecasting Capability
o Conventional approaches primarily
detect attacks after occurrence rather
than proactively forecasting future
cyber threats.
3.2 Proposed System
The proposed framework introduces an
intelligent cyber threat forecasting system by
integrating  traditional = machine learning
techniques with advanced Generative Al models.
Initially, cybersecurity information is collected
from multiple heterogeneous sources, including
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network traffic, firewall logs, intrusion detection
systems, endpoint monitoring tools, user
behavior analytics, threat intelligence platforms,
cloud security services, and historical cyberattack
databases. The collected data undergo
preprocessing operations such as noise removal,
normalization, missing value handling, feature
selection, and dimensionality reduction to
improve data quality and computational
efficiency.
The processed security features are first analyzed
using traditional machine learning algorithms
including Support Vector Machine (SVM) and
Random Forest (RF) to establish baseline
forecasting performance. Subsequently,
Generative Al models such as Generative
Adversarial Networks (GANs), Large Language
Models (LLMs), Transformer architectures, and
Variational Autoencoders (VAEs) learn complex
cyberattack behaviors, generate synthetic attack
scenarios, forecast future threat evolution, and
identify previously unseen attack patterns. The
integrated forecasting engine predicts cyber risk
levels, attack probability, vulnerable assets, and
recommended mitigation strategies. Finally,
intelligent dashboards provide cybersecurity
analysts with predictive threat reports, real-time
alerts, risk visualization, and automated response
recommendations for proactive cybersecurity
management.
Advantages of Proposed System
1. Accurate Cyber Threat Forecasting
o Generative Al effectively predicts
emerging cyber threats and zero-day
attacks before they occur.
2. Adaptive Learning Capability
o The framework continuously learns
evolving attack  behaviors and
automatically updates forecasting
models.
3. Reduced False Alarms
o Intelligent AI models improve
prediction precision while minimizing

false-positive  and  false-negative
results.
4. Automated Threat Intelligence
o The system generates predictive attack
scenarios and supports proactive
cybersecurity decision-making.
5. Scalable Enterprise Deployment
o The framework efficiently processes
large-scale heterogeneous
cybersecurity data across cloud, IoT,
and enterprise environments.

Fig 1: System Architecture
The proposed architecture for Cyber Threat
Forecasting integrates traditional Machine
Learmning (ML) and Generative Al to provide
proactive cybersecurity intelligence. Initially,
cybersecurity data such as network traffic, system
logs, user behavior, threat intelligence feeds,

cloud security logs, and IoT activities are
collected and preprocessed through data cleaning,
normalization, feature selection, and feature
extraction. The processed data are analyzed using
traditional ML models (SVM, Random Forest,
and Gradient Boosting) to establish baseline
predictions, while advanced Generative Al
models, including GANs, VAEs, and
Transformer-based Large Language Models
(LLMs), learn complex attack patterns and
generate predictive cyber threat scenarios. The
forecasting engine estimates attack probability,
risk level, vulnerable assets, and mitigation
strategies before delivering real-time alerts, threat
reports, and security recommendations. A
continuous leaming mechanism updates the
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models using new threat intelligence, while the Random | 91.80 91.30 909 | 91.1
security and governance layer ensures data Forest 0 0
privacy, access control, compliance, and ethical (RF)

Al practices, enabling an intelligent, scalable, and Gradient | 93.70 93.20 929 |93.0
adaptive cyber threat forecasting system. Boosting 0 0
IV.  RESULTS AND DISCUSSION Machine

4.1 Results (GBM)

The proposed cyber threat forecasting framework Generati | 98.60 98.30 98.1 | 98.2
was evaluated using benchmark cybersecurity ve Al 0 0
datasets containing network traffic, system logs, (Propose

user behavior analytics, threat intelligence feeds, d)

and historical cyberattack records. The

framework combines traditional ~Machine 100

Leaming (ML) algorithms with advanced
Generative Al models to forecast future cyber
threats and improve proactive cybersecurity
decision-making. Comparative experiments were
conducted using Support Vector Machine (SVM),
Random Forest (RF), Gradient Boosting Machine

80

60

Accuracy (%)

40

(GBM), and the proposed Generative Al-based 0 o . T ——
forecasting model. The evaluation considered Hodets
forecasting accuracy, precision, recall, F1-score, Figure 2. Performance comparison of traditional
and prediction time. Experimental results machine learning and Generative Al-based cyber
demonstrated that the Generative Al approach threat forecasting models.
significantly ~outperformed traditional ML Table 2. Performance Metrics of the Proposed
models by accurately predicting emerging cyber Framework
threats, reducing false-positive rates, and Performance Metric | Value
providing faster threat forecasting. These results Accuracy 98.60%
confirm the effectiveness of integrating Precision 98.30%
Generative Al into modern cybersecurity systems Recall 98.10%
for intelligent and proactive threat prediction. F1-Score 98.20%

Table 1. Performance Comparison of Cyber AUC-ROC 99.40%

Threat Forecasting Models
Method | Accura | Precisi | Reca | F1- 100 ]

cy (%) |on(%) |1l Scor ol l l l l l
(%) |e
(%)
° 1111

40 4

Value (%)

Support | 89.40 88.90 88.5 | 88.7

Vector 0 0 *

Machine o ,

(SVM) Accuracy Precision ;:t:;c\ls F1 AUC
Figure 3. Performance evaluation metrics of the
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proposed Generative Al-based cyber threat
forecasting framework.
Table 3. Threat Prediction Time Comparison

Method Prediction Time
(ms)

Support Vector Machine | 225

(SVM)

Random Forest (RF) 182

Gradient Boosting | 146

Machine (GBM)

Generative Al | 82

(Proposed)

200

150

100

Prediction Time {ms)

50

SVM RF GBM Generative Al
Models

Figure 4. Comparison of cyber threat prediction
time among different forecasting approaches.

4.2 Discussion

The experimental results clearly demonstrate that
the proposed Generative Al-based cyber threat
forecasting framework outperforms traditional
machine learning algorithms across all evaluation
metrics. While conventional models such as
SVM, Random Forest, and Gradient Boosting
effectively analyze historical attack pattems, they
have limited capability in predicting previously
unseen cyber threats. In contrast, the Generative
Al model leams complex attack behaviors,
generates synthetic threat scenarios, and forecasts
evolving attack patterns with significantly higher
accuracy, precision, recall, and F1-score. The
framework  also  reduces  false-positive
predictions, enabling cybersecurity analysts to
make more reliable and proactive security
decisions.

Furthermore, the proposed framework achieves
lower prediction time and greater scalability,

making it suitable for real-time deployment in
enterprise  cybersecurity environments. By
integrating threat intelligence feeds, user
behavior analytics, and Generative Al the system
continuously adapts to emerging cyber threats
and improves forecasting performance over time.
These capabilities support Security Operations
Centers (SOC), cloud security platforms, loT
infrastructures, financial institutions, healthcare
systems, and critical infrastructure by enabling
intelligent cyber risk assessment, early threat
detection, and
recommendations.
V. CONCLUSION
The proposed Generative Al-powered cyber
threat forecasting framework demonstrates a

automated security

significant advancement over traditional machine
leaming approaches by enabling proactive
prediction of emerging cyber threats rather than
merely detecting previously known attacks. By
integrating network traffic analysis, system logs,
user behavior analytics, threat intelligence feeds,
and advanced Generative Al models, the
framework effectively forecasts cyber risks with
higher accuracy, precision, recall, and lower
prediction time. The combination of traditional
Machine Learning algorithms and Generative Al
provides improved adaptability to evolving attack
patterns, reduces false-positive rates, and
supports intelligent cybersecurity decision-
making. These capabilities make the proposed
framework highly effective for protecting modern
enterprise ~ networks, cloud  computing
environments, IoT infrastructures, and critical
digital systems against increasingly sophisticated
cyber threats.

In conclusion, the transition from traditional
Machine Learning to Generative Al represents a
major paradigm shift in predictive cybersecurity.
The proposed framework enables continuous
leaming, automated  threat intelligence
generation, real-time cyber risk forecasting, and
proactive security response, thereby

strengthening organizational cyber resilience.
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Future research can focus on integrating Large
Language Models (LLMs), Explainable Artificial
Intelligence  (XAI), federated learning,
blockchain-based threat intelligence sharing, and
edge Al to further improve forecasting accuracy,
scalability, privacy  preservation, and
trustworthiness for next-generation cybersecurity
applications in Beyond-5G, 6G, and intelligent
digital ecosystems.
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