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Abstract— This project presents a secure and 

efficient federated learning framework designed 

to improve model accuracy while defending 

against malicious updates. The system enables a 

centralized server and multiple clients to 

collaboratively train machine learning models 

without sharing raw data. A graphical interface 

is used to upload and preprocess the MNIST 

dataset, train models, and communicate with the 

server. The proposed approach incorporates 

LOMAR-based techniques to evaluate model 

integrity and detect poisoned updates. 

Experimental results show that genuine models 

achieve high accuracy, while malicious models 

are identified and rejected by the server. 

Additionally, model compression techniques are 

applied to reduce communication overhead, 

improving efficiency in distributed 

environments. Comparative graphs demonstrate 

that the proposed method outperforms 

traditional approaches in terms of accuracy and 

model size. Overall, the system ensures secure, 

scalable, and reliable federated learning suitable 

for real-world applications. 
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I. INTRODUCTION 

 

Federated learning has emerged as a powerful 

paradigm that enables multiple clients to 

collaboratively train machine learning models 

without sharing sensitive data [1][2]. This approach 

is particularly useful in privacy-sensitive 

environments such as healthcare, finance, and 

mobile applications. Instead of transferring raw 

data to a central server, each client trains a local 

model and shares only the model updates. The 

central server then aggregates these updates to 

build a global model. This decentralized training 

process helps preserve user privacy while still 

benefiting from distributed data sources [2]. 

However, federated learning systems face several 

challenges, including communication overhead, 

model inconsistency, and vulnerability to malicious 

attacks [5][15]. Ensuring the reliability and 

accuracy of aggregated models is critical for 

practical deployment. Therefore, designing secure 

and efficient federated learning frameworks has 

become an important research area in modern 

machine learning systems [1]. 

One of the major challenges in federated learning is 

the presence of adversarial or poisoned models 

[4][9]. Malicious clients may intentionally upload 

corrupted updates to degrade the performance of 

the global model. These attacks can significantly 

impact the accuracy and reliability of the system 

[10]. Detecting such harmful contributions is 

difficult because the server does not have access to 

the original training data. To address this issue, 

robust validation techniques must be implemented 

to differentiate between genuine and malicious 

model updates [11][12]. The proposed system 

integrates advanced techniques to identify poisoned 

models based on their performance and behavior. 

By analyzing accuracy variations and model 

characteristics, the system can effectively reject 

suspicious updates. This enhances the overall 

robustness of the federated learning framework and 

ensures that only reliable contributions are 

considered during model aggregation [13]. 

 

To improve the reliability of the system, the 

proposed approach incorporates LOMAR-based 

techniques for model validation. These techniques 

allow the server to independently evaluate the 

received models using its own test dataset. By 

comparing the performance of incoming models, 

the server can determine whether they are genuine 
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or potentially poisoned. Experimental results show 

that genuine models achieve high accuracy, while 

malicious models exhibit lower performance and 

are rejected. This selective aggregation process 

enhances the quality of the global model. 

Furthermore, the system provides visual 

representations of accuracy comparisons through 

graphs, making it easier to analyze performance 

differences between techniques. Such evaluation 

mechanisms are essential for building trustworthy 

federated learning systems that can operate 

effectively in real-world scenarios [14][16]. 

 

II. RELATED WORK 

  

Konečný et al., [2017] [1] Konečný and colleagues 

introduced federated learning as a distributed 

approach focused on improving communication 

efficiency during model training. Their work 

emphasizes reducing the amount of data exchanged 

between clients and the central server by sharing 

only model updates instead of raw datasets. They 

proposed optimization strategies such as structured 

updates and compression techniques to minimize 

bandwidth usage. The study highlights the 

importance of scalability in large networks with 

multiple devices. It also discusses challenges like 

system heterogeneity and limited client resources. 

Their approach significantly reduces 

communication costs while maintaining model 

performance. This work laid the foundation for 

modern federated learning systems. It is widely 

considered a key contribution in enabling privacy-

preserving machine learning. Overall, the paper 

provides important insights into efficient 

distributed training mechanisms. 

 

McMahan et al., [2017] [2] McMahan and co-

authors presented a communication-efficient 

method for training deep neural networks using 

decentralized data. They introduced the Federated 

Averaging (FedAvg) algorithm, which allows 

multiple clients to train models locally and send 

updates to a central server for aggregation. Their 

approach significantly reduces the number of 

communication rounds required for convergence. 

The study demonstrates how federated learning can 

be applied to real-world applications such as 

mobile devices. It also addresses issues related to 

data privacy by ensuring that user data remains on 

local devices. Experimental results show that the 

proposed method achieves high accuracy with 

reduced communication overhead. The paper 

highlights the balance between local computation 

and global model updates. This research is 

considered a foundational work in federated 

learning. It has influenced many subsequent studies 

in distributed machine learning. 

 

Bagdasaryan et al., [2018] [4] Bagdasaryan and 

team explored the vulnerabilities of federated 

learning systems to backdoor attacks. Their study 

demonstrates how malicious participants can 

manipulate model updates to introduce hidden 

behaviours into the global model. These attacks are 

difficult to detect because they maintain high 

accuracy on normal data while behaving incorrectly 

on specific inputs. The authors proposed attack 

strategies that exploit the aggregation process of 

federated learning. They also discussed the 

limitations of existing defence mechanisms in 

detecting such attacks. The research highlights the 

need for robust validation techniques to ensure 

model integrity. Their findings reveal serious 

security concerns in collaborative learning 

environments. This work has encouraged further 

research into secure federated learning systems. It 

remains a significant contribution in understanding 

adversarial threats. 

 

Fang et al., [2020] [9] Fang and colleagues 

investigated local model poisoning attacks in 

federated learning environments. Their research 

focuses on how attackers can manipulate local 

updates to degrade the global model’s performance. 

The study evaluates the effectiveness of various 

Byzantine-robust aggregation methods against such 

attacks. Experimental results show that even 

advanced defence techniques can be vulnerable 

under certain conditions. The authors also proposed 

improved attack strategies that can bypass 

traditional defences. Their work highlights the 

limitations of existing robustness mechanisms in 

distributed learning. It emphasizes the need for 

stronger security frameworks to protect against 

adversarial behaviour. The paper contributes to a 

deeper understanding of poisoning attacks. It also 

provides insights into improving model aggregation 

strategies. Overall, the study is important for 

enhancing federated learning security. 

 

Blanchard et al., [2017] [11] Blanchard and co-

authors introduced Byzantine-tolerant gradient 

descent methods for secure distributed machine 

learning. Their work focuses on handling malicious 

or faulty participants during the training process. 

They proposed aggregation rules such as Krum to 

filter out harmful updates before combining them 

into the global model. The study demonstrates that 

traditional averaging methods are not reliable in 

adversarial environments. Their approach ensures 

that only trustworthy updates contribute to model 

training. The research provides theoretical 

guarantees for robustness against Byzantine 

failures. Experimental evaluations confirm the 

effectiveness of their proposed method. This work 

is considered a key contribution to secure 

distributed optimization. It has influenced many 

later studies in federated learning defense 
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mechanisms. Overall, it strengthens the reliability 

of collaborative learning systems. 

 

 

III. DATASET DETAILS 

 

The dataset used in this project is the MNIST 

dataset, which is a widely recognized benchmark in 

the field of machine learning and computer vision. 

It consists of grayscale images representing 

handwritten digits from 0 to 9, making it suitable 

for classification tasks. Each image is of size 28×28 

pixels, where pixel intensity values range from 0 to 

255. The dataset contains a total of 70,000 images, 

divided into 60,000 training samples and 10,000 

testing samples. These images are labeled, allowing 

supervised learning techniques to be applied 

effectively. The simplicity and structured nature of 

the dataset make it ideal for evaluating different 

machine learning models. In this project, the 

dataset is uploaded through the client interface, 

enabling users to interactively load and visualize 

the data. Its balanced distribution across digit 

classes ensures fair training and testing, which 

helps in accurately measuring model performance. 

 

Before training the model, the dataset undergoes a 

preprocessing stage to improve learning efficiency 

and accuracy. The primary step involves 

normalization, where pixel values are scaled to a 

range between 0 and 1. This transformation helps 

in faster convergence during training and reduces 

computational complexity. Additionally, the dataset 

is reshaped and formatted to match the input 

requirements of the machine learning model. 

Proper preprocessing ensures consistency across all 

samples and eliminates variations that may 

negatively impact performance. In the federated 

learning setup, each client processes its local 

dataset independently, preserving data privacy. 

After preprocessing, the dataset is used to train 

both genuine and poisoned models for evaluation 

purposes. The system then analyzes model 

performance based on accuracy and behavior. This 

structured dataset handling plays a crucial role in 

achieving reliable and efficient results in the 

proposed framework. 

         

IV. PROPOSED METHODOLOGY 

 

The proposed system follows a federated learning 

approach where a central server coordinates with 

multiple client applications to train a global model 

without sharing raw data. Initially, the server is 

started, and clients connect to it to participate in the 

training process. Each client uploads the MNIST 

dataset and performs preprocessing steps such as 

normalization to prepare the data. After 

preprocessing, a genuine model is trained locally 

using the dataset. This trained model is then sent to 

the server, where it is evaluated and aggregated 

with other models. This process ensures privacy 

preservation and efficient distributed learning. 

 

To enhance security, the system introduces 

mechanisms to detect and prevent model poisoning 

attacks. Along with genuine models, clients may 

also upload manipulated or poisoned models to test 

system robustness. The server applies LOMAR-

based validation techniques to evaluate incoming 

models using its own test data. Models with 

abnormal performance are identified and rejected, 

ensuring only reliable updates contribute to the 

global model. Additionally, model compression 

techniques are used to reduce communication 

overhead and improve efficiency. Performance 

comparisons are visualized using graphs, 

highlighting accuracy and model size differences 

between various approaches. 

 

 

 

Figure [1] : Federated Learning System 

Architecture with LOMAR-Based Security 

 

Figure[1] This diagram shows how multiple client 

nodes train models using local data without sharing 

it directly. Each client preprocesses the dataset and 

uploads either genuine or poisoned models to the 

central server. The server applies LOMAR 

validation to detect and reject malicious updates 

before aggregating models. Finally, the system 

evaluates performance using accuracy and model 

size comparison graphs. 

 

   V.RESULT AND DISCUSSION 

 

The experimental results demonstrate the 

effectiveness of the proposed federated learning 

system in terms of accuracy, security, and 

efficiency. When the genuine model was trained 

using the MNIST dataset and uploaded to the 

server, it achieved a high accuracy of around 98% 

at the client side, while the server independently 

validated it with approximately 99% accuracy on 

its test data. This indicates that the model performs 

consistently across different environments. In 

contrast, when a poisoned model was uploaded, the 

system identified irregularities, and the server 
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rejected the update, preventing it from affecting the 

global model. The poisoned model showed a 

significantly lower accuracy of around 88%, which 

helped in distinguishing it from genuine 

contributions. Additionally, graphical comparisons 

showed that the proposed LOMAR-based 

technique achieved higher accuracy compared to 

systems without defense mechanisms. Model size 

comparison results also revealed that compressed 

models required less storage and transmission 

space than normal models. These findings confirm 

that the system not only improves model accuracy 

but also enhances communication efficiency and 

security in federated learning. 

 
 

Figure [2] : Client Application Interface for 

Federated Learning with LoMar Defense 

 

Figure [2] This screen displays the client-side 

interface used to perform federated learning tasks. 

It allows users to upload the MNIST dataset, 

preprocess data, and train models locally. 

Users can send both genuine and poisoned models 

to the server for validation. Additional options 

provide accuracy comparison and model size 

analysis through graphs. 

 

 
 

Figure [3] : Local Model Training and Dataset 

Processing Dashboard 

 

Figure [3] The interface shows options to upload 

and process a dataset for training. It displays details 

about dataset size, number of classes, and total 

samples. Training progress and duration are 

summarized after completion. Options are available 

to upload models and view accuracy or size graphs. 

 

 
 

Figure [4] : Accuracy Comparison Between No 

Defence and Lomar Defence 

 

Figure [4] The graph compares accuracy results of 

two approaches. The no defence method shows 

lower accuracy performance. The proposed Lomar 

defence achieves higher accuracy close to 100%. 

This indicates improved model performance with 

the defence mechanism. 

 

 
Figure [5] : Model Size Comparison Between 

Proposed and Extension Techniques 

 

Figure[5] The graph presents the model loading 

size for two techniques. The proposed model has a 

slightly larger size compared to the extension 

model. The extension model reduces the overall 

model size. This shows improved efficiency in 

storage with the extension approach. 

 

DISCUSSION 

 

The results highlight the importance of 

incorporating security mechanisms in federated 

learning systems to handle adversarial conditions 

effectively. The ability of the server to differentiate 

between genuine and poisoned models ensures that 

only reliable updates contribute to the global 

model, improving overall performance. The use of 

LOMAR validation techniques proved to be 

effective in detecting malicious behavior based on 

model accuracy and performance patterns. This 

approach reduces the risk of model corruption and 

enhances trust in distributed learning environments. 

Furthermore, the implementation of model 

compression plays a crucial role in optimizing 

communication between clients and the server, 

especially in bandwidth-limited scenarios. By 

reducing model size without significantly affecting 

accuracy, the system becomes more scalable and 

efficient. The visual graphs provided in the system 
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help in better understanding performance variations 

and comparing different approaches. Overall, the 

combination of security validation and efficiency 

improvements makes the proposed system suitable 

for real-world applications where data privacy and 

reliability are critical concerns. 

 

VI. CONCLUSION 

 

The proposed system demonstrates an effective 

approach to secure and efficient federated learning 

by integrating validation and optimization 

techniques. By allowing clients to train models 

locally, the system ensures data privacy while still 

achieving high accuracy through collaborative 

learning. The implementation of LOMAR-based 

validation helps in identifying and rejecting 

poisoned models, thereby protecting the integrity of 

the global model. Experimental results confirm that 

genuine models maintain strong performance, 

while malicious updates are successfully filtered 

out. In addition, the use of model compression 

reduces communication overhead, making the 

system more efficient and scalable. The graphical 

analysis further supports the improvement in both 

accuracy and model size. Overall, the system 

provides a balanced solution that addresses key 

challenges in federated learning, including security, 

efficiency, and reliability, making it suitable for 

real-world distributed applications. 
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