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Abstract— This project presents a cloud-based
file management system integrated with a
virtual machine (VM) monitoring mechanism to
identify and handle abnormal user activities.
The system allows users to upload and download
files through a simulation interface while a
monitoring component continuously analyses
incoming requests. Normal requests are
processed and stored successfully, whereas
suspicious or unusually large requests are
detected as potential attacks and are blocked to
protect system resources. The implementation
demonstrates how real-time monitoring can
prevent system crashes caused by malicious or
excessive data uploads. Additionally, the system
provides visual insights through graphical
representation of normal and attack requests,
helping users understand system behaviour.
This approach enhances cloud security by
combining  user interaction,  monitoring
intelligence, and preventive control measures in
a simple and effective manner.
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I. INTRODUCTION

Cloud computing has become an essential
technology for storing and managing large volumes
of data in modern applications [17]. Many
organizations rely on cloud platforms to handle
user requests efficiently and provide seamless
access to resources. However, with the increasing
dependency on cloud systems, security concerns
have also grown significantly [14]. Unauthorized

access, excessive data uploads, and malicious
activities can lead to system failures or data loss
[3], [16]. Therefore, it is important to develop
systems that not only provide functionality but also
ensure protection against abnormal behaviours.
This project focuses on creating a controlled cloud
environment where user interactions are monitored
and managed effectively. By combining file
operations with a monitoring mechanism, the
system ensures that only valid requests are
processed, improving reliability and security in
cloud-based operations.

In this system, a cloud server is designed to handle
file upload and download operations from multiple
users. The process begins with starting the server,
followed by activating a monitoring component
that observes all incoming requests. A simulation
node acts as the user interface where files can be
selected and sent to the cloud. When a file is
uploaded, the server processes the request and
stores the data if it meets normal conditions. The
monitor continuously checks parameters such as
file size and request patterns to determine whether
the activity is safe or suspicious [6], [7]. This
structured workflow ensures that every operation
passes through a verification stage before
execution, thereby reducing the chances of system
misuse and improving overall performance.

A key feature of this project is the detection of
attack-like behaviour based on unusual request
characteristics. For example, when a very large file
is uploaded with the intention of overloading the
system, the monitor identifies it as a potential
threat. Instead of allowing the request to proceed,
the system blocks it to prevent damage or service
interruption [4], [8]. This proactive approach helps
maintain  system stability even under stress
conditions. The monitoring component keeps track
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of all requests and categorizes them as normal or
attack based on predefined criteria. This
classification not only enhances security but also
provides valuable insights into system usage
patterns, enabling better decision-making for future
improvements.

Another important aspect of the system is its ability
to provide feedback and visualization of monitored
data. Users can view responses from the cloud
server indicating whether their files have been
successfully uploaded or rejected. Additionally, the
system generates a graphical representation
showing the number of normal and attack requests
received over time. This visual output helps in
understanding how effectively the monitoring
mechanism is functioning. It also makes it easier to
analyse trends and identify potential risks. By
integrating monitoring, detection, and visualization,
the project demonstrates a practical solution for
managing cloud-based systems securely while
maintaining ease of use and efficiency [9], [15].

Il. RELATED WORK

Seshadri et al., [2007] [1] Seshadri et al.
introduced SecVisor, a lightweight hypervisor
designed to ensure the integrity of kernel-level
code in operating systems. Their approach focuses
on preventing unauthorized code execution by
restricting kernel memory access. The system
enforces strict policies that allow only approved
code to run in privileged mode. This work
highlights the importance of protecting the core of
the operating system from malicious modifications.
It also demonstrates how virtualization can be used
to enhance system security without significant
performance overhead. The proposed solution is
efficient and suitable for commodity hardware
environments. However, it mainly focuses on
kernel integrity and does not address higher-level
application threats. The study laid a strong
foundation for later research in hypervisor-based
security mechanisms. It is particularly useful in
environments where system-level attacks are
common.

Ristenpart et al., [2009] [3] Ristenpart et al.
explored the risk of information leakage in shared
cloud computing environments. Their research
demonstrates how attackers can identify and co-
locate with target virtual machines in the cloud. By
achieving co-residency, attackers can exploit side-
channel attacks to extract sensitive data. The study
provides practical experiments showing the
feasibility of such attacks in real-world cloud
platforms. It highlights vulnerabilities arising from

resource sharing in multi-tenant environments. The
authors emphasize the need for stronger isolation
mechanisms in cloud infrastructures. Their findings
raised awareness about privacy risks in cloud
computing. Although the work focuses on attack
strategies, it also indirectly suggests the importance
of monitoring systems. This research has
influenced many later studies on cloud security and
data protection. It remains a significant
contribution to understanding cloud-based threats.

Wau et al., [2012] [4] Wu et al. investigated covert
channel attacks within cloud environments,
particularly ~ focusing on high-speed data
transmission between virtual machines. Their study
shows how attackers can secretly communicate by
exploiting shared resources such as CPU cache or
memory. The proposed methods demonstrate that
such channels can achieve significant data transfer
rates without detection. This research highlights a
hidden security threat that is difficult to identify
using traditional monitoring techniques. It
emphasizes the need for advanced detection
mechanisms in cloud systems. The authors also
discuss potential countermeasures to reduce the risk
of covert communication. Their work contributes to
understanding how internal system features can be
misused. It is particularly relevant for multi-tenant
cloud environments. The study encourages further
research into secure virtualization techniques.
Overall, it exposes critical gaps in cloud security.

Modi et al., [2013] [14] Modi et al. presented a
comprehensive survey of security challenges across
different layers of cloud computing. The paper
categorizes threats into network, host, and
application-level vulnerabilities. It also discusses
various attack types, including data breaches,
denial-of-service attacks, and insider threats. The
authors provide an overview of existing security
solutions and their limitations. Their work
emphasizes the importance of adopting a multi-
layered security approach. It highlights the need for
continuous monitoring and intrusion detection
systems. The study is useful for understanding the
overall security landscape of cloud computing. It
serves as a reference point for researchers and
practitioners. The paper also identifies gaps where
further improvements are needed. Overall, it
provides a structured view of cloud security issues
and solutions.

Wu et al., [2010] [16] Wu et al. examined security
concerns related to virtual machines in cloud
computing environments. Their work focuses on
the vulnerabilities that arise due to virtualization
technology. The authors discuss issues such as VM
isolation, data leakage, and unauthorized access.
They also analyse how attackers can exploit
weaknesses in virtual machine management
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systems. The study highlights the importance of
securing both the hypervisor and guest operating
systems. It suggests implementing strict access
controls and monitoring mechanisms. The research
provides insights into  protecting  virtual
infrastructure from internal and external threats. It
also emphasizes the role of network security in
virtual environments. The findings are relevant for
designing secure cloud architectures. Overall, the
study contributes to improving virtual machine
security practices.

I11. DATASET DETAILS

The dataset used in this project is generated
dynamically during the execution of the system
rather than being collected from an external source.
It consists of user-uploaded files along with their
associated request information captured at different
stages of the process. Each request includes
attributes such as file name, file size, upload time,
request type, and system response. When a user
uploads a file through the simulation interface, the
system records whether the request is processed
successfully or flagged as abnormal. Normal
requests typically involve smaller file sizes and
standard usage patterns, while attack requests are
identified based on unusual characteristics such as
excessively large file uploads intended to stress the
server. The dataset is continuously updated as
multiple interactions occur, allowing the system to
maintain a real-time log of all activities handled by
the cloud server and monitored by the VM
component.

In addition to request-level information, the dataset
also  includes  monitoring  outcomes  and
classification labels assigned by the VM monitor.
Each entry is categorized as either “normal” or
“attack” based on predefined conditions, such as
threshold limits for file size or frequency of
requests. The monitor keeps track of counts for
both categories, which are later used for generating
graphical representations of system activity. The
dataset also stores information related to file
retrieval operations, including file selection and
download status. These details help in evaluating
the system’s performance in handling both secure
and potentially harmful operations. By combining
user actions, system responses, and monitoring
results, the dataset provides a comprehensive view
of how the cloud environment behaves under
different conditions, supporting both analysis and
visualization of request patterns.

IV. PROPOSED METHODOLOGY
The proposed system is designed to ensure secure

communication between users and the cloud server
through a controlled execution process. Initially,

three main components are activated: the cloud
server, the VM monitor, and the simulation node.
The cloud server is responsible for storing and
managing files, while the simulation node provides
an interface for users to upload and download data.
Every request generated from the user side is first
routed through the VM monitor before reaching the
server. The monitor evaluates each request based
on predefined rules such as file size limits, request
frequency, and data patterns. If the request satisfies
all conditions, it is forwarded to the cloud server
for execution. This layered approach ensures that
all incoming data is verified before processing,
reducing the risk of unauthorized or harmful
operations.

The system also incorporates a detection
mechanism to identify abnormal activities that may
affect server performance. When a request exceeds
the defined threshold, such as uploading a very
large file, the VM monitor classifies it as a
potential attack. Instead of allowing the request to
proceed, the system blocks it immediately and
prevents any impact on the server. All requests are
logged and categorized into normal and attack
types, which helps in tracking system behaviour
over time. The collected data is then used to
generate graphical representations, making it easier
to analyse trends and system performance.
Additionally, users can securely retrieve stored
files from the cloud without affecting system
stability. This methodology improves reliability,
enhances security, and ensures smooth operation
even under challenging conditions.
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Figure [1]: System Architecture of Cloud-Based
VM Monitoring and Attack Detection System

Figure [1] illustrates the overall architecture of the
cloud-based file management system integrated
with a virtual machine (VM) monitoring
mechanism. The process begins with the
Simulation Node, which acts as the user interface
where users upload and download files. When a
user sends a file upload request, it is first directed
to the VM Monitor instead of directly reaching the
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cloud server. The VM Monitor analyses each
request based on predefined conditions such as file
size and request behaviour. If the request is
identified as normal, it is forwarded to the Cloud
Server for storage and processing. However, if the
system detects abnormal patterns indicating a
potential attack, the request is immediately blocked
to prevent system failure. The cloud server stores
valid files, which can later be accessed and
downloaded by the user into the received folder.
Additionally, the monitoring component maintains
logs of all requests and generates an attack
simulation graph, showing the number of normal
and malicious requests handled by the system.

V. RESULT AND DISCUSSION

The implementation of the proposed system
demonstrates effective handling of both normal and
abnormal file upload requests in a controlled cloud
environment. During execution, the cloud server
successfully processed standard file uploads
without any delay or failure, confirming stable
system performance under normal conditions. The
VM monitor accurately identified regular requests
and allowed them to proceed, ensuring smooth data
storage and retrieval. When a large file was
intentionally uploaded to simulate an attack, the
monitoring component detected the unusual
behaviour based on predefined thresholds. The
request was immediately blocked, preventing
potential server overload or crash. The system
maintained a record of all incoming requests and
categorized them correctly as normal or attack. The
graphical output clearly represented the total
number of requests along with their classification,
providing a clear understanding of system activity.
Overall, the results confirm that the system can
efficiently distinguish between valid and harmful
requests while maintaining reliability and
responsiveness.

Figure [2]: Cloud User Simulation Interface for
VM Monitoring System

Figure [2] The interface represents the user-side

simulation module of the cloud-based VM

monitoring system, designed to facilitate file

operations and system interaction. It provides

various options such as sending file requests to the

&B

cloud, retrieving available files, downloading
selected files, and viewing the attack simulation
graph. The “Available Files” section allows users
to view and select files stored in the cloud. Through
the “Send File Request to Cloud” option, users can
upload files, which are then analysed by the VM
monitor before processing. The interface also
includes controls for downloading files securely
after validation. Additionally, the “Attack
Simulation Graph” option enables users to visualize
the number of normal and attack requests handled
by the system. Overall, the interface is designed to
be simple and interactive, allowing users to
perform operations efficiently while ensuring
system monitoring and security.

Figure [3]: File Selection and Upload Interface

Figure [3] This interface shows the file selection
window that appears when the user initiates a file
upload request to the cloud system. It allows the
user to browse local directories and choose a
specific file to be uploaded. The window displays
file details such as name, type, and modified date,
enabling the user to select the appropriate file
easily. Once a file is selected, the user can proceed
by clicking the “Open” button, which sends the file
to the system. After selection, the file request is
forwarded to the VM monitor for analysis before
reaching the cloud server. This step plays an
important role in ensuring that only valid and safe
files are processed. The interface provides a simple
and familiar browsing experience, making it easy
for users to interact with the system while
maintaining security through monitoring.

Figure [4]: File Selection from Downloads
Directory
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Figure [4] This screen displays the file browsing
interface where the user navigates through the
system directories, specifically the Downloads
folder, to select a file for uploading to the cloud.
The window provides a structured view of folders
and files along with details such as file names,
types, and modification dates, helping the user
identify the required file easily. After choosing the
desired file, the user can click the “Open” button to
proceed with the upload process. Once selected, the
file is sent to the VM monitoring system for
validation before being forwarded to the cloud
server. This step ensures that all user inputs are
checked for security and compliance with system
rules. The interface enhances usability by offering a
familiar ~ file  selection environment  while
supporting secure and controlled data transfer
within the system.

Figure [5]: Attack Simulation Graph
Representation

Figure [5] This screen presents the graphical
representation of system activity in the form of an
attack simulation graph. The graph illustrates the
total number of requests received by the system
along with their classification into normal and
attack requests. The x-axis represents different
categories such as total requests, attack requests,
and normal requests, while the y-axis indicates the
corresponding count. This visualization helps in
understanding how the VM monitor processes
incoming requests and differentiates between safe
and harmful activities. It clearly shows that normal
requests are accepted and processed, whereas attack
requests are identified and restricted. The graph
provides a quick overview of system performance
and monitoring effectiveness. It also assists in
analysing patterns of user behaviour and detecting
unusual activities. Owverall, this visual output
enhances system transparency and supports better
evaluation of security measures implemented in the
cloud environment.

DISCUSSION

The results highlight the importance of integrating
monitoring  mechanisms  within  cloud-based
systems to enhance security and performance. The
VM monitor plays a critical role in analysing
incoming requests before they reach the cloud
server, acting as a protective layer against potential

threats. By using simple yet effective criteria such
as file size and request patterns, the system is able
to detect abnormal behaviour in real time. This
approach reduces the risk of system failure caused
by excessive or malicious data uploads. The ability
to block harmful requests ensures that server
resources are preserved and legitimate users are not
affected. Additionally, the graphical representation
of request activity provides valuable insights into
system behaviour, making it easier to identify
trends and potential risks. While the current system
performs well under defined conditions, further
improvements can be made by incorporating
advanced detection techniques and adaptive
thresholds to handle more complex attack scenarios
in dynamic cloud environments.

VI. CONCLUSION

The developed system demonstrates an effective
approach for securing cloud-based file operations
through continuous monitoring and controlled
request handling. By integrating a VM monitor
between the user interface and the cloud server, the
system ensures that every request is analysed
before execution. This helps in identifying
abnormal activities such as large or suspicious file
uploads that may affect system performance.
Normal requests are processed efficiently, allowing
users to store and retrieve files without interruption,
while potentially harmful requests are blocked to
maintain system stability. The implementation
highlights the importance of combining monitoring
techniques with cloud services to improve security
and reliability. The ability to classify requests and
generate visual representations provides better
understanding  of  system  behaviour and
performance. Overall, the system offers a simple
yet practical solution for preventing misuse of
cloud resources, ensuring safe data handling, and
maintaining consistent service availability.
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