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Abstract— Cybersecurity systems today largely 

depend on reactive mechanisms that identify 

known threats but often fail against 

sophisticated attacks like Advanced Persistent 

Threats (APTs). These attackers operate 

stealthily and adapt over time, making 

traditional defenses insufficient. This work 

proposes a novel Hypergame Theory-Based 

Defensive Deception Model, called “Four Eyes,” 

designed to proactively counter such threats. 

The system models cyber conflict by considering 

differences in perception between attackers and 

defenders, enabling the creation of intelligent 

deception strategies. By introducing misleading 

information and dynamically adapting based on 

attacker behavior, the system disrupts malicious 

activities and reduces the risk of long-term 

breaches. Additionally, integration with 

blockchain ensures secure storage and 

transparency of critical documents, preventing 

tampering and unauthorized access. The 

proposed approach enhances system resilience, 

improves decision-making capabilities, and 

provides a robust defense framework against 

evolving cyber threats in modern digital 

environments. 
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I. INTRODUCTION 

 

With the rapid growth of digital technologies, 

cybersecurity has become a critical concern for 

both organizations and individuals. Traditional 

security mechanisms such as firewalls, intrusion 

detection systems (IDS), and signature-based 

detection techniques—have been widely used to 

protect systems from malicious attacks.  

 

However, these approaches are largely reactive, 

meaning they respond only after a threat has been 

identified [1], [7]. This limitation becomes 

particularly problematic when dealing with 

Advanced Persistent Threats (APTs), which are 

highly sophisticated and capable of remaining 

undetected within systems for extended periods [3]. 

 

APTs are designed to continuously evolve, adapt, 

and exploit system vulnerabilities, making them 

difficult to detect using conventional methods. 

Attackers often analyze system behavior and 

dynamically modify their strategies, posing a 

significant challenge for defenders [10]. While 

several studies have explored the use of game 

theory to model interactions between attackers and 

defenders, these models often assume perfect 

information and fully rational decision-making [5], 

[6]. In real-world scenarios, however, both 

attackers and defenders operate under uncertainty, 

incomplete knowledge, and subjective perceptions, 

which limits the effectiveness of classical game-

theoretic approaches [8], [9]. 

 

To address these challenges, modern cybersecurity 

research is shifting toward proactive defense 

strategies. One promising approach is defensive 

deception, where systems intentionally mislead 

attackers by presenting false information or 

creating decoy environments. This technique not 

only delays attackers but also provides valuable 

insights into their behavior and strategies [1], [2], 

[19]. 

 

In addition to security challenges, ensuring data 

integrity and secure storage has become 

increasingly important, particularly for sensitive 

digital assets such as legal documents and social 

media data. 
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Blockchain technology offers a decentralized and 

tamper-resistant solution for secure data 

management. By recording document transactions 

in an immutable ledger, blockchain ensures 

transparency, traceability, and integrity of stored 

information. 

 

This project integrates hypergame theory-based 

deception with blockchain technology to develop a 

robust and intelligent cybersecurity framework. 

The proposed system enhances defense against 

advanced threats while ensuring secure and 

trustworthy document management, making it 

highly suitable for modern digital applications [3], 

[13]. 

 

The system models cyber conflict by considering 

differences in perception between attackers and 

defenders, enabling the creation of intelligent 

deception strategies. By introducing misleading 

information and dynamically adapting based on 

attacker behavior, the system disrupts malicious 

activities and reduces the risk of long-term 

breaches.  

 

Additionally, integration with blockchain ensures 

secure storage and transparency of critical 

documents, preventing tampering and unauthorized 

access. The proposed approach enhances system 

resilience, improves decision-making capabilities, 

and provides a robust defense framework against 

evolving cyber threats in modern digital 

environments. 

II. RELATED WORK 

 

 

Al-Shaer, E. (2016). Deception in 

Cybersecurity: Techniques and 

Applications. Al-Shaer’s book provides a 

comprehensive exploration of deception 

techniques in cybersecurity, emphasizing 

their role in proactive defense strategies. 

The work discusses various deception 

mechanisms such as honeypots, 

honeytokens, and moving target defenses, 

which are designed to mislead attackers 

and delay their progress. It highlights how 

traditional reactive security systems fail to 

handle sophisticated threats effectively and 

proposes deception as a means to enhance 

situational awareness. The book also 

explains how deceptive environments can 

be strategically designed to gather 

intelligence about attacker behavior, 

thereby improving defense planning. It 

presents practical implementation 

techniques and real-world case studies, 

demonstrating the effectiveness of 

deception in modern cyber defense. [1] 

 

Pawlick, J., Colbert, E., & Zhu, Q. (2019). 

A game-theoretic taxonomy and survey of 

defensive deception for cybersecurity and 

privacy. This paper presents a detailed 

survey and taxonomy of defensive 

deception techniques in cybersecurity 

using a game-theoretic perspective. The 

authors categorize various deception 

strategies based on their objectives, such 

as perturbation, obfuscation, and 

misdirection. It emphasizes the importance 

of modeling attacker-defender interactions 

as strategic games, where both parties 

continuously adapt their strategies. The 

paper also identifies gaps in existing 

research, particularly the limitations of 

assuming perfect rationality and complete 

information in traditional game models. 

This survey is valuable for understanding 

the theoretical foundations of cyber 

deception and supports the development of 

more realistic and adaptive defense 

mechanisms in cybersecurity systems.[2] 

 

 

Shen, C., Wei, J., & Liu, Y. (2021). 

Hypergame theory-based proactive 

defense for APTs in cyber systems. Unlike 

classical game theory, hypergame theory 

accounts for differences in perception 

between attackers and defenders, making it 

more suitable for real-world cybersecurity 

scenarios. The authors propose a multi-

stage defense model where defenders 

strategically deploy deception techniques 

to mislead attackers and influence their 

decision-making processes. The study 

demonstrates how hypergame models can 

effectively capture uncertainty, incomplete 

information, and cognitive biases in cyber 

conflicts. This work is highly relevant as it 

bridges the gap between theoretical 

modelling practical cybersecurity 

challenges, providing a strong foundation 
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for developing intelligent and adaptive 

defense systems based on perception-

aware strategies.[3] 

 

Huang, L., Wang, J., Li, X., & Zhang, T. 

(2020). Modeling multi-stage APTs using 

dynamic Bayesian networks and game 

theory. This paper focuses on modeling 

multi-stage Advanced Persistent Threats 

(APTs) using dynamic Bayesian networks 

combined with game theory. The authors 

present a framework that captures the 

sequential and probabilistic nature of APT 

attacks, where attackers move through 

different stages such as reconnaissance, 

intrusion, and data exfiltration. By 

integrating game theory, the model enables 

defenders to anticipate attacker strategies 

and make optimal defense decisions. The 

study highlights the importance of 

understanding dependencies between 

different attack stages and how uncertainty 

affects decision-making. It also provides 

quantitative methods for risk assessment 

and defense planning. Experimental results 

demonstrate that the proposed approach 

improves the accuracy of attack prediction 

and enhances system resilience. [4] 
 

IV. PROPOSED METHODOLOGY 

 

The proposed method introduces an intelligent 

cybersecurity framework that integrates hypergame 

theory-based defensive deception with blockchain 

technology to effectively counter Advanced 

Persistent Threats (APTs). The system is designed 

to operate proactively by predicting attacker 

behavior and dynamically adapting defense 

strategies based on perceived threats and 

uncertainties. 

 

Initially, the framework models the interaction 

between attackers and defenders using hypergame 

theory, which considers incomplete information 

and differing perceptions of both parties. Unlike 

traditional game-theoretic models, this approach 

captures real-world scenarios where attackers may 

have limited knowledge about the system, and 

defenders may misinterpret attacker intentions. 

Based on this model, multiple defense strategies are 

generated and evaluated to determine optimal 

responses under varying conditions. 

 

To enhance system security, defensive deception 

techniques are incorporated, including the 

deployment of honeypots, decoy networks, and 

misleading information. These mechanisms are 

designed to confuse attackers, delay intrusion 

attempts, and collect behavioral data for further 

analysis. The insights gained are continuously fed 

back into the system to refine defense strategies, 

creating an adaptive learning loop. In parallel, 

blockchain technology is utilized to ensure secure 

and tamper-proof storage of sensitive documents 

and system logs. Each transaction or document 

record is stored as an immutable block, providing 

transparency, traceability, and data integrity.  

 

 

 
 

 

Figure [1] : System Architecture 

 

 

The system architecture diagram illustrates a 

comprehensive cybersecurity framework that 

integrates hypergame theory, defensive deception, 

and blockchain technology to provide proactive and 

secure protection against advanced threats. It 

begins with multiple input sources, including 

network traffic, system logs, user data, and external 

threat intelligence. These inputs are processed 

within the Intelligent Defense Engine, where data 

undergoes filtering, feature extraction, and 

normalization. The architecture then applies a 

hypergame theory module, which models attacker–

defender interactions under incomplete 

information, capturing perception differences and 

enabling strategic decision-making. Alongside this, 

the defensive deception module deploys 

mechanisms such as honeypots, decoy systems, and 

misleading information to confuse attackers and 

gather behavioral insights. The system then 

performs strategy optimization to select the best 

defensive actions, followed by threat analytics for 

pattern recognition, risk assessment, and prediction. 

A continuous feedback loop ensures adaptive 

learning and system improvement over time. The 

framework also integrates blockchain-based secure 

storage, where document data and logs are stored 
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as immutable blocks, ensuring transparency, 

traceability, and data integrity. Finally, the 

architecture includes a monitoring and visualization 

dashboard, allowing administrators and analysts to 

track system status, receive real-time alerts, and 

analyze threat trends effectively. 

 

 

 

   V.RESULT AND DISCUSSION 

 

 

The implementation of the QR-based food ordering 

system demonstrates significant improvements in 

restaurant operations and customer experience. The 

system successfully reduces order processing time 

by allowing customers to directly place orders 

through their smartphones without waiting for staff 

assistance. This leads to faster service, especially 

during peak hours. Additionally, the accuracy of 

orders is greatly improved, as customers select 

items themselves, minimizing miscommunication 

and human errors. The digital menu feature enables 

easy updates and better presentation of food items, 

enhancing customer interaction. The integration of 

online payment methods ensures secure and 

convenient transactions, reducing the need for cash 

handling. Restaurant owners can monitor orders in 

real time, track sales, and manage menu updates 

efficiently. The system also provides better 

organization in the kitchen by sending orders 

directly to the kitchen display. Overall, the results 

indicate that the system improves operational 

efficiency, enhances customer satisfaction, and 

reduces workload on staff. It proves to be a reliable 

and scalable solution for modern restaurants 

seeking to adopt digital transformation contactless 

services. 

 
 

 

Figure [2] : Admin Login  

 

Figure [2] admin can login to system using 

username and password as ‘admin’. 

 

 
 

Figure [3] : Upload Document 

 

Figure [3] Entering some type of Political News 

document details and then upload related document 

data. 

 

 
 

Figure [4] : Downloading Data 

 

Figure [4] illustrates right side panel can see 

downloading of associated data. Now logout and 

then normal users can view all available documents 

but we are granting to them to document details but 

cannot download associated data. 

 

 
 

Figure [5] : Check Document 

 

 

 

Figure [5] illustrates user can enter any string like 

person name about to search, document UID 

number or any other text. Entered input will be 

matched with available documents in Blockchain 

and get below result.  

 

 



AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 

Peer Reviewed, Referred & Indexed Journal 

E-ISSN:3069-0102 

VOL.6, NO. 1(1)(2026) 

245 

 

Received: 03-03-2026 | Accepted: 09-04-2026 | Published: 16-04-2026 | www.ajaccm.com 

 

Figure [6] : Query user 

 

Figure [6]  illustrates query user can see one search 

found and users are granting to view above details 

and cannot download associated document file. 

 

 

 

DISCUSSION 

 

The proposed cybersecurity framework highlights 

the importance of shifting from reactive to 

proactive defense mechanisms in addressing 

modern cyber threats, particularly Advanced 

Persistent Threats (APTs). Traditional security 

approaches, while effective against known threats, 

lack the adaptability required to counter evolving 

and stealthy attacks. By incorporating hypergame 

theory, the system accounts for incomplete 

information and varying perceptions between 

attackers and defenders, offering a more realistic 

representation of cyber conflicts. This enables 

defenders to anticipate adversarial behavior and 

strategically deploy countermeasures. The 

integration of defensive deception further 

strengthens the framework by misleading attackers 

through decoy systems and false information. This 

not only delays potential breaches but also allows 

the collection of valuable intelligence on attacker 

strategies. Additionally, the use of blockchain 

technology enhances data integrity and secure 

document management by ensuring immutability 

and transparency. However, implementing such a 

system introduces challenges, including increased 

computational complexity, resource requirements, 

and the need for careful design of deception 

strategies to avoid detection. Despite these 

limitations, the combined approach provides a 

scalable and intelligent solution for modern 

cybersecurity challenges, offering improved 

resilience against sophisticated and persistent 

threats. 

 

 

 

           VI. CONCLUSION 

 

 

In conclusion, this project presents a 

comprehensive cybersecurity framework that 

combines hypergame theory-based deception with 

blockchain technology to address the limitations of 

traditional security systems. The study 

demonstrates that reactive defense mechanisms are 

insufficient for handling sophisticated threats such 

as Advanced Persistent Threats (APTs), which 

require adaptive and intelligent solutions. By 

leveraging hypergame theory, the proposed system 

effectively models real-world attacker-defender 

interactions under uncertainty and incomplete 

information, enabling more informed and strategic 

defense decisions. The incorporation of defensive 

deception techniques enhances the system’s ability 

to mislead attackers, delay intrusions, and gather 

critical insights into adversarial behavior. 

Furthermore, blockchain technology ensures secure 

and tamper-proof storage of sensitive data, 

addressing concerns related to data integrity and 

trust. Overall, the integration of these technologies 

results in a robust, proactive, and resilient 

cybersecurity framework. Future work can focus on 

optimizing system performance, reducing 

implementation complexity, and exploring real-

world deployment scenarios. This approach has 

significant potential for securing modern digital 

infrastructures and protecting critical information 

systems against increasingly cyber threats. 
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