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Abstract—Mobile cloud computing has become the dominant paradigm for data storage and 

sharing among resource-constrained handheld devices. However, existing cloud data sharing 

frameworks frequently trade security for performance, imposing prohibitive cryptographic overhead 

on battery-limited smartphones. This paper presents CloudShare Lite, a lightweight cryptographic 

data sharing framework specifically engineered for the mobile cloud environment. CloudShare Lite 

integrates AES-256-GCM block-level encryption with a Merkle-tree-based integrity verification 

mechanism, Role-Based Access Control (RBAC) for fine-grained authorization, and a centralized 

Key Management Service (KMS) with 24-hour automated key rotation. Experimental evaluation on 

Android and iOS clients demonstrates end-to-end encryption latency of 18.4 ms, throughput of 48.2 

MB/s, and a storage overhead of only 4.2%—outperforming all evaluated baselines including 

SecureDropBox, MobiCloud, CloudCrypt, and TinySSL across all performance and security 

metrics. Battery impact remains below 3.2% for sustained 1 GB transfer sessions. CloudShare Lite 

establishes that enterprise-grade cryptographic security is achievable on mobile devices without 

compromising user experience. 

Keywords: mobile cloud computing, lightweight cryptography, AES-256-GCM, data sharing, key 

management, RBAC, Merkle tree, integrity verification, mobile security, end-to-end encryption. 

1. INTRODUCTION 

The proliferation of smartphones and tablet 

devices has propelled mobile cloud computing 

to the forefront of enterprise IT infrastructure. 

Gartner estimates that over 75% of enterprise 

workloads will reside in cloud environments 

by 2026, with a significant fraction accessed 

exclusively via mobile endpoints. Mobile users 

routinely upload, store, and share sensitive 

personal, financial, and healthcare data 

through cloud intermediaries, creating an 

expansive attack surface that adversaries 

actively exploit. 

Contemporary cloud data breaches 

disproportionately originate from weakly 

encrypted transmission channels, inadequate 

key management practices, and the absence of 

server-side integrity checks. High-profile 

incidents including the 2019 Capital One 

breach (106 million records) and the 2023 

MOVEit zero-day (200+ organizations) 

underscore the consequences of architectural 

shortcuts in cloud security design. 

Mobile devices introduce unique constraints 

that complicate the direct application of 

desktop-grade cryptographic frameworks: (i) 

limited battery capacity demands energy-

efficient cipher modes; (ii) intermittent 

connectivity requires protocol resilience to 

partial transfers; (iii) heterogeneous operating 

system versions mandate a portable 

cryptographic abstraction layer; and (iv) 

consumer users lack the sophistication to 

manage certificates or key material manually. 

CloudShare Lite is designed to address this 

gap. Its primary contributions are: 

•  A block-level AES-256-GCM encryption 

scheme with per-block IV generation, 

eliminating nonce reuse vulnerabilities 

inherent in stream-mode alternatives. 
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•  A Merkle-tree integrity verification layer 

enabling efficient block-level tamper detection 

without full-file re-download. 

•  A centralized Key Management Service with 

automated 24-hour key rotation and revocation 

blacklisting. 

•  A Role-Based Access Control engine 

enforcing least-privilege file access across user 

groups. 

•  Comprehensive benchmarking against four 

state-of-the-art mobile cloud security systems 

demonstrating superior performance across 

latency, throughput, storage overhead, and 

battery consumption. 

2. LITERATURE SURVEY 

Mobile cloud security has attracted substantial 

research interest, yet gaps persist in balancing 

cryptographic rigor with mobile resource 

constraints. 

[1] Domingo-Ferrer et al. (2019) proposed a 

privacy-preserving cloud data sharing protocol 

using attribute-based encryption (ABE). While 

theoretically robust, ABE's pairing operations 

incurred 280 ms latency per operation on mid-

range smartphones, rendering it impractical for 

real-time sharing workloads. 

[2] Singh and Dhaka (2020) designed 

SecureDropBox, an AES-128-CBC encrypted 

mobile cloud storage application. However, 

CBC mode's susceptibility to padding oracle 

attacks and the absence of authenticated 

encryption represent significant security 

deficiencies addressed by CloudShare Lite's 

GCM mode. 

[3] Kumar et al. (2021) evaluated RSA-2048 

and ECC-256 key exchange mechanisms for 

mobile cloud authentication, concluding that 

ECC-256 reduces handshake latency by 62% 

versus RSA on ARM Cortex-A53 processors. 

CloudShare Lite adopts ECDHE for session 

key agreement. 

[4] Zhao and Zhang (2021) introduced 

MobiCloud, a PKI-based mobile cloud 

framework achieving strong non-repudiation 

guarantees. PKI certificate management 

overhead (12.6 ms auth latency, 40.2 ms 

decryption) significantly exceeded CloudShare 

Lite's corresponding metrics. 

[5] Patel et al. (2022) proposed TinySSL, a 

TLS 1.3 profile optimised for IoT and mobile 

devices using AES-256-CTR. TinySSL 

achieved competitive throughput (41.3 MB/s) 

but lacked block-level integrity verification 

and RBAC, limiting its applicability to multi-

user enterprise scenarios. 

[6] Rathore and Shekhar (2022) studied 

energy-efficient cryptographic protocols for 

Android, demonstrating that GCM mode 

consumes 18% less battery than equivalent 

CCM implementations due to its parallelisable 

GHASH computation. This directly informed 

CloudShare Lite's cipher mode selection. 

[7] Ahmed et al. (2023) investigated Merkle 

tree integrity verification for distributed cloud 

storage, demonstrating O(log n) verification 

complexity independent of file size. 

CloudShare Lite adopts this structure for 

scalable block-level integrity assurance. 

[8] Sharma and Mishra (2023) conducted a 

comprehensive survey of mobile cloud 

security frameworks for Indian enterprise 

deployments, identifying key management 

automation and offline resilience as the two 

most critical unmet requirements—both 

addressed by CloudShare Lite's architecture. 

3. EXISTING SYSTEM 

Existing mobile cloud data sharing systems 

exhibit four categories of limitation that 

CloudShare Lite is designed to overcome. 

3.1 Weak Cipher Configurations 

Legacy systems including CloudCrypt employ 

3DES with 168-bit keys, a cipher formally 

deprecated by NIST in 2023 due to Sweet32 

birthday attacks. Even AES-128-CBC 

deployments (SecureDropBox) lack 

authentication, enabling undetected ciphertext 

manipulation. 

3.2 Manual Key Management 

The majority of evaluated systems require 

users to manually export, store, and import 

symmetric keys via QR codes or email 

attachments. User studies report a 34% key 

loss rate within 90 days, resulting in 

permanent data inaccessibility. Automated key 

rotation is absent in all baselines. 

3.3 Coarse Access Control 

Existing frameworks implement binary access 

control (owner/non-owner) without support for 

role hierarchies. Sharing a document with an 
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auditor requires granting full read-write 

privileges, violating the principle of least 

privilege in regulated industries such as 

healthcare and finance. 

3.4 Absent Integrity Verification 

Only TinySSL among evaluated baselines 

provides transmission integrity via TLS MAC. 

None implement persistent, server-side block-

level integrity verification that detects 

tampering after upload completion—a critical 

gap for detecting insider threats at cloud 

storage providers. 

4. RESEARCH METHODOLOGY 

CloudShare Lite is developed through a 

structured design, implementation, and 

evaluation methodology encompassing system 

architecture, cryptographic protocol design, 

and multi-device experimental validation. 

4.1 Proposed Architecture Diagram 

The CloudShare Lite architecture comprises 

four principal layers interconnected through 

secure API channels, as illustrated  

Layer 1 (Mobile Client): Android/iOS 

application implementing the AES-256-GCM 

encryption SDK, local Merkle root caching, 

and the RBAC token wallet. The client 

exposes a RESTful upload/download interface 

and performs all encryption operations on-

device before data transmission. 

Layer 2 (Cloud Manager): A stateless Spring 

Boot microservice handling authentication 

(OAuth 2.0 + RBAC), access token issuance, 

and routing encrypted blocks to the storage 

backend. The Cloud Manager holds no 

plaintext data. 

Layer 3 (Cloud Storage Server): Object 

storage (compatible with AWS S3 / MinIO) 

storing encrypted ciphertext blocks indexed by 

Block-ID. Block metadata including SHA-256 

hashes and upload timestamps are written to 

the immutable Audit Ledger. 

Layer 4 (Key Management Service): A 

dedicated KMS microservice generating, 

distributing, rotating, and revoking AES-256 

session keys. Keys are stored encrypted under 

a Hardware Security Module (HSM) master 

key and never transmitted in plaintext. 

4.2 Proposed Algorithm 

Table I: CloudShare Lite Key Distribution & 

Encryption Algorithm 

Step 
CloudShare Lite Key Distribution & 

Encryption Algorithm 

1 

Client registers device with Cloud 

Manager; receives unique Device-ID and 

AES-256 session key pair (K_pub, 

K_priv). 

2 

Data to be uploaded is split into fixed 512 

KB blocks (D_1, D_2, … D_n) and each 

block encrypted: C_i = AES-

GCM(K_pub, D_i, IV_i). 

3 

SHA-256 hash computed per block: H_i 

= SHA256(C_i). Merkle tree constructed 

from H_1 … H_n; root hash R stored on 

device. 

4 

Encrypted blocks transmitted over TLS 

1.3 channel to Cloud Storage Server. 

Block metadata {Block-ID, H_i, size} 

logged to Audit Ledger. 

5 

For download, recipient provides Device-

ID + Access Token; Cloud Manager 

validates token against RBAC policy 

table. 

6 

Authorized blocks fetched; integrity 

verified: SHA256(C_i) must equal H_i 

stored in Audit Ledger. Mismatch 

triggers tamper alert. 

7 
Valid blocks decrypted: D_i = AES-

GCM_Decrypt(K_priv, C_i, IV_i) and 

reassembled into original file. 

8 
Session key rotated every 24 h or per 

policy; revoked keys blacklisted in Key 

Management Service (KMS). 

 

6. RESULTS AND DISCUSSIONS 

CloudShare Lite was evaluated on a testbed 

comprising Samsung Galaxy A54 (Android 

13), iPhone 13 (iOS 16), and a Raspberry Pi 5 

emulating a low-end Android device. The 

cloud backend was deployed on a single AWS 

EC2 t3.medium instance (2 vCPU, 4 GB 

RAM). Network conditions: Wi-Fi (802.11ac, 

120 Mbps) and LTE (Cat-6, 50 Mbps). Each 

experiment was repeated 30 times; mean and 

95% confidence intervals reported. 

Table II: System Performance Comparison 

Across Evaluated Frameworks 

System / 

Scheme Encryption Auth Key 

Mgmt 
Latency 

(ms) 

Storage 

O/H 

(%) 
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System / 

Scheme Encryption Auth Key 

Mgmt 
Latency 

(ms) 

Storage 

O/H 

(%) 

CloudSh

are Lite 

(Propose

d) 

AES-256-

GCM 

RBAC 

+ 

Token 

Central

ized 

KMS 
18.4 4.2 

SecureDr

opBox 

[4] 

AES-128-

CBC 
Passw

ord 
Client-

side 31.7 7.1 

MobiClo

ud [5] RSA-2048 PKI 

Cert 
PKI 

CA 54.2 12.6 

CloudCr

ypt [6] 3DES Symm

etric Manual 72.1 18.3 

TinySSL 

[7] 
AES-256-

CTR Token Distrib

uted 24.8 5.9 

PlainFTP 

Baseline None None None 8.1 0.0 

 

Table III: Detailed Performance Metrics – 

CloudShare Lite vs. Baselines 

Metric CloudSh

are Lite SecureDropBox MobiCloud TinySSL 

Encryp

tion 

Time 

(ms) 

12.3 22.5 41.6 18.7 

Decryp

tion 

Time 

(ms) 

11.8 21.9 40.2 17.4 

Auth 

Latenc

y (ms) 
6.1 9.2 12.6 6.4 

Key 

Rotatio

n (s) 
0.8 N/A 4.2 1.1 

Throug

hput 

(MB/s) 
48.2 32.7 18.9 41.3 

Battery 

Impact 

(%) 
3.1 5.4 9.8 3.7 

 

6.1 Bar Chart: Latency Comparison 

Fig. 2 presents end-to-end upload latency (ms) 

across systems for a 10 MB test file. 

CloudShare Lite achieves 18.4 ms, 

representing a 42% reduction over TinySSL 

(24.8 ms) and a 74% reduction over 

MobiCloud (72.1 ms). The overhead versus 

the unencrypted PlainFTP baseline (8.1 ms) is 

only 10.3 ms, confirming that AES-256-

GCM's hardware acceleration on ARMv8 

chipsets effectively eliminates cryptographic 

latency penalties. 

 

System Latency 

(ms) Visual Representation 

PlainFTP 

Baseline 8.1 
██ 

CloudShare Lite 18.4 █████ 

TinySSL 24.8 ███████ 

SecureDropBox 31.7 █████████ 

MobiCloud 54.2 ███████████████ 

CloudCrypt 72.1 ████████████████████ 

Fig. 2: Bar Chart – Upload Latency 

Comparison (ms) 

6.2 Pie Chart: Security Feature Coverage 

Fig. 3 illustrates the relative weight of security 

feature categories implemented by CloudShare 

Lite: AES-256-GCM Encryption (30%), 

Merkle Tree Integrity (20%), RBAC 

Authorization (20%), Automated Key 

Management (15%), Audit Logging (10%), 

and TLS 1.3 Transport (5%). This distribution 

reflects CloudShare Lite's design priority of 

strong at-rest encryption as the primary 

defence layer. 

Security Feature Share Description 

AES-256-GCM 

Encryption 30% 
Primary defence: block-

level authenticated 

encryption. 

Merkle Tree Integrity 20% 
Post-upload tamper 

detection per 512 KB 

block. 

RBAC Authorization 20% Role-based least-privilege 

access enforcement. 

Automated Key 

Management 15% 24 h rotation + HSM-

backed revocation. 

Audit Logging 10% 
Immutable timestamped 

block upload/download 

ledger. 

TLS 1.3 Transport 5% Channel encryption for 

in-transit confidentiality. 

Fig. 3: Pie Chart – Security Feature 

Distribution in CloudShare Lite 

6.3 Battery and Throughput Analysis 

Battery consumption was measured via 

Android BatteryManager API during sustained 

1 GB upload sessions over LTE. CloudShare 

Lite consumed 3.1% battery, compared to 

5.4% for SecureDropBox and 9.8% for 
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MobiCloud. The reduction is attributable to 

GCM's GHASH parallelism exploiting 

ARMv8 PMULL instructions, minimising 

CPU active cycles per encrypted byte. 

Throughput of 48.2 MB/s on Wi-Fi confirms 

that CloudShare Lite does not bottleneck file 

transfer relative to the network medium. 

6.4 Security Validation 

CloudShare Lite was subjected to penetration 

testing using OWASP Mobile Testing Guide 

(MSTG) methodology. No plaintext data was 

recoverable from memory snapshots, network 

captures, or storage dumps. Tamper injection 

tests (bit-flip attacks on stored ciphertext) were 

detected with 100% accuracy by the Merkle 

verification layer. RBAC policy bypass 

attempts via token replay were successfully 

blocked by the KMS nonce validation 

mechanism. 

7. CONCLUSION 

This paper presented CloudShare Lite, a 

lightweight cryptographic data sharing 

framework purpose-built for the mobile cloud 

environment. By combining AES-256-GCM 

authenticated encryption, Merkle-tree block 

integrity, centralized automated KMS, and 

RBAC-based access control, CloudShare Lite 

delivers enterprise-grade data security with a 

measurable performance advantage over all 

evaluated baselines. 

End-to-end encryption latency of 18.4 ms, 

throughput of 48.2 MB/s, storage overhead of 

4.2%, and battery impact below 3.2% 

demonstrate that cryptographic robustness and 

mobile efficiency are not mutually exclusive. 

Penetration testing validated the framework's 

resistance to ciphertext manipulation, token 

replay, and memory extraction attacks. 

Future work will explore post-quantum 

cryptographic primitives (CRYSTALS-Kyber 

for key encapsulation, CRYSTALS-Dilithium 

for digital signatures) to prepare CloudShare 

Lite for the quantum threat horizon. 

Integration with federated identity providers 

(SAML 2.0, OIDC) for enterprise SSO, 

offline-first conflict resolution for intermittent 

connectivity, and differential privacy 

extensions for metadata anonymization are 

also planned. 
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