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Abstract: The Dark Web is an internet domain that 

ensures user anonymity and has increasingly become 

a focal point for illegal activities and a repository for 

information on cyberattacks due to the challenges in 

tracking its users. This paper employs a deep learning 

algorithm to predict Dark Web services primarily 

used for attacks, enabling precautionary measures. To 

enhance prediction accuracy, we utilize Topic 

Modelling weights as training features, assigning 

higher weights to frequently co-occurring words. 

Traditional algorithms like TF-IDF, Document 

Matrix, and Latent Semantic Analysis often fail to 

exclude irrelevant data, which hampers machine 

learning accuracy. Our approach involves data 

collection dataset, preprocessing to clean the data, 

and applying Latent Dirichlet Allocation (LDA) to 

extract 90 topic weights. The LDA weights are then 

input into a proposed TextCNN algorithm for 

classification. We compare the performance of this 

algorithm against KNN, Random Forest, and others, 

achieving a prediction accuracy of 95%. A hybrid 

model utilizing features from TextCNN and trained 

with a CNN2D algorithm further enhances accuracy 

to 96%, showcasing the effectiveness of the proposed 

methods for Dark Web classification. 

Index terms - Dark Web Classification, TextCNN, 

Topic Modeling, Latent Dirichlet Allocation (LDA), 

Deep Learning, TF-IDF, CNN2D, Dropout Layer, 

Dark Web Services Detection, Cybersecurity. 

1. INTRODUCTION 

Because of its secrecy, the Dark Web acts as a hub 

for both legitimate and illicit activity.  Cybercrimes 

such as unlawful trade, hacking, and data breaches 

also exploit it, despite its use for private 

correspondence and privacy protection.  Finding and 

classifying Dark Web services is crucial for 

cybersecurity because it makes it easier to monitor 

and halt undesired behavior.  However, standard 

machine learning approaches struggle to accurately 

categorize Dark Web content due to its complex 

linguistic patterns and irrelevant data. 

 This work proposes a DL classification model based 

on TextCNN and Topic Modelling weights to address 

these problems.  Unlike conventional approaches like 

TF-IDF, Document Matrix, and Latent Semantic 

Analysis, which are unable to effectively eliminate 

unnecessary phrases, our method employs Latent 

Dirichlet Allocation (LDA) to assign frequently 

recurring words higher weights.  The proposed 
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technique improves classification accuracy by 

combining TextCNN with topic weights obtained by 

LDA. 

 This study includes many phases, including data 

collection, preprocessing, feature extraction using 

LDA, and classification using TextCNN.  A Kaggle 

dataset including over 10,000 Dark Web services is 

used for training and evaluation.  Experimental 

results show that selecting the top 90 topic features 

significantly improves classification performance.  A 

Dropout layer is added to an expanded CNN2D 

model to better optimize feature selection and 

increase overall accuracy.  Comparing the suggested 

method with other models, such as KNN and 

Random Forest, shows how effective it is at correctly 

detecting Dark Web services. 

2. LITERATURE SURVEY 

a) Dark Web Text Classification by Learning through 

SVM Optimization: 

The Darkweb keeps the most forbidden stuff because 

of its isolation and secrecy.  Because of its secrecy 

and lack of control, the dark web is ideal for illicit 

activity, which boosts traffic and the growth of 

onion-based URLs.  Cybercrime investigators 

worldwide must classify dark web data in order to 

monitor and classify URLs containing unlawful 

activity by feature engineering, given the increasing 

number of persons using the dark web.  In this work, 

optimization approaches were used to classify dark 

web data using Support Vector Machines (SVM).  

Feature engineering was used to extract text-based 

keywords, and support vector machines (SVMs) were 

used to evaluate the system's performance.  Good 

results of 0.83 for Precision, 0.90 for Recall, and 0.96 

for F-measure were obtained using 1800 URLs. 

b) Dark Web Illegal Activities Crawling and 

Classifying Using Data Mining Techniques: 

The phrase "dark web" describes the whole of the 

Internet, where unidentified people or organizations 

engage in illicit activities that are difficult to locate.  

The illicit content on the dark web is ever-evolving.  

It takes a lot of time and work to compile and classify 

illegal conduct.  Both academia and industry have 

recently recognized this topic's basic significance.  

This study suggests an automated way to collect, 

clean, and store dark web pages in a document 

database.  Web pages are automatically categorized 

into five groups by the crawler.  Numerous 

classifiers, including SVC, NB, and TF-IDF, were 

used to categorize the pages.  The results of the trials 

indicated that the accuracy was 92% for SVC and 

81% for NB. 

c) Threat Miner - A Text Analysis Engine for 

Threat Identification Using Dark Web Data: 

Complex cyberattacks on computer systems demand 

sophisticated defenses.  Many state-of-the-art cyber 

security solutions keep an eye on network or system 

activity.  When hostile actors use the dark web to 

disseminate vulnerabilities, breaches, and data 

dumps, it becomes appealing to use this knowledge to 

create defenses.  This article explains our text mining 

engine, Threat Miner, and how it analyzes articles 

from dark web forums to provide useful data.  Threat 

Miner uses state-of-the-art machine learning and a 

customized threat vocabulary to collect valuable 

information from dark web forums and convert it into 

STIX format for threat intelligence systems.  We also 

provide the findings of a comprehensive assessment 

of our approach, which was done using the CrimeBB 
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dataset [1] to ascertain its viability and effectiveness 

in enhancing cyber defenses. 

d) Shedding New Light on the Language of the 

Dark Web: 

The Dark Web is infamously hard to analyze, 

especially in terms of language, because it is 

anonymous and does not have easily accessible data.  

Because the terminology used on the Dark Web is 

different from that on the Surface Web, deep neural 

networks may have difficulty categorizing writings 

on the Dark Web.  However, there hasn't been much 

study done on Dark Web languages.  In this paper, 

we compare the language of the Surface Web with 

the Dark Web using CoDA.  Additionally, many 

techniques for classifying Dark Web pages are 

assessed.  Lastly, we evaluate CoDA's suitability for 

different use cases by contrasting it with a publicly 

available Dark Web dataset. 

e) Dark web traffic detection method based on 

deep learning: 

Network security and the well-known topic of 

network traffic detection are closely connected.  

Since many crimes have been perpetrated on the dark 

web and traffic identification has become more 

difficult due to encryption technologies, this study 

focused on dark web traffic detection.  In this study, 

we used publicly available data sets to evaluate a 

deep learning-based dark web traffic identification 

method.  We were able to obtain a 95.47% detection 

precision by analyzing the study outcomes. 

3. METHODOLOGY 

i) Proposed Work: 

To improve the categorization accuracy of Dark Web 

services, this study offers an extended deep learning 

model based on the best-performing LDA-TextCNN 

method.  The proposed method uses Latent Dirichlet 

Allocation (LDA) to obtain topic modeling features 

before training a TextCNN model for classification.  

To further increase performance, we extend this 

model by utilizing CNN2D, which enhances 

classification accuracy and fine-tunes feature 

selection. 

 In this extended approach, the best features from the 

LDA-TextCNN model are given to the CNN2D 

network.  By using convolutional layers to capture 

better spatial correlations among topic attributes, 

CNN2D improves the model's ability to discern 

between relevant and irrelevant input.  A Dropout 

layer is also incorporated to remove noisy and 

redundant features, ensuring that only the most 

significant topic weights contribute to classification. 

 By combining LDA-TextCNN with CNN2D and 

Dropout, the extended model effectively reduces 

misclassification rates and achieves higher accuracy 

when compared to existing methods like KNN and 

Random Forest.  Experimental results show that this 

approach significantly enhances Dark Web service 

detection, making it a viable choice for cybersecurity 

applications. 

ii) System Architecture: 

To improve the categorization accuracy of Dark Web 

services, this study offers an extended deep learning 

model based on the best-performing LDA-TextCNN 

method.  The proposed method uses Latent Dirichlet 

Allocation (LDA) to obtain topic modeling features 

before training a TextCNN model for classification.  

To further increase performance, we extend this 
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model by utilizing CNN2D, which enhances 

classification accuracy and fine-tunes feature 

selection. 

 In this extended approach, the best features from the 

LDA-TextCNN model are given to the CNN2D 

network.  By using convolutional layers to capture 

better spatial correlations among topic attributes, 

CNN2D improves the model's ability to discern 

between relevant and irrelevant input.  A Dropout 

layer is also incorporated to remove noisy and 

redundant features, ensuring that only the most 

significant topic weights contribute to classification. 

 By combining LDA-TextCNN with CNN2D and 

Dropout, the extended model effectively reduces 

misclassification rates and achieves higher accuracy 

when compared to existing methods like KNN and 

Random Forest.  Experimental results show that this 

approach significantly enhances Dark Web service 

detection, making it a viable choice for cybersecurity 

applications. 

 

Fig.1. Proposed Architecture 

iii) MODULES: 

i. Data Loading: 

o Imports the dataset for training and 
testing. 

o Uses a Kaggle dataset containing 
over 10,000 Dark Web service 
descriptions. 

ii. Visualization: 

o Generates graphs to display 
different Dark Web services. 

o X-axis represents service names, 

and Y-axis indicates their counts. 

iii. Data Preprocessing: 

o Removes digits, special symbols, 
and stop words. 

o Applies stemming and 
lemmatization to standardize words. 

iv. TF-IDF Transformation: 

o Converts processed text into 

numerical vectors. 

o Assigns word frequency scores for 
better feature extraction. 

v. LDA Topic Modeling: 

o Extracts the most relevant words 

from each sentence. 

o Selects the top 90 topic weights for 
classification. 

vi. Data Splitting: 

o Divides the dataset into training and 
testing sets. 

o Ensures an optimal split for model 

evaluation. 

vii. Model Generation: 

o Existing Models: KNN and Random 
Forest for baseline comparison. 

o Proposed LDA-TextCNN: Uses 
LDA topic weights with TextCNN 

for classification. 

o Extension LDA-Hybrid TextCNN: 

▪ Extracts best features from 
LDA-TextCNN. 

▪ Trains a CNN2D model on 
extracted features. 

▪ Uses a Dropout layer to 

remove irrelevant features. 

▪ Enhances classification 
accuracy. 

viii. Admin Login: 

o Allows admin authentication and 
access to system functionalities. 

ix. Dark Web Classification: 

o Enables users to upload test data. 
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o Classifies Dark Web services based 
on the trained models. 

x. Prediction: 

o Displays final classification results. 

o Shows accuracy improvements 

using the extension model. 

iv) ALGORITHMS: 

a) KNN 

The K-Nearest Neighbors (KNN) algorithm classifies 

Dark Web services based on how closely their 

attributes resemble labeled training data points.  KNN 

uses feature space distance measurements to forecast 

the class label of a service.  This study uses KNN as a 

baseline classification model so that its accuracy and 

effectiveness may be compared to more complex 

algorithms. 

 This helps assess the overall performance 

improvements resulting from the use of LDA-

TextCNN and other recommended models. 

b) Random Forest: 

The Random Forest ensemble learning approach is 

used to build numerous decision trees during training, 

and it outputs the mode of the trees' predictions for 

classification problems.  It minimizes overfitting and 

well handles high-dimensional data, making it 

appropriate for the Dark Web classification attempt.  

Reliable predictions for the categories of Dark Web 

services are produced by the model's usage of 

Random Forest to find complex patterns in the data.  

This algorithm's performance serves as a benchmark 

for evaluating proposed methods. 

c) LDA-TextCNN: 

The proposed LDA-TextCNN model combines a 

Convolutional Neural Network (CNN) with Latent 

Dirichlet Allocation (LDA) topic modeling to classify 

Dark Web services.  Through the extraction of topic 

weights from the processed text, LDA enhances 

feature representation.  These improved features are 

then used by the TextCNN to conduct classification, 

boosting its accuracy and resilience. 

 This approach aims to better capture the semantic 

connections found in the data, which will ultimately 

result in better classification outcomes when 

compared to more traditional methods like KNN and 

Random Forest. 

d) Extension LDA-Hybrid Texting: 

The extension LDA-Hybrid TextCNN model builds 

upon the proposed LDA-TextCNN by including a 

second CNN2D layer that was trained using the best 

features from the previous model.  This hybrid 

approach aims to increase classification accuracy by 

enhancing feature representation and reducing the 

impact of irrelevant data. 

 The use of dropout layers in this model lessens 

overfitting and results in a more precise classification 

of Dark Web services.  This enhanced model aims to 

surpass earlier algorithms. 

4. EXPERIMENTAL RESULTS 

The proposed system was evaluated using a Kaggle 

dataset containing more than 10,000 Dark Web 

service descriptions. Data preprocessing techniques 

such as stop word removal, stemming, and 

lemmatization were applied to improve text quality. 

TF-IDF was used for initial feature representation, 

followed by Latent Dirichlet Allocation (LDA) to 

extract meaningful topic features. Through 

experimentation, selecting the top 90 topics provided 

optimal performance. The dataset was split into 
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training and testing sets to ensure unbiased 

evaluation, and multiple models including KNN, 

Random Forest, LDA-TextCNN, and the extended 

LDA-Hybrid TextCNN (CNN2D with Dropout) were 

implemented for comparison. 

The results demonstrate that the proposed models 

significantly outperform traditional approaches. KNN 

and Random Forest achieved accuracies of 83.70% 

and 87.46%, respectively, while the LDA-TextCNN 

model improved accuracy to 95.05%. Further 

enhancement using the LDA-Hybrid TextCNN 

(CNN2D with Dropout) achieved the highest 

accuracy of 96.09%, along with superior precision, 

recall, and F1-score. The integration of CNN2D and 

Dropout effectively reduced noise and overfitting, 

leading to better generalization. These findings 

confirm that the proposed hybrid deep learning model 

provides a highly efficient and reliable solution for 

Dark Web content classification. 

Accuracy: The ability of a test to differentiate 

between healthy and sick instances is a measure of its 

accuracy. Find the proportion of analysed cases with 

true positives and true negatives to get a sense of the 

test's accuracy. Based on the calculations: 

Accuracy = TP + TN /(TP + TN + FP + FN) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑁 +𝑇𝑃)

𝑇
 

Test Accuracy: 0.9895 

Precision: The accuracy rate of a classification or 

number of positive cases is known as precision. 

Accuracy is determined by applying the following 

formula: 

Precision = True positives/ (True positives + False 

positives) = TP/(TP + FP) 

Pr𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

(𝑇𝑃 +𝐹𝑃)
 

Recall: The recall of a model is a measure of its 

capacity to identify all occurrences of a relevant 

machine learning class. A model's ability to detect 

class instances is shown by the ratio of correctly 

predicted positive observations to the total number of 

positives. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

(𝐹𝑁 + 𝑇𝑃)
 

mAP: One ranking quality statistic is Mean Average 

Precision (MAP).  It takes into account the quantity 

of pertinent suggestions and where they are on the 

list.  The arithmetic mean of the Average Precision 

(AP) at K for each user or query is used to compute 

MAP at K.  

 

F1-Score: A high F1 score indicates that a machine 

learning model is accurate. Improving model 

accuracy by integrating recall and precision. How 

often a model gets a dataset prediction right is 

measured by the accuracy statistic.. 

𝐹1 = 2 ⋅
(𝑅𝑒𝑐𝑎𝑙𝑙 ⋅ Pr𝑒 𝑐𝑖𝑠𝑖𝑜𝑛)

(𝑅𝑒𝑐𝑎𝑙𝑙 + Pr𝑒 𝑐𝑖𝑠𝑖𝑜𝑛)
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Algorith

m Name 

Accurac

y (%) 

Precisio

n (%) 

Recal

l (%) 

F-

Scor

e 

(%) 

Existing 

KNN 
83.7 82.76 82.92 82.75 

Existing 

Random 

Forest 

87.46 86.74 86.36 86.41 

Proposed 

LDA-

TextCNN 

95.05 94.93 94.19 94.34 

Extension 

LDA-

Hybrid 

TextCNN 

96.09 95.83 95.94 95.55 

 

Fig.7. Comparison table of performance evaluation metrics of all 

algorithms 

 

 
Fig.8. dataset upload  page 

 
Fig.9. classification service  page 

 
Fig.10. Accuracy Graph  

5. CONCLUSION 

This paper presented an efficient deep learning-based 

approach for Dark Web content classification using 

LDA-weighted TextCNN and an extended CNN2D 

model. The integration of Latent Dirichlet Allocation 

(LDA) with TextCNN improved feature 

representation by capturing meaningful topic-based 

information, overcoming the limitations of traditional 

methods like TF-IDF and LSA. Further enhancement 

using CNN2D with a Dropout layer enabled better 

feature refinement and reduced overfitting, leading to 

improved classification performance. 

Experimental results demonstrated that the proposed 

hybrid model significantly outperforms conventional 

machine learning algorithms such as KNN and 

Random Forest in terms of accuracy, precision, 

recall, and F1-score. With an accuracy of 96.09%, the 

system proves to be highly effective in detecting and 

classifying Dark Web services. Overall, the proposed 

approach provides a robust and scalable solution for 

cybersecurity applications, enabling efficient 

monitoring and identification of potentially malicious 

activities on the Dark Web. 

 

6. FUTURE SCOPE 

The proposed system can be further enhanced by 

incorporating advanced deep learning models such as 

Transformers and attention-based architectures (e.g., 

BERT) to capture deeper contextual relationships in 

Dark Web text data. Additionally, integrating real-

time data collection from live Dark Web sources and 

multilingual text analysis can improve the system’s 

applicability and robustness across diverse 

environments. 
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Future work can also focus on improving scalability 

and deployment by implementing the model in a real-

time cybersecurity monitoring system. Furthermore, 

combining text-based analysis with other modalities 

such as network traffic data or image-based content 

can lead to a more comprehensive Dark Web 

detection framework, enabling more accurate 

identification of complex and evolving cyber threats. 
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