
  
AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 
Peer Reviewed, Referred & Indexed Journal 
E-ISSN:3069-0102 
VOL.6, NO. 2(1) (2026) 

   

253 

 
  

Received: 25-03-2026 | Accepted: 26-04-2026 | Published: 05-05-2026 | www.ajaccm.com 
   

PHISHING DETECTION 

1
Mrs.G. SWETHA, 

2
K. VISHNU VARDHAN, 

3
B. MANMATH, 

4
B. RAJESH 

1
Assistant Professor,

234
Students, Department of Information Technology, Teegala Krishna Reddy Engineering 

College, Medbowli, Meerpet, Balapur, Hyderabad-500097
 

 

ABSTRACT  

Phishing attacks have emerged as one of the most 

serious cybersecurity threats, targeting users by 

impersonating legitimate websites and emails to 

steal sensitive information such as login 

credentials, banking details, and personal data. The 

increasing sophistication of phishing techniques 

has made traditional detection methods like 

blacklist filtering and rule-based systems 

ineffective in identifying new and evolving threats. 

This project proposes an intelligent phishing 

detection system using machine learning and 

natural language processing techniques to 

overcome these limitations. The system focuses on 

analyzing raw URLs and textual content instead of 

relying only on manually extracted features. 

Machine learning algorithms are used to identify 

patterns and anomalies in URLs, enabling accurate 

classification into phishing or legitimate categories. 

Additionally, natural language processing is applied 

to extract meaningful insights from textual 

components, detecting suspicious words and 

deceptive patterns. The system is designed to be 

automated, fast, and scalable, providing real-time 

detection and reducing human effort. It also 

improves over time through continuous learning 

from new data, increasing detection accuracy. By 

integrating multiple detection techniques, the 

proposed system enhances cybersecurity and 

protects users from financial loss and data 

breaches.  

Keywords: Phishing Detection, Machine Learning, 

NLP, Cybersecurity, URL Analysis, Data Security 

I. INTRODUCTION  

Phishing detection plays a critical role in protecting 

users from cyberattacks that aim to steal sensitive 

information such as passwords and financial data 

[1]. The rapid growth of internet usage has 

increased the number of phishing attacks 

significantly [2]. Attackers design fake websites 

and emails that closely resemble legitimate sources 

[3]. These attacks exploit user trust and lack of 

awareness [4]. Traditional methods like blacklist 

filtering only detect known phishing URLs [5]. 

They fail to identify newly created malicious 

websites [6]. Rule-based systems depend on 

predefined patterns [7]. These systems lack 

adaptability to evolving threats [8]. Manual 

detection is time-consuming and error-prone [9]. 

Users often cannot distinguish between real and 

fake websites [10]. This increases the risk of 

financial and data loss [11]. Therefore, automated 

detection systems are necessary [12]. Machine 

learning provides an effective solution [13]. It can 

learn patterns from large datasets [14]. It helps in 

identifying unknown phishing attacks [15].  

The proposed system uses machine learning 

algorithms to analyze URLs and website content 

[16]. It extracts features such as URL length and 

domain characteristics [17]. Natural language 

processing is used to analyze textual content [18]. 

It identifies suspicious keywords and patterns [19]. 

The system provides real-time detection [20]. It 
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reduces human effort through automation [21]. It 

improves accuracy compared to traditional methods 

[22]. It handles large datasets efficiently [23]. The 

system continuously learns from new data [24]. It 

adapts to evolving phishing techniques [25]. It 

provides alerts to users [26]. It helps prevent 

cyberattacks [27]. It enhances online security [28]. 

It is suitable for individuals and organizations [29]. 

Thus, it ensures safe digital communication [30] 

II. LITERATURE SURVEY  

Phishing detection has been widely researched due 

to the increasing number of cyber threats [1]. Early 

approaches relied on blacklist-based systems [2]. 

These systems blocked known malicious URLs [3]. 

However, they failed to detect zero-day attacks [4]. 

Rule-based systems were also used [5]. These 

systems depended on predefined patterns [6]. They 

lacked flexibility and adaptability [7]. Researchers 

introduced machine learning techniques [8]. 

Algorithms like Decision Trees and SVM were 

used [9]. These models analyzed URL features 

[10]. Features included length and special 

characters [11]. Domain age was also considered 

[12]. These approaches improved detection 

accuracy [13].  

Content-based detection methods were also 

developed [14]. NLP techniques were used for text 

analysis [15]. Tokenization and keyword extraction 

were applied [16]. Suspicious language patterns 

were identified [17]. Combining URL and content 

features improved results [18]. Deep learning 

approaches were later introduced [19]. Neural 

networks handled complex patterns [20]. Real-time 

detection systems were developed [21]. These 

systems provided instant feedback [22]. They 

reduced false positives [23]. They improved 

scalability [24]. They adapted to new threats [25]. 

Overall, ML-based systems proved more effective 

[26]. They offered better accuracy [27]. They 

provided faster detection [28]. They ensured better 

cybersecurity [29]. Thus, they are widely adopted 

today [30].  

 

 

III. PROPOSED SYSTEM  

The proposed phishing detection system is 

designed to identify malicious websites and emails 

using machine learning techniques. The system 

analyzes multiple factors such as URL structure, 

domain information, and textual content to detect 

suspicious patterns. It begins by accepting user 

input in the form of a URL or email content. The 

input is processed through data preprocessing 

techniques such as cleaning, tokenization, and 

normalization. This ensures that the data is in a 

suitable format for further analysis.  

 

Fig.1 Architecture 

The system then performs feature extraction, where 

important attributes like URL length, special 

characters, and suspicious keywords are identified. 

These features are passed to a trained machine 

learning model that classifies the input as phishing 

or legitimate. The system provides real-time alerts 

to users, helping them avoid malicious websites. It 

reduces manual effort and improves detection 

accuracy. The system is scalable and capable of 

handling large datasets efficiently. It continuously 



  
AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 
Peer Reviewed, Referred & Indexed Journal 
E-ISSN:3069-0102 
VOL.6, NO. 2(1) (2026) 

   

255 

 
  

Received: 25-03-2026 | Accepted: 26-04-2026 | Published: 05-05-2026 | www.ajaccm.com 
   

learns from new data, improving its performance 

over time.  

IV. SYSTEM DESIGN  

The system design of the phishing detection system 

follows a modular architecture to ensure efficiency 

and scalability. The process begins with the user 

interface, where users input URLs or email content 

for analysis. The input is passed to the 

preprocessing module, which cleans and formats 

the data. This step removes unnecessary characters 

and standardizes the input.  

 

 

Next, the feature extraction module identifies 

important characteristics such as URL patterns and 

keywords. These features are fed into the machine 

learning model for classification. The detection 

module analyzes the data and predicts whether it is 

phishing or legitimate. Finally, the result is 

displayed to the user through the interface. The 

system design ensures fast processing, high 

accuracy, and real-time detection capabilities. It 

also supports scalability and easy maintenance.  

 

VI RESULTS & ANALYSIS 

The test analysis evaluates the performance of the 

phishing URL detection system using new URLs 

after the model is trained. In this phase, a user 

enters a URL into the Streamlit interface. The 

system first preprocesses the input using the 

clean_url() function from the model_utils module 

to remove unnecessary characters and standardize 

the URL. The cleaned URL is then given to the 

trained model stored in phishing.pkl. The model 

analyzes the URL and predicts whether it is 

phishing or legitimate. The result is displayed on 

the screen. This testing process helps verify the 

accuracy and effectiveness of the phishing 

detection system. 
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VI CONCLUSION  

Phishing detection systems play a crucial role in 

modern cybersecurity by protecting users from 

fraudulent websites and emails designed to steal 

sensitive information. With the increasing use of 

the internet for financial and personal activities, 

phishing attacks have become more sophisticated 

and difficult to detect. Traditional detection 

methods are no longer sufficient to handle evolving 

threats. The proposed system uses machine learning 

and natural language processing techniques to 

improve detection accuracy and efficiency. It 

analyzes URL features and textual content to 

identify suspicious patterns. The system provides 

real-time alerts, helping users avoid potential 

threats. It reduces human effort and enhances 

detection speed. The system also improves over 

time by learning from new data. Overall, the 

phishing detection system enhances online security, 

protects sensitive data, and contributes to a safer 

digital environment.  
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