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Abstract: Network Intrusion Detection Systems (NIDS) face significant challenges in 

identifying modern and evolving cyber-attacks due to their limited ability to capture long-term 

dependencies and complex patterns in network traffic. Traditional methods often fail to model 

the temporal and spatial variations present in dynamic attack behaviours, resulting in reduced 

detection accuracy and higher false alarm rates. To address these limitations, this work proposes 

a hybrid deep learning framework that integrates Seq2Seq, ConvLSTM, Convolutional Neural 

Network (Conv1D), Bidirectional LSTM, and Gated Recurrent Unit (GRU) architectures for 

effective intrusion detection. The Seq2Seq model is utilized to learn sequential dependencies in 

network traffic, while ConvLSTM captures spatial temporal correlations. Additionally, 

Bidirectional LSTM and GRU layers enhance feature extraction and improve the understanding 

of both past and future contextual information in traffic patterns. To ensure interpretability, the 

Local Interpretable Model-Agnostic Explanations (LIME) technique is incorporated to identify 

and visualize the most influential features contributing to classification decisions. The proposed 

model is evaluated using benchmark datasets, including CIC-IDS2017, CIC-ToN-IoT, and 

UNSW-NB15. Experimental results demonstrate that the hybrid architecture significantly 

outperforms traditional NIDS approaches in terms of detection accuracy, robustness, and false 

alarm reduction, making it suitable for real-world cyber security applications. 

Key Words: Cyber Attacks Intrusion Detection, Seq2Seq, ConvLSTM, Explainable AI (LIME), 

IoT. Security.

1. Introduction 

Ensuring network security has become 

increasingly critical with the rapid rise of 

sophisticated cyber-attacks, including hybrid 

and evolving intrusion techniques. These 

attacks can lead to significant financial 

losses, data breaches, and long-term damage 

to organizational trust and reputation. 

Network Intrusion Detection Systems 

(NIDS) play a vital role in identifying such 

threats by monitoring network traffic for 

anomalies. However, traditional machine 

learning (ML) approaches, such as Random 

Forest, Support Vector Machine, and 

Decision Trees, often struggle to effectively 

detect complex and imbalanced attack 
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patterns, limiting their performance in 

modern dynamic environments. 

With the growing availability of 

computational resources, deep learning 

techniques such as Convolutional Neural 

Networks (CNN) and Recurrent Neural 

Networks (RNN) have been widely adopted 

for intrusion detection. Although these 

models improve detection accuracy, they 

still face challenges such as high false alarm 

rates and poor detection rates due to 

inefficient feature extraction in high-

dimensional and imbalanced datasets. 

Recent advancements have focused on 

multi-stage and sequential architectures like 

Sequence-to-Sequence (Seq2Seq), which 

better capture temporal dependencies in 

network traffic, but further improvements 

are required to effectively model both spatial 

and temporal relationships. 

The main contributions of our paper are 

summarized as follows:  

 We propose a novel hybrid deep learning 

model using Seq2Seq and ConvLSTM 

that offers promising performance in 

accuracy, FAR, and DR.  

 We evaluate the adaptability of the 

model using several benchmark datasets, 

including CIC-IDS2017, CIC-ToN-IoT, 

and UNSW-NB15.  

 We utilized Explainable AI techniques 

LIME to validate and provide 

interpretability to the model, enhancing 

its trustworthiness in real-world 

deployment. 

To address these limitations, this paper 

proposes a hybrid deep learning NIDS 

model that integrates Convolutional Long 

Short-Term Memory (ConvLSTM) subnets 

within a Seq2Seq architecture. This design 

enhances spatial–temporal feature extraction 

while minimizing manual bias in feature 

engineering. Additionally, Explainable 

Artificial Intelligence (XAI) is incorporated 

using Local Interpretable Model-agnostic 

Explanations (LIME) to improve model 

transparency and trust. The proposed model 

is evaluated on benchmark datasets, 

demonstrating improved detection rates and 

reduced false alarms compared to existing 

approaches. 

2. Literature Survey  

The study of NIDS is receiving increasing 

attention as the requirement to identify 

network breaches increases. In recent years, 

many ML models have been proposed. 

Some of the most used approaches for 

anomaly detection are Naïve Bayes, DT, 

SVM, and logistic regression [4]. The SVM-

supervised machine-learning 

algorithm [6] classifies normal and 

abnormal data in a high-dimensional set. 

However, these detection methods often 

perform poorly when dealing with highly 

imbalanced classes [7]. Unsupervised attack 

detection approaches are more flexible and 

do not require any labels, relying solely on 

the intrinsic properties of datasets to detect 

anomalies [8]. 

In recent years, Deep Learning (DL) models 

have played an essential role in dealing with 

more complicated data representations. Due 

to their superior performance, these models 

are receiving more attention. They are being 

used in a variety of multidisciplinary study 

domains such as healthcare [9], vehicle 

design [10], manufacturing [11], and 

security [12], [13]. Early research on NIDS, 

such as Artificial Neural Networks 

(ANNs) [14] and CNN, showed some 
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performance improvements. However, these 

DL algorithms cannot capture the rich 

temporal features involved in NIDS 

predictions. 

3.System Architecture  

The hybrid deep learning architecture 

processes input network traffic through a 

preprocessing module, followed by a 

Seq2Seq encoder–decoder framework  

 

 
Fig 1: System Architecture 

Integrating Conv1D, LSTM, GRU, and 

ConvLSTM subnets. Extracted temporal-

spatial features are classified to identify 

normal or intrusive traffic. LIME-based 

explainability provides interpretable insights 

into detected anomalies for reliable intrusion 

detection. 

4. Methodology  

The proposed methodology integrates 

multiple deep learning components to build 

a robust and explainable intrusion detection 

system. The process begins with dataset 

acquisition, where benchmark datasets such 

as CIC-IDS2017, CIC-ToN-IoT, and 

UNSW-NB15 are selected for their diversity 

and realistic attack scenarios. These datasets 

contain flow-based, statistical, and protocol-

level features essential for modelling 

network behaviour. 

 
Fig 2: Proposed Conv LSTM Subnets 

The data is reshaped into sequential time 

windows to preserve temporal dependencies 

for deep learning. The hybrid model 

combines Conv1D, LSTM, and Seq2Seq to 

extract spatial and temporal features, while 

the extended model incorporates 

ConvLSTM1D and Bidirectional GRU for 

enhanced sequence learning. Convolutional 

layers capture feature patterns, and recurrent 

layers learn long-term dependencies in 

traffic data. Finally, dense layers generate 

classification outputs, with the model trained 

using back propagation to improve detection 

accuracy. 

5. Design and Construction 

The proposed intrusion detection system is 

based on hybrid Seq2Seq architecture with 

modules for data acquisition, pre-processing, 

feature learning, classification, and explain 

ability. Raw network traffic is collected and 

pre-processed through cleaning, 

normalization, and transformation into time-

series sequences. This structured data is then 

used for effective feature extraction and 

anomaly detection. 

i) Data Pre-processing:   

Preprocessing includes handling missing 

values, label encoding of categorical 
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features, and normalization of numerical 

attributes. Feature scaling is applied using 

standard normalization: 

  
  

    

 
 

where   is the input feature,  is the mean, 

and  is the standard deviation. This ensures 

uniform contribution of features during 

training. 

iii) Hybrid Model Construction 

The proposed hybrid model combines 

Conv1D for spatial feature extraction, 

LSTM and GRU for temporal learning, and 

Bidirectional layers to capture forward and 

backward dependencies. The core 

architecture is built on a Seq2Seq 

framework, enabling sequence-to-sequence 

mapping of network traffic patterns. 

To enhance temporal modeling, Conv 

LSTM subnets are integrated within the 

encoder-decoder structure. The model is 

trained using categorical cross-entropy loss: 

     ∑  

 

   

      ̂   

iii) Explain ability and Evaluation   

The proposed model uses a Seq2Seq 

encoder–decoder architecture with Conv1D 

and LSTM/GRU layers, enhanced by 

ConvLSTM subnets to capture spatial and 

temporal features. The encoder generates 

latent representations, while the decoder and 

Softmax layer perform multi-class intrusion 

classification. Additionally, LIME is 

integrated to provide interpretability by 

identifying key features influencing model 

decisions, ensuring transparency and 

efficient deployment. 

iv) Model Performance  
To improve interpretability, the model 

incorporates LIME (Local Interpretable 

Model-agnostic Explanations), which 

approximates the complex model locally 

with a simpler surrogate. This allows 

identification of influential features in each 

prediction. Model performance is evaluated 

using standard metrics: accuracy, precision, 

recall, and F1-score. Additionally, confusion 

matrices are used to visualize classification 

outcomes. The F1-score is computed as: 

     
                

                
 

This balanced metric ensures reliable 

comparison across models and attack 

categories. 

6 Results and Discussion 

The proposed threat detection system uses a 

ConvLSTM-based deep learning model to 

analyse network traffic data. After pre-

processing steps such as cleaning, 

normalization, and sequence formatting, the 

model learns both spatial and temporal 

patterns from traffic flows to identify 

anomalies. It is then deployed through a 

Flask web application for real-time intrusion 

detection, classifying traffic as Normal, 

DoS, or Suspicious Activity with color-

coded outputs for easy interpretation. 

 
Fig 3: Deployment of Project Home Page  

Fig 3 presents the overall workflow of the 

intrusion detection system, from dataset 

p  p        g t      ‑t m  p  d  t   . Th   

modular design ensures scalability and 
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 d pt b   ty        d ff    t I T‑   b  d 

infrastructures. 

 
Fig 4: output prediction 

Fig 4 shows the training phase of the deep 

learning model. The ConvLSTM achieved 

stable convergence, learning complex traffic 

behaviours and minimizing false alarms 

compared to traditional IDS approaches. 

 
Fig 5: Confusion Matrix 

The fig 5 confusion matrix illustrates the 

classification performance of the 

ConvLSTM model across all traffic 

categories. Most predictions lie along the 

diagonal, indicating correct classification. 

Minimal misclassification between Normal 

and Suspicious classes demonstrates the 

m d  ’   b   ty t  d  t  gu  h  ubt   

anomalies in traffic patterns. This confirms 

strong discriminative capability.  

 

 

 

Fig 6: Performance Comparison of 

Algorithms on UNSW Dataset 

The fig 6 illustrates the comparison of 

Accuracy, F-Score, Precision, and Recall for 

the Extension Stacked Model, Proposed 

Hybrid Model, and Random Forest. The 

Proposed Hybrid Model achieves 

consistently high performance across all 

metrics, closely matching or slightly 

outperforming the other models. This 

demonstrates its effectiveness and reliability 

for intrusion detection on the UNSW 

dataset. 

 
Fig 7: Performance comparison of proposed 

hybrid model with LuNET and Seq2Seq 

The fig 7 compares the performance of the 

proposed hybrid model with LuNet and 

Seq2Seq across different datasets. In terms 

of False Alarm Rate, the hybrid model 

consistently achieves lower values, 

indicating fewer incorrect detections 

compared to the other methods. For 
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Detection Rate, the hybrid model performs 

competitively, maintaining high accuracy 

close to or matching the best results. 

Overall, the proposed hybrid model 

demonstrates improved reliability by 

reducing false alarms while preserving 

strong detection performance. 

 
Fig 8: ROC Curve 

Fig 8 the ROC curve shows a high Area 

Under Curve (AUC) value, reflecting 

excellent true positive rate and low false 

positive rate. The curve remains close to the 

top-  ft       ,    f  m  g th  m d  ’  

strong ability to differentiate between attack 

and normal traffic. 

7. Conclusion and Future Scope 

This research successfully presented a 

Hybrid Deep Learning Intrusion Detection 

System by integrating Seq2Seq architecture 

with Conv1D, LSTM, Bidirectional LSTM, 

and GRU layers to effectively detect 

network intrusions. The proposed model 

addressed the key limitations of traditional 

intrusion detection systems by capturing 

both spatial features from network traffic 

using convolutional layers and temporal 

dependencies using advanced recurrent 

neural networks. By combining these 

techniques, the system demonstrated 

improved learning capability for complex 

and evolving cyber-attack patterns. The 

experimental evaluation conducted on the 

UNSW-NB15 dataset showed that the 

proposed hybrid model outperformed 

traditional machine learning approaches 

such as Random Forest in terms of accuracy, 

precision, recall, and F-score. The inclusion 

of Bidirectional LSTM enhanced contextual 

understanding by processing sequences in 

both forward and backward directions, while 

the GRU layer reduced computational 

complexity and improved prediction 

efficiency. This combination resulted in 

better detection of sophisticated and time-

dependent attacks with lower false alarm 

rates. Furthermore, the integration of 

Explainable Artificial Intelligence (XAI) 

using LIME increased the transparency and 

interpretability of the intrusion detection 

process. This feature is particularly 

important for real-world cybersecurity 

applications, as it enables security analysts 

to understand the reasoning behind model 

decisions. Overall, the proposed hybrid 

intrusion detection system proved to be 

robust, scalable, and suitable for modern 

network environments, making it a 

promising solution for real-time cyber-threat 

detection.  

Future Scope: Future enhancements include 

enabling real-time intrusion detection 

through streaming data frameworks and 

improving generalization by training on 

multiple datasets. The model can also be 

strengthened using attention mechanisms or 

transformer-based architectures for better 

sequence learning, along with optimization 

techniques like pruning and quantization for 

efficient deployment on edge devices. 

Additionally, integrating advanced 
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explainable AI and SIEM systems can 

improve interpretability and support 

enterprise-level automated cybersecurity 

monitoring.  
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