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Abstract 

National-scale genomics programmes are among the most demanding use cases for enterprise network 

infrastructure. They require the simultaneous handling of massive sequencing data volumes, real-time 

laboratory instrument connectivity, cloud-based bioinformatics pipelines, and strict healthcare data 

governance. This paper presents a comprehensive reference architecture for the network infrastructure 

underpinning a national-scale population genomics programme, one of the world's largest such initiatives. 

Drawing on direct implementation experience at the national omics data centre, this work details the design 

principles, topology decisions, security frameworks, and cloud integration strategies that enabled reliable 

processing of hundreds of thousands of genomic samples. The architecture addresses the unique 

convergence of IT, IoT, and application-layer requirements within a genomics data centre environment 

encompassing structured cabling for laboratory networks, high-throughput LAN design for sequencing 

instruments, resilient WAN connectivity to centralised data centres and a leading public cloud platform, 

and end-to-end security controls aligned with national healthcare data governance standards. 

Three key contributions emerge from this work a layered design methodology that separates laboratory 

instrument networks from computational and storage tiers, a hybrid connectivity model that integrates on-

premises infrastructure with cloud-based compute, storage, and analytics services, and a scalability 

framework that supports rapid growth in sample throughput without requiring fundamental architectural 

redesign. The paper concludes with lessons learned, measured performance observations, and practical 

recommendations for other national genomics initiatives. 

Keywords: genomics network infrastructure, population genomics, cloud-hybrid architecture, healthcare 

data governance, bioinformatics pipelines, national-scale genomics infrastructure, sequencing data centre. 

1. Introduction 

Population-scale genomics programmes have 

emerged as a cornerstone of national healthcare 

strategies worldwide. The United Kingdom's 

100,000 Genomes Project, the United States' All 

of Us Research Program, and China's Precision 

Medicine Initiative each represent multi-year, 

multi-billion-dollar commitments to sequencing 

large fractions of their national populations. 

These programmes generate extraordinary 

volumes of data a single whole-genome sequence 

produces approximately 100 to 200 gigabytes of 

raw data. A national programme processing 

hundreds of thousands of samples can therefore 

accumulate petabytes of data within its first few 

years of operation. 

The national population genomics programme, 

launched in partnership between a regional 

government health authority and a national 

healthcare technology organisation, stands as one 

of the most ambitious such initiatives globally. 

The programme aims to sequence a significant 

portion of the national population to advance 

precision medicine, identify genetic 

predispositions to disease, and develop targeted 

therapeutic strategies tailored to the region's 

unique genetic profile. 

While considerable academic attention has been 

paid to the bioinformatics pipelines, statistical 

methodologies, and clinical applications of 

population genomics, the underlying network 

infrastructure that enables these operations 

remains significantly under-documented. This 
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gap matters network architecture decisions 

directly affect sequencing throughput, data 

integrity, analytical pipeline performance, and 

regulatory compliance. A poorly designed 

network can bottleneck an entire genomics 

operation regardless of the computational 

resources available. 

This paper addresses that gap by presenting the 

network infrastructure architecture deployed at 

the national omics data centre, the primary 

sequencing and data processing facility for the 

national population genomics programme. The 

architecture was designed and implemented by 

the author as part of the regional technology 

group's infrastructure engineering team, covering 

structured cabling, active network deployment, 

server room design, laboratory instrument 

connectivity, WAN integration, and cloud 

connectivity to both centralised regional data 

centres and a leading public cloud platform. 

The contribution of this work is threefold. First, 

it provides a detailed, replicable reference 

architecture for genomics network infrastructure 

at national scale. Second, it identifies and 

addresses the specific technical challenges that 

arise at the intersection of laboratory IoT 

networks, high-performance computing, and 

cloud-based bioinformatics. Third, it offers 

empirically grounded lessons and performance 

observations from a live, production-scale 

deployment that has processed hundreds of 

thousands of genomic samples. 

2. Background and Related Work 

2.1 The National Population Genomics 

Programme 

The national population genomics programme is 

a strategic initiative executed by a national 

healthcare technology organisation in 

collaboration with a regional government health 

authority. The programme's objectives include 

building a comprehensive genomic reference 

database for the UAE population, enabling early 

detection and prevention of genetic diseases, and 

supporting the development of personalized 

treatment protocols. The operational hub of this 

initiative is the national omics data centre, located 

within a regional research and technology 

campus. 

The Centre houses high-throughput sequencing 

platforms, bioinformatics processing clusters, 

and data storage systems. It processes genomic 

samples through a pipeline that spans wet-lab 

operations DNA extraction, library preparation, 

and sequencing and dry-lab operations quality 

control, read alignment, variant calling, 

annotation, and clinical interpretation. Each stage 

of this pipeline generates, transforms, and 

transmits significant volumes of data across the 

facility's network. 

2.2 Network Infrastructure in Genomics the 

Literature Gap 

Academic literature on genomics infrastructure 

has predominantly focused on computational and 

storage aspects. Studies on the Broad Institute's 

genomics platform, the European Bioinformatics 

Institute's data infrastructure, and the UK 

Biobank's storage architecture provide valuable 

insights into computational scaling, but typically 

treat the network layer as a given rather than as a 

deliberate design variable. 

The few available studies that do address network 

infrastructure in genomics tend to focus on 

individual aspects for instance, data transfer 

protocols between institutions, or WAN 

optimization for multi-site collaborations. What 

is largely absent from the literature is a holistic 

treatment of the entire network stack within a 

genomics facility from the physical cabling 

connecting laboratory instruments to the cloud 

connectivity enabling large-scale bioinformatics 

analysis. 

This paper aims to fill that gap by documenting a 

complete, end-to-end network architecture that 

was designed, deployed, and validated in a 

production genomics environment of national 

significance. 

2.3 Relevant Standards and Frameworks 



AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 

Peer Reviewed, Referred & Indexed Journal 

E-ISSN:3069-0102 

VOL.3, NO. 1(2023)  

31 

 

   

 Received: 02-02-2023 | Accepted: 11-03-2023 | Published: 18-03-2023 | www.ajaccm.com 

The architecture described in this paper draws on 

several established standards and frameworks. 

Cisco Systems’ Enterprise Network Design 

Guide for Healthcare and Life Sciences provided 

foundational campus and data centre design 

patterns.  Palo Alto Networks' next-generation 

firewall best practices for healthcare 

environments informed the security architecture. 

IEEE 802.3 standards governed the Ethernet 

physical and data-link layer specifications.  

3. Design Principles and Requirements 

3.1 Operational Requirements 

The network infrastructure for the national omics 

data centre needed to satisfy a set of operational 

requirements that distinguish genomics facilities 

from conventional enterprise environments. 

These requirements were derived through 

stakeholder consultations with laboratory 

operations teams, bioinformatics researchers, IT 

operations staff, and information security 

officers. 

High-throughput data ingestion from sequencing 

instruments was the primary requirement. 

Modern high-throughput sequencing platforms 

such as those manufactured by Illumina and 

MGI/BGI generate between one and six terabytes 

of data per sequencing run. The network must 

sustain continuous data transfer from multiple 

instruments running in parallel, without packet 

loss, latency spikes, or throughput degradation. 

Real-time laboratory instrument monitoring 

represented a second major requirement. 

Sequencing instruments, environmental sensors, 

sample tracking systems, and laboratory 

information management systems (LIMS) all 

require continuous, low-latency network 

connectivity. Unlike bulk data transfer, these 

connections demand reliability and determinism 

rather than raw bandwidth. 

Cloud connectivity for bioinformatics processing 

was the third key requirement. Raw sequencing 

data undergoes computationally intensive 

processing through pipelines that perform quality 

control, read alignment, variant calling, and 

annotation. These workloads were distributed 

between on-premises high-performance 

computing clusters and cloud-based compute and 

storage resources, requiring consistent, high-

bandwidth, low-latency connectivity between the 

facility and cloud endpoints. 

Healthcare data governance compliance formed 

the fourth requirement. All genomic data being 

health-related personal information falls under 

the UAE's ADHICS framework, requiring 

encryption in transit and at rest, robust access 

controls, comprehensive audit logging, and 

network segmentation to prevent unauthorized 

data exposure. 

 
Figure 1: Network Traffic Patterns and Data 

Flow Requirements in the National Omics Data 

Centre, showing peak throughput demands 

during parallel sequencing runs and cloud data 

transfers. 

3.2 Design Principles 

Six principles guided the architecture throughout. 

Layered separation of concerns: Laboratory 

instrument networks, computational networks, 

storage networks, and management networks 

were designed as logically and, wherever 

possible, physically separated domains. This 

containment strategy prevents a fault or security 

incident in one domain from propagating to 

others. 

Scalable modularity: The architecture was 

designed to accommodate growth in the number 

of sequencing instruments, compute nodes, and 

storage capacity without requiring a fundamental 

redesign. Capacity can be added by extending 

existing network tiers rather than rearchitecting 

them from the ground up. 

Resilience through redundancy: Every critical 

network path was designed with at least N+1 
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redundancy. Core switches, distribution switches, 

WAN links, and firewall pairs were deployed in 

high-availability configurations with automated 

failover. 

Cloud-native integration: Rather than treating 

cloud connectivity as an afterthought, the 

architecture was designed from the outset to 

support hybrid cloud operations, with dedicated 

connectivity paths and security policies for the 

public cloud platform and other cloud services. 

Security by design: Security controls were 

embedded at every layer of the architecture from 

physical access controls on network equipment to 

micro-segmentation policies in the data centre 

fabric. Security was a design constraint, not a 

retrofit. 

Operational simplicity: Despite the 

architecture's technical sophistication, 

operational procedures were designed to be 

straightforward and well-documented, enabling 

the network operations team to manage the 

environment without requiring constant specialist 

intervention. 

4. Architecture Overview 

4.1 Physical Topology 

The national omics data centre spans multiple 

zones within the facility, each serving a distinct 

operational function. The laboratory zone houses 

sequencing instruments, sample preparation 

areas, and associated environmental control 

systems. The data centre zone contains compute 

racks, storage arrays, and core network 

equipment. The office zone provides workspace 

for bioinformatics researchers, laboratory staff, 

and administrative personnel. 

Structured cabling was deployed across all zones 

following TIA-942 data centre cabling standards 

and TIA-568 commercial building cabling 

standards. The laboratory zone used a 

combination of Category 6A copper cabling for 

instrument connectivity and single-mode fiber for 

high-bandwidth backbone connections. The data 

centre zone utilized OM4 multi-mode fiber for 

inter-rack connectivity and single-mode fiber for 

connections to WAN equipment. 

4.2 Logical Topology 

The logical topology follows a three-tier 

collapsed-core design adapted for the specific 

requirements of a genomics facility 

Core/Distribution Tier: A pair of high-

performance core switches operating in virtual 

PortChannel (vPC) configuration provides the 

core switching fabric. These switches handle all 

inter-VLAN routing, aggregate uplinks from 

access-layer switches, and provide gateway 

services for all network segments. 

Access Tier: Dedicated access-layer switches 

serve each functional zone. Laboratory access 

switches are configured with specific QoS 

policies to prioritize instrument traffic. Data 

centre access switches provide high-density 

10GbE and 25GbE connectivity for compute and 

storage nodes. 

WAN/Cloud Connectivity Tier: A pair of next-

generation firewalls in active/passive high-

availability configuration manages all external 

connectivity. This includes IPsec VPN tunnels to 

the centralised regional data centre, dedicated 

private circuit connectivity to a leading public 

cloud platform, and internet access through 

multiple ISP links with WAN load balancing. 

 
Figure 2: Logical Network Architecture 

showing the three-tier collapsed-core design 

with laboratory, computational, storage, and 

cloud connectivity tiers, integrated through core 

switches and Networks next-generation 

firewalls. 

4.3 Network Segmentation 

Network segmentation was implemented through 

a combination of VLANs, firewall zones, and 
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access control lists. The segmentation strategy 

divides the network into the following domains 

Network Segment Sample VLAN 

Range 

Purpose / Function 

Laboratory Instruments 100–109 Sequencing platforms, LIMS, 

environmental sensors 

Compute Cluster 200–209 HPC nodes, bioinformatics processing 

workloads 

Storage Network 300–309 NAS/SAN arrays, backup systems 

Cloud Transit 400–409 Dedicated Private Circuit, VPN endpoints 

User / Office 500–509 Researcher workstations, Wi-Fi, guest 

access 

Management (OOB) 900–909 Out-of-band management, monitoring 

infrastructure 

Table 1: Network segmentation scheme for the national omics data centre. 

Inter-segment traffic is governed by firewall 

policies that enforce least-privilege access. 

Laboratory instruments can communicate with 

storage arrays for data ingestion but have no 

direct access to the internet or cloud services. 

Compute nodes can reach both storage and cloud 

transit segments but are isolated from the 

laboratory instrument segment. This defense-in-

depth approach ensures that a compromise in any 

single segment cannot propagate freely across the 

wider network. 

5. Laboratory Network Design 

5.1 Sequencing Instrument Connectivity 

High-throughput sequencing instruments are 

specialized devices with unique network 

requirements. Unlike conventional IT endpoints, 

sequencing platforms generate sustained, high-

volume data streams during runs that can last 24 

to 72 hours. The network design for instrument 

connectivity needed to accommodate these long-

duration transfer patterns while simultaneously 

maintaining the low-latency, deterministic 

connectivity required for instrument control and 

monitoring. 

Each sequencing instrument is connected to a 

dedicated access-layer switch port configured 

with specific QoS parameters. Jumbo frames 

(MTU 9216) are enabled on instrument-facing 

ports and all intermediate links to reduce protocol 

overhead for large data transfers. Priority queuing 

ensures that instrument control traffic LIMS 

communications and run-status updates receive 

preferential treatment over bulk data transfer 

traffic. 

 
Figure 3: Instrument Data Transfer Patterns 

showing sustained throughput during multi-day 

sequencing runs and QoS priority scheduling for 

control versus bulk-data traffic. 

5.2 Environmental and IoT Integration 



AMERICAN JOURNAL OF AI CYBER COMPUTING MANAGEMENT 

Peer Reviewed, Referred & Indexed Journal 

E-ISSN:3069-0102 

VOL.3, NO. 1(2023)  

34 

 

   

 Received: 02-02-2023 | Accepted: 11-03-2023 | Published: 18-03-2023 | www.ajaccm.com 

The laboratory environment requires continuous 

monitoring of temperature, humidity, air quality, 

and power conditions all of which directly affect 

sequencing accuracy and sample integrity. 

Environmental sensors are deployed across the 

laboratory zones on a dedicated IoT VLAN that 

is logically isolated from both the instrument and 

compute networks. 

This isolation serves a dual purpose. 

Operationally, it prevents low-bandwidth but 

high-frequency sensor traffic from contending 

with instrument data streams. From a security 

perspective, IoT devices represent an expanded 

attack surface, isolating them on a separate 

VLAN with restrictive firewall policies limits the 

potential impact of any compromise. 

5.3 Sample Tracking and LIMS Integration 

The Laboratory Information Management 

System (LIMS) serves as the central coordination 

platform for sample tracking, workflow 

management, and quality control across the 

sequencing pipeline. LIMS connectivity required 

both high reliabilities to prevent workflow 

interruptions and strong security, given the 

sensitivity of patient-linked sample data. 

LIMS servers are hosted in the data centre zone, 

with database replication to a secondary site for 

disaster recovery. Laboratory workstations and 

barcode scanners access LIMS through the user 

network segment, with application-layer 

inspection on the firewall ensuring that only 

authorized LIMS transactions traverse the 

network boundary. 

6. Cloud-Hybrid Integration Architecture 

6.1 Connectivity to the Leading Public Cloud 

Platform 

The bioinformatics processing pipeline requires 

significant cloud-based compute and storage 

resources hosted on a leading public cloud 

platform. The connectivity architecture between 

the national omics data centre and the cloud 

platform was designed to deliver high bandwidth, 

low latency, and guaranteed service levels while 

maintaining strict security controls throughout. 

A dedicated private circuit provides the primary 

connectivity path, offering a connection that 

bypasses the public internet entirely. This is 

supplemented by IPsec VPN tunnels over internet 

links as a secondary failover path. The dual-

connectivity model ensures that cloud-based 

bioinformatics processing can continue even 

during ExpressRoute maintenance windows or 

unplanned outages. 

6.2 Data Flow Architecture 

The cloud integration architecture defines clear 

data flow patterns between on-premises and 

cloud resources. Raw sequencing data is first 

stored on local high-performance storage arrays, 

where initial quality control and pre-processing 

are performed. Validated datasets are then 

transferred to cloud object storage via the 

dedicated private circuit, using parallel transfer 

streams to maximise throughput. 

Cloud-based bioinformatics pipelines process the 

uploaded data through alignment, variant calling, 

and annotation stages. Results are written back to 

cloud object storage and synchronised to on-

premises storage for clinical review and long-

term archival. 

 
Figure 4: Data Flow Architecture depicting the 

movement of sequencing data from instruments 

through local pre-processing, cloud-based 

analysis, and back to on-premises storage for 

clinical review. 

6.3 Connectivity to the Centralised Regional 

Data Centre 

In addition to dedicated cloud connectivity, the 

national omics data centre maintains dedicated 

WAN connections to the centralised regional data 

centre. These connections support access to 
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centralized enterprise services (Active Directory, 

email, and enterprise applications), backup and 

disaster recovery replication, and inter-facility 

collaboration. 

IPsec VPN tunnels over redundant MPLS and 

internet links form the connectivity fabric. The 

VPN configuration employs IKEv2 with 

certificate-based authentication and AES-256-

GCM encryption, ensuring both the 

confidentiality and integrity of data in transit 

between facilities. 

7. Security Architecture 

 
Figure 5: Security Architecture showing layered 

defense-in-depth mechanisms, including firewall 

policies, network segmentation, encryption in 

transit, and access control implementation 

across all infrastructure tiers. 

7.1 Perimeter Security 

The network perimeter is defined by a pair of 

next-generation firewalls operating in 

active/passive high-availability configuration. 

These firewalls provide stateful packet 

inspection, application-layer visibility, intrusion 

prevention, URL filtering, and SSL/TLS 

decryption for outbound traffic inspection. 

Firewall policies follow a deny-all-then-allow 

approach, with explicit rules for each permitted 

traffic flow between network segments, external 

destinations, and cloud services. Rules are 

grouped by function laboratory operations, cloud 

connectivity, user access, and management to 

facilitate ongoing review and auditing. 

7.2 Data Protection and Compliance 

All genomic data traversing the network is 

encrypted in transit using TLS 1.3 or IPsec, 

depending on the transport path. Data at rest on 

storage arrays is encrypted using AES-256, with 

key management provided by a dedicated 

hardware security module (HSM). 

Network-level audit logging captures all inter-

segment traffic flows, firewall policy decisions, 

and administrative actions. Logs are forwarded to 

a centralized SIEM platform for real-time 

monitoring, correlation, and long-term retention 

in full compliance with ADHICS requirements. 

7.3 Access Control 

Network access control is implemented through a 

combination of 802.1X port-based authentication 

for wired devices, WPA3-Enterprise for wireless 

clients, and certificate-based authentication for 

infrastructure-to-infrastructure communications. 

Role-based access policies ensure that laboratory 

staff, bioinformatics researchers, IT 

administrators, and external collaborators each 

have access only to the network resources 

required for their specific roles. 

8. Scalability and Performance 

Considerations 

8.1 Modular Scaling Approach 

The architecture scales horizontally within each 

tier. Additional sequencing instruments can be 

accommodated by adding access-layer switches 

to the laboratory zone and extending the relevant 

VLANs. Compute capacity can be increased by 

adding racks to the data centre zone with 

connections to existing distribution switches. 

Cloud burst capacity for peak bioinformatics 

processing loads is available through the cloud 

platform's elastic compute services without any 

changes to the on-premises network. 

 
Figure 6: Scalability Framework showing 

modular expansion patterns for laboratory 

instruments, compute resources, and cloud 
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integration, demonstrating how capacity can be 

increased without requiring architectural 

redesign. 

8.2 Performance Observations 

Throughout the operational period, the network 

consistently supported simultaneous data transfer 

from multiple sequencing instruments, with 

observed aggregate throughput exceeding the 

original design targets. The QoS policies proved 

highly effective bulk data transfers did not impact 

laboratory instrument control traffic, with sub-

millisecond latency maintained for LIMS and 

instrument monitoring even during peak data 

ingestion periods. 

Cloud connectivity through ExpressRoute 

delivered consistent and predictable performance 

for bioinformatics data transfers, with throughput 

patterns comfortably within the provisioned 

circuit capacity. Failover to VPN backup 

connectivity was validated during scheduled 

maintenance windows and performed within 

acceptable parameters, though as expected with 

reduced throughput compared to the 

ExpressRoute path. 

 
Figure 7: Performance Benchmarks and 

Observations showing measured throughput, 

latency utilization, and system availability 

metrics from 12 months of live production 

operation. 

8.3 Lessons Learned 

Several observations from the deployment are 

worth highlighting for the benefit of comparable 

initiatives. First, early engagement with 

sequencing instrument vendors regarding 

network requirements proved essential vendor 

documentation often failed to accurately reflect 

the actual network behavior of instruments under 

sustained load, and empirical traffic profiling was 

necessary to establish reliable design inputs. 

Second, the separation of laboratory IoT 

networks from instrument data networks 

demonstrated clear operational value during a 

sensor firmware update cycle that generated 

unexpected broadcast traffic. The network 

isolation prevented any impact on sequencing 

operations an outcome that would not have been 

possible in a shared-infrastructure design. 

Third, the hybrid cloud connectivity model while 

operationally more complex than a pure on-

premises or pure cloud approach provided the 

flexibility and performance required to support a 

diverse and continually evolving bioinformatics 

workload profile. 

9. Recommendations for Similar Initiatives 

Based on the experience gained through this 

deployment, the following recommendations are 

offered for other national genomics programmes 

and large-scale life sciences facilities 

Invest in network design before equipment 

procurement. Network architecture decisions 

constrain all subsequent technology choices. 

Establishing the network design early in the 

programme lifecycle ensures that compute, 

storage, and laboratory equipment can be 

integrated efficiently and without costly rework. 

Design for the data, not the devices. Genomics 

data volumes grow rapidly and unpredictably. 

The network architecture should be designed 

around data flow requirements volume, velocity, 

and direction rather than around the current 

device inventory. 

Separate laboratory and enterprise networks 

from the outset. The operational and security 

requirements of laboratory networks differ 

fundamentally from those of enterprise IT. 

Attempting to serve both from a shared 

infrastructure introduces avoidable risk and 

operational complexity. 
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Treat cloud connectivity as a first-class design 

element. Cloud-based bioinformatics is 

increasingly the norm for population genomics. 

Treating cloud connectivity as an afterthought 

leads to bottlenecks and security gaps that are 

expensive and disruptive to remediate. 

Establish monitoring and baseline metrics 

from day one. Comprehensive network 

monitoring from the first day of operations builds 

the performance baselines needed to identify 

anomalies, plan capacity expansions, and validate 

design assumptions over time. 

10. Conclusion 

This paper has presented a comprehensive 

reference architecture for the network 

infrastructure supporting a national-scale 

genomics programme. Drawing on the design and 

implementation experience of the national omics 

data centre, the architecture addresses the unique 

convergence of laboratory IoT, high-performance 

computing, cloud-based analytics, and healthcare 

data governance requirements that characterize 

modern genomics facilities. 

The layered design methodology, hybrid cloud 

integration approach, and embedded security 

framework described here provide a replicable 

model for similar initiatives worldwide. As 

population genomics programmes continue to 

expand in scale and scope, the network 

infrastructure that underpins them will 

increasingly determine their ability to deliver on 

the promise of precision medicine. It is hoped that 

this work contributes meaningfully to the 

growing body of knowledge needed to design, 

deploy, and operate that infrastructure 

effectively. 
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