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Abstract

The rapid adoption of digital healthcare systems has significantly increased the use of Electronic
Health Records (EHR), online appointment platforms, and digital prescription management. While
these technologies enhance accessibility and operational efficiency, they also introduce critical
challenges related to data confidentiality, secure authentication, record integrity, and protection
against unauthorized access. Healthcare data contains highly sensitive personal and medical
information, making security a primary concern. Ensuring secure communication and verified access
between patients and doctors remains a major challenge in maintaining trust and privacy within digital
healthcare environments. Many existing healthcare management systems rely on centralized storage
models and basic authentication mechanisms, exposing them to risks such as data breaches,
impersonation attacks, and unauthorized record modification. Although basic encryption mechanisms
may be applied to protect stored data, key management and authentication processes often rely on
standard approaches without decentralized verification or advanced cryptographic reinforcement. As a
result, centralized architecture creates a single point of failure, increasing vulnerability to
unauthorized access, data tampering, and weak identity verification. Limited transparency and
auditability further restrict effective monitoring of data usage and system activities. To address these
issues, the proposed system introduces Quantum Crypt (QC), a hybrid security approach that
integrates blockchain technology with Post-Quantum Cryptography (PQC) concepts and advanced
encryption mechanisms. Medical reports and prescriptions are secured using the Advanced
Encryption Standard in Cipher Block Chaining mode (AES-CBC), with encryption keys generated
through a quantum-inspired mechanism. Authentication is enhanced through a lattice-inspired model
implemented via Qiskit-based quantum circuit simulation to ensure secure key validation between
patients and doctors. Blockchain integration using Web3 and smart contracts ensures immutable
storage of healthcare records, improving transparency, strengthening data integrity, and enabling
controlled access within the digital healthcare ecosystem.

Keywords: Digital Healthcare Security, Post-Quantum Cryptography, Advanced Encryption
Standard, Decentralized Healthcare Systems.

1. Introduction and interoperability. Healthcare organizations,
being custodians of sensitive patient
information, are increasingly vulnerable to
data breaches, unauthorized access, and other
cyber threats. According to recent reports,
healthcare data breaches have surged in
frequency, compromising millions of patient
records globally and underscoring the urgent

The exponential growth of digital healthcare
systems and the widespread adoption of
electronic  health records (EHRs) have
revolutionized the way medical data is
collected, stored, and utilized. However, these
advancements have also introduced significant
challenges related to data security, privacy,
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need for robust data management and sharing
frameworks. To address these challenges,
blockchain technology has emerged as a
transformative solution that offers unparalleled
security, transparency, and decentralization for
managing  healthcare data.  Blockchain
technology, initially introduced as the
foundation of cryptocurrencies like Bitcoin,
has evolved to find applications in various
domains, including supply chain management,
finance, and healthcare. The fundamental
attributes of blockchain decentralization,
immutability, transparency, and cryptographic
security make it particularly suitable for
addressing the complex requirements of
healthcare data sharing. In a blockchain-based
system, data is stored in a decentralized ledger
that is distributed across a network of
participants.  Each  transaction on the
blockchain is verified through consensus
mechanisms and secured using advanced
cryptographic  techniques, ensuring data
integrity and resistance to tampering.

Data Verifiasifty

Dacestrallzation Health data oanershlp
£ \ | / =

g
~ Blodthallnlnhauh

Data Security

e
o

Transparescy and Trust

Fig. 1: The role of blockchain to secure
medical records.

Despite its potential, the adoption of
blockchain in healthcare is not without
challenges. Healthcare systems are inherently
complex and involve a diverse set of
stakeholders, including patients, healthcare
providers, insurers, researchers, and regulatory
bodies. These stakeholders often have
conflicting interests and varying levels of trust,
which complicates data sharing and access
control. Moreover, healthcare data is highly
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sensitive and subject to stringent privacy
regulations, such as the Health Insurance
Portability and Accountability Act (HIPAA) in
the United States and the General Data
Protection Regulation (GDPR) in the
European Union. Any blockchain-based
solution must comply with these regulations
while providing a secure and efficient
mechanism for data sharing.

2. Literature Survey

Ryu, et al. [1] proposed a new authentication
protocol to prevent and address such issues
within  hospital systems. The proposed
protocol encrypts medical records on a private
blockchain, allowing them to be securely
shared among institutions, hospitals, and
insurance companies, ensuring data recovery
even if a ransomware attack paralyzes the
server. Additionally, the protocol facilitates
the systematic sharing of patient medical
records between hospitals or between hospitals
and insurance companies by distributing
session keys. They demonstrated that the
proposed protocol provides 11 security
properties, including forward and backward
secrecy, user untraceability, and resistance to
replay attacks. They also evaluate the
communication and computational costs,
proving that the protocol is feasible for
practical use.

Zhao, et al. [2] implemented a decentralized
management system with enhanced security
and operational efficiency. Considering the
scenario of Electronic Magnetic Records
(EMRs) requiring confirmation of multiple
doctors to improve safety, the proposed
solution leverages Shamir’s Secret Sharing to
enable multi-party authorization, thereby
enhancing privacy protection. Meanwhile, the
scheme utilizes Bloom filter and vector
operation to achieve efficient data search.

Wenhua, et al. [3] mentioned advantages and
disadvantages motivated them to provide an
advancement and comprehensive  study
regarding the applicability of blockchain
technology. They focused on the healthcare
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security issues in blockchain and sorted out the
security risks in six layers of blockchain
technology by comparing and analyzing
existing security measures.

Alsadhan, et al. [4] introduced significant
privacy concerns, particularly regarding data
privacy. Internet of Medical Things (IoMT)
devices often collect and store large amounts
of data about patients’ health. These data
could be used to track patients’ movements,
monitor their health habits, and even predict
their future health risks. This extensive data
collection and surveillance could be a major
invasion of patient privacy. Thus, privacy-
preserving research in an IoMT context is an
important area of research that aims to
mitigate  these  privacy issues.  They
comprehensively applied the PRISMA
methodology to analyze, review, classify, and
compare current approaches of preserving
patient data privacy within loMT blockchain-
based healthcare environments.

Sharma, et al [5]. employed to protect these
transactions against such attacks. However, the
security of blockchain relies on the
computational ~ complexity  of  certain
mathematical functions, and because of the
evolution of quantum computers, its security
may be breached in real-time in the near
future. Therefore, researchers are focused on
combining quantum key distribution (QKD)
with  blockchain to enhance blockchain
network security. This new technology is
known as quantum-secured blockchain.

Ghosh, et al. [6] evaluated 144 articles that
discussed the importance and limits of using
blockchain technologies to improve healthcare
operations. The objective is to demonstrate the
technology’s potential uses and highlight the
difficulties and possible sectors for future
blockchain research in the healthcare domain.
They started with an extensive background
study of blockchain and its features. Then,
they focused on providing an extensive
literature review of the selected articles to
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highlight the current research themes in
blockchain-based healthcare systems.

Liu, et al. [7] developed a gquantum-secure
blockchain (QSB) scheme by introducing a
consensus mechanism quantum proof of
authority (QPoA) and an identity-based
qguantum signature (IQS)—wherein QPoA is
used for new block generation and 1QS is used
for transaction signing and verification.
Second, QPoA is developed by adopting a
quantum voting protocol to achieve secure and
efficient decentralization for the blockchain
system, and a quantum random number
generator (QRNG) is deployed for randomized
leader node election to protect the blockchain
system from centralized attacks like
distributed denial of service (DDoS).

Ajakwe, et al. [8] investigated the mainstream
security challenges associated with the
transmissibility of medical records, the
evolutionary security strategies for
maintaining confidentiality, and the existential
enablers of trustworthy and transparent
authorization and authentication before data
transmission can be carried out. The review
adopted the PRSIMA-SPIDER methodology
for a systematic review of 122 articles,
comprising 9 surveys (7.37%) for qualitative
analysis, 109 technical papers (89.34%), and 4
online reports (3.27%) for quantitative studies.

Venugopal, et al. [9] combined the privacy and
security advantages of encryption and
decentralized networks offered by Blockchain
technology with the scalability of distributed
systems to provide an effective secure
platform for big data applications. The
framework is based on the principles of
confidentiality and immutability to ensure the
security and privacy of health care data. The
framework is designed to support a wide range
of information sources and use cases including
patient records, clinical research, medical
imaging, genomic data, and pharmaceutical
trials. It is also designed to be compatible with
existing distributed computing and data
querying technologies such as Hadoop and
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Spark, which will help organizations to
improve the accessibility of health care data.

Alabdulatif, et al. [10] proposed methodology
addresses  computational  efficiency and
scalability issues via the implementation of
lightweight cryptographic techniques,
achieving an average authentication delay of
0.059 milliseconds, which represents a 4000-
fold improvement compared to current
approaches. The model exhibited a significant
decrease in memory use, requiring just 0.0198
MB in contrast to the 96.98 MB required by
benchmark models, and attains an average
signature verification duration of 0.00092
milliseconds. The findings demonstrate the
model’s capability for safe, efficient, and
scalable applications in e-health, which
guarantees privacy and adherence to
regulatory norms.

3. Proposed Methodology

This research introduces a post-quantum
secure healthcare framework that integrates
blockchain technology, simulated quantum
key generation, and AES-based encryption to
ensure secure management of electronic health
records (EHR). The Django-based application
provides role-based access for doctors and
patients, enabling  secure  appointment
booking, medical report upload, and
prescription management. It implements QC
where PQC key generation mechanisms are
used to derive encryption keys, while AES-
CBC encryption ensures confidentiality of
medical files during storage and transmission.
A blockchain smart contract stores metadata
securely,  providing  immutability and
traceability of healthcare transactions.
Quantum-based authentication logic validates
user interactions between participants. The
system combines decentralized blockchain
security with encrypted file storage to enhance
privacy, integrity, and controlled data sharing.
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Fig. 2: Proposed system architecture.

User Registration and Authentication:
Users register as doctors or patients through
the Django interface, and their details are
stored via blockchain smart contract functions.
Login validation checks user credentials and
role type to control access to system features.
This ensures only authorized participants can
interact with healthcare data.

Appointment Booking and Medical Report
Upload: Patients select doctors and upload
medical reports through the application.
Uploaded files are processed before storage,
preparing them for encryption. Metadata
related to appointments is recorded on the
blockchain for traceability.

PQC Key Generation: The system generates
encryption keys using a simulated quantum
key generation process. Random bases and
measurement operations produce a shared
symmetric key. This key acts as the foundation
for secure data encryption.

AES Encryption of Medical Files: Medical
reports and prescription files are encrypted
using AES in CBC mode. The generated
guantum-inspired key is applied to ensure
confidentiality. Encrypted files are stored
locally while preventing unauthorized access.

Blockchain Smart Contract Integration:
Using Web3, healthcare metadata such as
patient details, report references, and
prescription information is stored in
blockchain smart contracts. This ensures
immutability and transparent transaction
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logging. The blockchain layer prevents
tampering with healthcare records.

e Key generation (Recipient / Server)

d henticati h _ o Generate a secret vector s
Quantl_Jm—Base Authentication Exc'an'ge. sampled from the error/noise
A simulated quantum  authentication distribution
mechanism validates communication between '
users. Key exchange logic verifies matching o Sample an error vector e.
authentication keys before allowing sensitive o Compute public key pk = A -
operations. This step strengthens access s + e (matrix-vector
control  between doctor and patient multiplication modulo g).
interactions. )

o Optionally compute and store
Retrieval: Doctors generate prescriptions deterministically derive A.
which are encrypted and linked to blockchain

o Output (pk, sk) where sk =

records. Patients can securely download
decrypted reports through authorized access.
The workflow maintains confidentiality while
enabling efficient healthcare collaboration.

Post-Quantum Cryptography: Kyber

secret s plus auxiliary values
(sometimes hashed).

e Encapsulation (Sender / Client)

o Sender obtains recipient pk.
Kyber i Key En lation Mechanism
yber is a Key gapsu atio ?C a 'S. o Sender samples random seed r
(KEM) from the lattice-based family. It is .
. . (or derives from
designed to be secure against quantum attacks
i - . randomness-+context) and
and is a finalist / recommended algorithm for .
. derives ephemeral secret m or
post-quantum key exchange. Kyber provides a eohemeral s
compact, efficient way for two parties to agree P '
on a symmetric key: one side generates an o Compute ephemeral ciphertext
encapsulation and ciphertext; the other c=A-s'+¢e'+encode(m, pk)
decapsulates to retrieve the shared secret. It is (noise added) — ciphertext
well-suited for encrypting large files by includes compressed
deriving a symmetric key (e.g., AES) to polynomials.
perform the actual bulk encryption. o Derive shared secret K =
Below are the core internal operations KDF(m, ¢, pk) (hashing
presented as a sequence of logical steps ephemeral secret + ciphertext
(suitable for your methods chapter or to produce symmetric key).
implementation notes). o Send ciphertext ¢ to the

e Parameter setup (system init)

o System  defines  security
parameters (module
dimension, modulus g, noise
distribution) and  chooses
public parameters A (matrix)
and hash function/specific
KDF. These are fixed for the
scheme instance (e.g.,
Kyber512/768/1024).
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recipient. The encapsulated
output is (c, K).

e Decapsulation (Recipient)

O

Recipient uses sk and received
¢ to compute m' = decode(c -
pk - s) (effectively removing
the public-component and
recovering small message plus
noise correction).
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o Compute K' = KDF(m', c, pk).
If decoding fails or an invalid
ciphertext is detected, use a
fallback (e.g., hashed secret)

to avoid revealing information
(CCA-secure variant).

o K' should equal K if no
transmission error /
manipulation occurred.

e Key usage

o Both parties now share
symmetric key K. Use K with
a symmetric cipher (e.g.,
AES-GCM or an
authenticated stream cipher)
to encrypt/decrypt large files
(the EHR files).

o Optionally rotate or rekey for
session management.

e Security notes

o Kyber’s security relies on the
hardness of Module problems.

o Proper parameter selection
and constant-time
implementation are critical to
resist side-channel attacks.

o Use authenticated encryption
when encrypting files and
include metadata/timestamps
to avoid replay attacks.

4. Results description

Fig. 3 depicts the patient registration process
where new users securely create accounts
within the system. Upon successful signup,
blockchain transaction details confirm that
user information has been recorded through
smart contract execution. This process ensures
immutability and transparency by storing
registration data in the decentralized ledger.
The system validates user information through
backend  processing before  blockchain
submission. The registration  workflow
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establishes secure identity management while
enabling role-based access for future
healthcare interactions. The figure
demonstrates the integration between user
registration, decentralized storage, and secure
onboarding mechanisms.

Patient Login Doctor Login New User Signup

? Decentralized
Healthcare

Fig. 3: Patient signup screen

Fig. 4 illustrates the doctor registration
workflow, enabling healthcare professionals to
securely join the decentralized platform. The
system verifies submitted details and records
them through blockchain transactions using
smart  contract  functions.  Successful
registration ensures role-based privileges for
accessing appointment and  prescription
features. The process demonstrates interaction
between Django backend services and
blockchain infrastructure  via  Web3
communication. Secure registration ensures
trusted identity verification within the
healthcare ecosystem. The figure highlights
the decentralized authentication mechanism
used for onboarding healthcare providers into
the system.
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Fig. 4: Doctor signup screen

Fig. 5 depicts the patient dashboard where
available doctors are listed to facilitate
appointment booking. Patients can review
healthcare providers and initiate interactions
required for consultation workflows. The
system prepares backend processes for secure
data handling once appointment selection
occurs. This stage connects user interaction
with encryption modules and blockchain
storage mechanisms used during appointment
confirmation. Role-based access ensures that
only authenticated patients can perform
scheduling operations. The figure represents
the transition from user interaction to secure
healthcare workflow execution within the
decentralized framework.

View Doctors List View Prescriptions Logout

? Decentralized

Healthcare
o0 DR will pavo the way !
Doctor | oy e No| Bl ID Address Deseription B_ook
Name Appointment|
Click Hereto |
admin 1234567800 admin@gmaileom hyd  hi Book
Appointment

[Click Hereto
santhosh!1234567890 santhosh@gmailcom'hyd  ‘nothing  |Book
|Appointment |

Fig. 5: View doctors list in patient’s page for
the book appointment.

Fig. 6 illustrates the successful appointment
confirmation process between a patient and
doctor within the blockchain-enabled system.

The displayed transaction information verifies
that appointment metadata has been securely
stored using smart contract execution.
Uploaded medical reports undergo encryption
using AES-CBC combined with Kyber-
inspired key generation before storage.
Blockchain integration ensures tamper-
resistant record keeping and transparent
verification of appointment details. This stage
demonstrates coordination between encryption
modules, Django processing logic, and
decentralized ledger infrastructure. The figure
highlights secure workflow completion for
appointment creation in the healthcare
platform.

View Doctors List View Prescriptions Logout

i Y | Decentralized
Healthcare

How DeFi will g

Your Appointment Confirmed with Doctor : admin
Appointment ID : 1
AttributeDict({ transactionHash';
HexBytes('oxe37e45chd dcas87e6f 651dgc46abdo47ad4991387101910849"),
‘transactionindex’: 0, blockHash':
HexBytes('ox0ee54052¢08540929dd4b677¢4160b7a9584057eb538¢56342d89899d2aa015),
bkvrl\\mnbvr 6, rmm onqbbmr'uw 15dc7e1dbbec2da8afzfocsocs’,
"to’: 'ox194d115 b 34dechy’, ‘gasUsed’: 180194,
‘cumulativeGasUsed": 180194 mmmrt\ddmsi None, logs"
[\nnhulonxcl('Io(lmh«\ 0, 'transactionIndex”: o, ‘transactionHash'":
HexBytes('oxeg7eq3chd fdc3587e6f doc46abdo474d4991387196910849),
‘blockHash':
HexBytes('oxoee; ,|x7,:<1>8 1540929dd4b677 cu(;ob'aoyxw; eb5f38¢56342d89890d2aae15"),
6" ¢
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Fig. 6: Patient confirmed appointment with
doctor.

Fig. 7 depicts the doctor’s dashboard after
successfully uploading a prescription for a
patient appointment. The system encrypts
prescription data before storing associated
metadata on the blockchain through smart
contract updates. Role-based authorization
ensures only verified doctors can modify
patient records. Backend processing manages
secure communication between encryption
modules and decentralized storage services.
The successful update confirms integrity and
traceability of prescription records within the
system. This figure demonstrates how secure
medical decision-making integrates with
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blockchain
workflows.

View Appointments  Logout

Y | Decentralized
'~ Healthcare

How DeFi will pave the way |

technology and  encryption

Prescription Updated Successfully

Fig. 7: Doctor dashboard with prescription
upload successfully.

Fig. 8 illustrates the patient dashboard where
generated prescriptions are available for
viewing and download after doctor approval.
The system retrieves encrypted files and
performs secure decryption to ensure
confidentiality during access. Blockchain
storage guarantees that prescription records
remain immutable and verifiable. Patients can
access finalized healthcare outcomes through
controlled authorization mechanisms. This
stage completes the secure lifecycle from
appointment  scheduling to  prescription
delivery. The figure demonstrates successful
collaboration between encryption processes,
blockchain  storage, and  decentralized
healthcare workflows.

View Doctors List

View Prescriptions

? . Decentralized
@ Healthcare
How DeFi will pave the way for

Logout

[Patient Doctor | Dlsease
Name Name Detalls

Prescription | Download

File Name |Prescription s

Report Name Prescription

2026-02-12
08:36:59.844102

{do physical |
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actvities
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|

Fig. 8: Doctors prescription shows in patient
dashboard.
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5. Conclusion

The Quantum Med Ledger project presents a
secure  and decentralized healthcare
management framework designed to enhance
the protection, integrity, and accessibility of
electronic health records using blockchain
technology and  advanced  encryption
mechanisms.  The  system  successfully
integrates Django-based web architecture with
Ethereum smart contracts to enable tamper-
resistant storage and transparent healthcare
transactions. By incorporating Kyber-inspired
key generation with AES-CBC encryption, the
project ensures strong confidentiality for
sensitive medical data during storage and
transmission. Role-based authentication allows
secure interaction between patients and
doctors while maintaining controlled access to
healthcare information. The implementation
improves system performance by reducing
risks associated with centralized data storage,
minimizing unauthorized modifications, and
ensuring  reliable  verification  through
blockchain transaction receipts. Performance
improvements are achieved through efficient
encryption  workflows, automated smart
contract execution, and secure file handling
mechanisms that streamline appointment
scheduling, prescription management, and
report retrieval processes.
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