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Abstract  

The study looks at the ethical issues around using AI-based diagnostics in healthcare through secondary qualitative 

analysis. The main problems found in AI include data privacy, consent of their users, bias in algorithms, lack of 

transparency, and lack of control. It stresses the importance of using more acceptable datasets, understanding the 

working process of AI, and having reliable guidelines for ethics. The study indicates that overcoming these issues is 

vital for the fair and secure use of AI in healthcare practices. 
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INTRODUCTION  

The fast advancement of artificial intelligence (AI) 

that can change various areas, including healthcare, is 

discussed in this research. AI tools now help with 

patient examination in healthcare, allowing doctors to 

check patients more accurately and improving how 

medical services are offered. The introduction of AI 

systems into healthcare can benefit patients and allow 

doctors to handle their work more efficiently. This 

can lead to some ethical questions that must be 

looked at with care. Concerns such as protecting 

patient data, ensuring AI treats everyone equally, 

telling people how they work, and keeping people in 

charge all point to important issues with using this 

technology in healthcare. 

The research looks into the ethical problems that 

might occur when AI is used for diagnosis in 

healthcare for patients, doctors, and hospitals.  This 

study found that some topics and issues related to AI 

in medical diagnoses keep emerging by studying 

existing studies. The purpose is to investigate how 

ethics is dealt with in AI diagnostic practices and to 

highlight where further action is needed. 

Aim: 

The purpose of the study is to analyze the ethical 

problems of using AI for diagnosis in healthcare 

using previous studies and discussions. 

Objectives: 

● To analyze the ethical concerns that come 

with data privacy, support, and security in 

AI diagnostics. 

● To observe whether bias is present or affects 

the outcomes of AI-powered diagnostics. 

● To look into and understand the issues and 

transparency found in AI diagnostic tools. 

● To identify existing ethical frameworks and 

approaches to governing the use of AI in 

healthcare diagnostics. 

Research Questions: 

● How do AI-driven diagnostic tools impact 

patient data privacy and informed consent? 

● What are the potential consequences of 

algorithmic bias in AI diagnostic systems on 

patient care? 

● What are the ways healthcare institutions 

can ensure transparency and fairness in AI 

diagnostic decision-making? 

● What ethical guidelines or frameworks 

currently exist to support the reliable use of 

AI in healthcare? 

RESEARCH RATIONALE   

The integration of AI-driven diagnostics in healthcare 

brings a lot of good things, such as helping doctors 

quickly come up with the right diagnosis. 

Technology keeps moving forward, people are also 

starting to worry about things like keeping data safe, 

making sure people know the safety protocols about 

their information, avoiding unfair decisions in 

systems, and holding companies responsible for their 

actions [1]. As healthcare becomes more and more 

dependent on new technology, it is very important to 

recognize and deal with these ethical problems so 

patients feel safe and can trust their care. This 

research, with data gathered from previous studies, 

looks into the current literature to find areas where AI 

practices could be more ethical and helps suggest 

clearer ways to make AI use responsible. The 
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findings will help people who make policies, work in 

healthcare, and create new tools to make sure that the 

way to use and build medical diagnostics is fairer and 

more honest. 

LITERATURE REVIEW    

AI in healthcare diagnostics 

 
Fig. 1: Role of AI in Health Care 

 

AI has greatly transformed various fields, and 

integrating AI in healthcare diagnostics looks very 

promising. Artificial intelligence is being used more 

and more to help analyze images, detect illnesses, 

and aid in diagnosis [2]. At the same time, these 

technologies improve speed and accuracy in 

determining diagnoses and raise ethical issues. The 

ethical issues of using AI in diagnosis are analyzed 

here, primarily looking at data privacy, bias present 

in algorithms, the importance of transparency, and 

accountability issues. 

Data Privacy and Informed Consent 

 
Fig. 2: Ethical Issues of AI in Healthcare 

One of the biggest ethical problems when it comes to 

AI in healthcare is making sure patient information is 

safe and kept private. AI systems are trained when 

they often use data filled with sensitive health 

information [3]. Not having proper boundaries for 

data collection and usage might put patients’ privacy 

at risk. Informed consent becomes somewhat 

complex in the AI field, since patients might not be 

aware of how their information will be used in AI. 

Some augmentations are that, in many cases, patients 

are more open to having a doctor make decisions for 

them than an algorithm, and this adds to the 

difficulties in consenting to medical intervention. 

Algorithmic Bias and Fairness 

Algorithmic bias is another critical ethical concern. 

AI systems can adopt biases from the information 

they have learned during training. AI used in 

healthcare failed to recognize the full extent of health 

needs for Black patients because the data used is 

biased [4]. As a result, people may not receive the 

same level of care, which helps existing health 

disparities persist. Bias in AI is a concern that 

involves ethical and social problems, which are often 

a sign of inequalities in society. It is important to use 

varied datasets and keep auditing AI systems to 

correct these biases. 

Transparency and Explainability 

Many people point out that deep learning models, as 

well as other AI systems, are not easy to understand, 

since their thinking is hidden. Understanding of AI in 

diagnostics is important otherwise, clinicians’ trust in 

them might be reduced, which could endanger 

patients. Being able to understand their diagnosis 

matters to patients and can be affected by a lack of 

transparency [5]. Even though Explainable AI 

supports better transparency, it is still not widely used 

in clinical practice. 

Accountability and Responsibility 

Another pressing issue is the question of 

accountability. The party responsible for an incorrect 

diagnosis is the person who programmed the AI, the 

one who fed the data, or the healthcare worker [6]. 

They point out the need to put in place suitable 

accountability systems for when AI is involved in 

decisions. This gets even more important as AI tools 

start to function independently. Laws and ethical 

guidelines are not able to keep up with the fast 

developments in AI. 
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Ethical Frameworks and Guidelines 

 

Fig. 3: XAI concept 

A number of organizations have created guidelines 

for ethical behavior in the use of AI in healthcare. 

The World Health Organisation has outlined six 

guiding principles for using AI ethically, one of 

which is making sure the process is transparent and 

accountable [7]. Similarly, the European 

Commission’s Ethics Guidelines for Trustworthy AI 

point out that it is important to make sure people are 

watching over AI, that the technology works well, 

and that its data is handled responsibly [8]. On the 

other hand, because these guidelines are difficult to 

put into practice, this can lead to different ethical 

rules being followed among various educational 

organizations. 

Importance Analysis in AI Ethics  

Secondary qualitative analysis has been used a lot to 

look into ethical issues by going over old case 

studies, written rules, and published research. It 

makes it possible to identify regularities, motives, 

and conflicts present in the ethical discussions 

regarding AI [9]. It can help to see the ethics respond 

to new technologies. It can gain a better 

understanding of the working of ethical frameworks 

are put into practice by doing secondary analysis. 

Literature gap  

In most literature, the focus is usually only on a 

particular ethical concern, ignoring its connection to 

other important ethical issues. There is also a lack of 

understanding of the importance of ethical guidelines 

in healthcare in many different settings [8]. This 

paper deals with these uncovered areas by analysing 

ethical issues through secondary research, hoping to 

provide valuable recommendations for all those 

working in healthcare diagnostics. 

METHODOLOGY 

 

Fig. 4: Methods flow chart 

This work examines the ethical concerns that come 

with using AI-based technology for medical 

diagnostics. The research methods involve secondary 

qualitative information from research articles, policy 

papers, case reports, and guidelines set by the World 

Health Organization (WHO) and others [10]. The 

materials used in the case are chosen due to their 

relevance to the main ethical problems, such as data 

privacy, informed consent, algorithmic bias, 

transparency, and accountability. Experts used 

purposive sampling to find works written from 2021 

to 2024, so the data represented the most recent 

developments in AI healthcare diagnostics. Databases 

named PubMed, Scopus, ScienceDirect, and Google 

Scholar are accessed to collect the data. Only 

documents that talk about problems in AI ethics for 

healthcare are used. 

The analysis followed a thematic approach. Key 

themes are picked out by carefully reading and 

breaking down the texts and following Braun and 

Clarke’s six steps for finding themes [11]. The 

process includes getting familiar with the data, 

coding it initially, searching for themes, checking for 

similarities, appropriately calling and defining the 

themes, and finally preparing the report. The coding 

and arrangement of data within themes is done to 

make sure that the analysis remains uniform and can 

be checked throughout. The main ethical issues 

center around making sure all sources have proper 

credits and that academic integrity is maintained. 

Since the collected information is only from existing 

data, it was not necessary to apply for ethics 

approval. Using this methodology, the study gets a 

complete picture of how existing literature discusses 

the ethics involved in AI diagnostics, pointing out 

relevant patterns, gaps, and advice to improve its use 

in hospitals. 

Secondary 
Qualitative data  

Purposive 
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Theme 
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DATA ANALYSIS  

Theme 1: Patient Data Privacy and Informed 

Consent in AI Diagnostics. 

Ethically, it is difficult to ensure that patient data is 

protected and that everyone involved understands the 

terms of data collection in healthcare diagnostics. 

Using health data for AI systems is important, but it 

brings up concerns about the collection, storage, and 

use of the data [12]. Many people do not realize that 

their data could be used to train and refine AI models, 

mainly when it is not clear to them where their data 

goes. Many AI systems are unclear, patients may not 

fully understand the implications of allowing AI to 

diagnose them. Literature shows that keeping data 

anonymous is widespread, but there are still risks of 

re-identification because of progress in data analytics. 

Sharing data at the global level brings up bigger 

ethical issues since there is usually not enough 

regulation in place. Therefore, data usage should 

always be done with strict confidence and 

transparency. It is important to enhance informed 

consent so that people understand exactly the effects 

of AI on them, as well as its dangers and advantages 

[13]. Understanding the value of data governance and 

educating patients are highlighted in this theme to 

maintain privacy in healthcare AI systems. 

Theme 2: Algorithmic Bias and Its Impact on 

Diagnostic Fairness. 

Since machine learning uses information from real 

life to learn, AI diagnostic systems can be biased 

because they are trained on datasets that already 

represent social or demographic imbalances [14]. AI 

models may end up misdiagnosing patients from 

underrepresented populations, because the data they 

are trained on is not diverse enough. For example, it 

is known that certain AI tools for diagnosis can lead 

to errors when used on ethnic minorities or women, 

as the training data for the AI lacks diversity. Bias in 

the health system could result in patients getting 

incorrectly diagnosed or treated later, which causes 

health inequality to become more severe. Such biases 

tend to pass unnoticed unless auditors check for them 

regularly. It has been revealed that many healthcare 

AI systems are created with data mainly drawn from 

white populations in wealthy countries, making them 

less usable worldwide and biased. In order to solve 

this problem, it needs technical actions, such as using 

bias-free systems and inclusive data, along with 

ethical guidelines that support fairness in healthcare 

[15]. This theme points out that algorithmic bias can 

be both technical and moral. Making AI diagnostics 

fair requires everyone involved to remain attentive, 

use a diverse range of data, and hold themselves 

responsible for problems. 

Theme 3: Transparency and Explainability present 

in AI Decision-Making. 

There is an important ethical issue in AI diagnostics 

because the decisions made are not easy to 

understand. Many deep learning models work in a 

way that many people to explain their decision-

making process. Trust in the healthcare field can be 

reduced because people cannot clearly understand or 

check the logic behind AI-recommended diagnoses 

[16]. Even though clinicians depend on science-based 

thinking and need to justify their actions, the lack of 

an explanation in AI systems can cause ethical 

difficulties when they are used. Explainability is also 

critical from the patient's perspective. People who are 

patients have the right to know the reasons behind 

each health decision taken through diagnostics [17]. 

It has been suggested in the study that XAI helps to 

describe and explain the actions of AI models. The 

practical implementation of XAI remains limited in 

healthcare. It emphasizes the need to build AI 

systems that are both accurate and clearly explain 

their actions. Explainable AI can help create trust and 

make sure that key decisions in healthcare are 

understood by all. 

Theme 4: Accountability and Responsibility in AI-

Assisted Diagnoses.  

Figuring out who should be held accountable for AI 

errors in healthcare diagnostics is a challenging 

ethical question to answer. It is not obvious who 

should be held responsible in cases where an AI 

decision leads to harm, whether it is the AI maker, 

the data supplier, the hospital, or the doctor [18]. 

Usually, in healthcare, accountability relies on what 

humans decide, but with AI systems now involved, 

these models are more complex. It is clear from the 

previous study that liability laws are not well-defined 

in accidents involving municipal waste and its 

vehicles. When responsibility is unclear, this can help 

reduce the openness and confidence people have in 

how health care is provided. Over-trusting AI can 

sometimes lead medical professionals to think that 

the AI is always right [19]. The main idea here is that 

all involved parties should share the duty to ensure 
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AI technologies are used and designed responsibly. 

Proper planning for AI-based diagnostics should 

include rules for proper control, clearly outlining 

roles, and making plans for errors. It is important to 

have accountability in the healthcare field to ensure 

patients are kept safe and ethics are met as more AI is 

introduced. 

FUTURE DIRECTIONS     

In the future, it would help to have clear and common 

ethical guidelines that support the use of AI for 

diagnostics in all health care settings. Making 

datasets more inclusive and freer from bias, ensuring 

AI is easy for clinicians and patients to understand, 

and setting up clear systems detailing who is 

responsible should be priorities [20]. There is a need 

for additional research to learn about the opinions 

and acceptance of AI diagnostics by both patients and 

doctors, especially in minority populations. 

Furthermore, having ethicists, data scientists, and 

healthcare professionals collaborate will play a key 

role in making sure that AI technologies are useful 

and meet ethical, fair, and value-based standards in 

healthcare. 

CONCLUSION  

The research has shown that the use of AI in 

healthcare carries major ethical problems, mainly 

concerning data privacy, the impact of biased 

algorithms, being open about results, and being 

responsible for them. Based on the secondary 

qualitative review, AI improves the accuracy and 

efficiency of diagnosis, but its use should be checked 

for ethical issues. Patients should trust in health care, 

outcomes should be fair, and make sure there should 

be a clear way of assigning duties. It must put in 

place strong policies, large and diverse datasets, and 

clearly explainable AI models to deal with these 

issues. Ensuring that moral principles are considered 

together with technological improvements allows 

healthcare systems to confidently use AI and look 

after patients. 
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